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Statement

The CPS conforms to the following crite ria wholly or partia lly:

 RFC3647: Inte rne t X.509 Public Key Infras tructure - Certifica te Policies and
Certifica te bus iness s ta tement framework

 RFC6960: Inte rne t X.509 Public Key Infras tructure - Online Certifica te S ta tus
Protocol - OCSP

 ITU-T X.509 V3 (1997): Information Technology - Open Sys tems Inte rconnection -
The Directory: Authentica tion Framework

 RFC5280: Inte rne t X.509 Public Key Infras tructure - Certifica te and CRL structure

 GB/T 26855-2011: Information Security Technology - Public Key Infras tructure -
Framework for Certifica te Policy and Certifica tion Practice S ta tement

 GB/T 20518-2018: Information Security Technology - Public Key Infras tructure -
Format of Digita l Certifica tes

 GB/T 25056-2018: Information Security Technology - Cryptographic and Rela ted
Security Technica l Specifica tions for Certifica te Authority Sys tems

 GB/T 19713-2025: Cybersecurity Technology - Public Key Infras tructure - Online
Certifica te S ta tus Protocol

The CPS has been submitted to the independent audit ins titution, which will a ssess the
CPS in accordance with AICPA/ CICA WebTrus t for Certifica tion Authority. The CPS
meets the requirements s ta tes in above s tandards and is published on the webs ite
https ://www.sheca .com .

http://www.sheca.com
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V3.8.0 (Previous vers ion) April 30, 2025 SHECA Security Certifica tion
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V3.7.9 (Previous vers ion) Nov 18, 2024 SHECA Security Certifica tion
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V3.7.2 (Previous vers ion) April 18, 2022 SHECA Security Certifica tion
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Committee

V3.5 (Previous vers ion) May24,2017
SHECA Security Certifica tion

Committee

V3.4.2.3 (Previous vers ion) May 25,2016
SHECA Security Certifica tion

Committee

V3.4.2.2 (Previous vers ion) Sept 18,2015
SHECA Security Certifica tion

Committee

V3.4.2.1 (Previous vers ion) Sept 1,2014
SHECA Security Certifica tion

Committee

V3.4.2 (Previous vers ion) April 29,2014
SHECA Security Certifica tion

Committee

V3.4.1 (Previous vers ion) April 8,2010
SHECA Security Certifica tion

Committee

V3.4 (Previous vers ion) April 23,2009
SHECA Security Certifica tion

Committee

V3.3 (Previous vers ion) March 26,2009
SHECA Security Certifica tion

Committee

V3.2 (Previous vers ion) March 18,2008
SHECA Security Certifica tion

Committee

V3.1 (Previous vers ion) July 1,2005
SHECA Security Certifica tion

Committee



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 6 / 135

Changes Description

Vers ion Change Description

V3.8.2

Adjus t the description of OID；
Update the zone partitioning of the Server Room phys ica l environment.
Remove the TLS/CodeSigning content；
Revise the wording

V3.8.1

Upda te re fe rence of s tandards ;
Upda te requirements and methods for authentica tion of organiza tion identity;
Upda te de ta ils of domain name authentica tion;
Add multi-pe rspective issuance and verifica tion requirements ;
Upda te individua l identity authentica tion methods for S /MIME certifica tes ;
Upda te circumstances of re fus ing certifica te is suance ;
Upda te revoca tion applica tion procedures ;
Upda te priva te key management requirements ;
Upda te audit log contents and requirements ;
Add vulnerability handling timeframe;
Upda te s igna ture a lgorithm identifie rs ;
Upda te insurance and financia l liability provis ions;
Align paragraph s tructure with outline in RFC3647 section 6；
Revise wording for cla rity and cons is tency.

V3.8.0

Upda te UniTrus t Ne twork Trus t Service Hie ra rchy;
Add CAA record check requirements according to S/MIME BR;
Add Time Stamping certifica te policy OID;
Adjus tment of wording

V3.7.9
Disclosure of newly issued Sub-CAs;
Modify vers ion as required by Base line Requirements ;
Adjus tment of wording

V3.7.8

Disclosure of 8 newly issued s ingle -purpose Root CAs and 15 corresponding
Sub-CAs;
Disclosure of 12 newly issued Sub-CAs under UCA Globa l G2 Root;
Add a lgorithm object identifie rs of ECDSA;
Modify vers ion as required by Code Signing Base line Requirements ;
Adjus tment of wording

V3.7.7
Modify vers ion as required by S/MIME Base line Requirements ;
Disclosure of re is sued corss -s igned UCA Globa l G2 Root

V3.7.6
Modify vers ion as required by Base line Requirements ;
Add organiza tion identifica tion method;
Adjus t 9.16.3 Severability Requirements

V3.7.5 Disclosure of newly issued Sub-CAs Xinne t DV SSL /Xinne t OV SSL

V3.7.4 Information of re is sued corss -s igned UCA Globa l G2 Root

V3.7.3 Disclosure of newly issued Sub-CAs SHECA OV Server CA G7;
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Update Sub-CAs s ta tus ;
Upda te ARL/CRL renewal cycle

V3.7.2 Disclosure of newly issued Sub-CAs

V3.7.1

Information about disable partia l Subordina te Roots
Disclose specia l domain va lida tion rules of China e-government extrane t
Add the authentica tion method of s ta ff ce rtifica te
Description of key recovery se rvice

V3.7
Update ARL renewal cycle
Key length of Code Signing and Times tamp certifica te requirement

V3.6.9
Disclosure of new Sub-CAs
Dele te outda ted domain va lida tion methods lis ted in section 3.2.5 2(8)，(9) of las t
ve rs ion

V3.6.8
Update name of supervis ion government agency
Disclosure of LDAP address
Power supply of se rver room

V3.6.7 Information of new Subordina te Root Globa lS ign China CA for AATL

V3.6.6

Information of new Roots UniTrus t Globa l Root CA R1, UniTrus t Globa l Root CA
R2, UniTrus t Globa l Root CA R3
Dele te outda ted domain va lida tion method lis ted in section 3.2.5 2(3) of las t
ve rs ion
Add new Identity authentica tion method
Certifica te renewal period adjus tment
Add an initia l inves tiga tion reporting mechanism

V3.6.5
Information of new corss -s igned UCA Globa l G2 Root
SSL certifica te va lidity changed
SSL certifica te domain va lida tion method changed

V3.6.4
Information of new root ce rtifica te UniTrus t PTC Root CA R1, UniTrus t PTC Root
CA R2
Modified Individua l and Organiza iton Identity Certifica te va lida tion process

V3.6.3 Added Changes Description

V3.6.2
Sta te the 825 days va lidity of da ta , document or va lida tion
SSL Certifica te renewal process
SSL Certifica te re -key process
Complement some reasons for revoca tion

V3.6.1

Added Root UCA Globa l G2;
IP Address Verifica tion;
Added CAA Record checking requirement
S ta ted 825 days va lidity of Data Source
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V3.6

Modified UniTrus t Ne twork Trus t Service Hie ra rchy;
Dele ted RAB re la ted content
Added Object Identifie r (OID)
Modified certifica tes maximum validity

V3.5
Revised Certifica te Identifica tion Verifica tion process ;
Da ta Source Accuracy, added 825 days va lidity

V3.4.2.3 Adminis tra tive upda te / cla rifica tions

V3.4.2.2 Modified Fee of Issuance and Renewal

V3.4.2.1 Modified UniTrus t Ne twork Trus t Service Hie ra rchy

V3.4.2
Email Verifica tion Methodology modified to conform with BR
Revised Appendix
Modified Email Va lida tion Process

V3.4.1 Contact information of SHECA Changed

V3.4
Added English Vers ion;
Revised Certifica te Identifica tion Verifica tion process ;
Revised content about Extended Key Usage

V3.3

Added the re la tionship be tween CPS and CP;
Modified UniTrus t Ne twork Trus t Service Hie ra rchy;
Added Certifica te Usage Limita tion;
Revised Record Archive Retention Time

V3.2 Added Appendix

V3.1 N.A.
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Copyright Notices

Shangha i Electronic Certifica tion Authority Co., Ltd. (abbrevia ted as SHECA) owns the
copyright of this document. "SHECA" and its icons involved in this document a re a ll
exclus ive ly owned by the Shangha i Electronic Certifica tion Authority Co., Ltd. and they
are protected by copyright.

Any other individua l and group can accura te ly and comple te ly repos t, pas te or publish this
document, but the above copyright notices and the main content in the previous
paragraph should be marked on a prominent pos ition in the beginning of each copy.
Without the written consent of Shangha i Electronic Certifica tion Authority Co., Ltd., any
individua ls and groups sha ll not in any way, any means (e lectronic, mechanica l,
photocopying, recording, e tc.) repos t, pas te or publish the part of the CPS, and are not
a llowed to make modifica tion to the document and repos t.

For any reques t the copy of this document, please contact with Shangha i Electronic
Certifica tion Authority Co., Ltd..

Address : 18/F, JaJ ie Inte rna tiona l P laza , No.1717, North Sichuan Road, Shangha i, China

Pos ta l Code : 200080

Tel: 86-21-36393197

E-mail: cps@sheca .com

For the la tes t ve rs ion of the CPS, please vis it our webs ite
https ://www.sheca .com/repos itory, without furthe r notice to specific individua ls ,
bus inesses , governments and other socia l organiza tions .
SHECA Security Certifica tion Committee is respons ible for the inte rpre ta tion of this CPS.

Note:

SHECA electronic ce rtifica tion se rvice is to comply with the laws of the PRC. Any
individua l, ins titution or othe r organiza tions who viola ted the laws and influenced the
SHECA electronic ce rtifica tion se rvice , SHECA will re ta in a ll lega l rights in order to
mainta in its inte res ts .

mailto:cps@sheca.com
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The summary of main rights and obligations about SHECA CPS

This summary is only a brie f description of an important pa rt of the CPS , for a comple te
discuss ion of the re levant provis ions and other important te rms and de ta ils please see the
full text of CPS .

1. The CPS file provides implementa tion and usage of SHECA electronic ce rtifica tion
se rvice . Electronic ce rtifica tion se rvices include SHECA digita l ce rtifica te is suance ,
management and authentica tion tha t cover the opera tiona l processes , opera tiona l
management, opera ting environment, management policies , e tc within the entire life cycle
of a digita l ce rtifica te .

2. Notes to the certifica te applicants :

(1) The applicant be fore applying for a ce rtifica te has been recommended to rece ive
appropria te tra ining in re levant aspects of digita l ce rtifica tes .

(2) From SHECA webs ite and other channe ls you can ge t file s about digita l s igna tures ,
ce rtifica tes and the CPS, ce rtifica te applicants can a lso take re levant tra ining and
lea rning.

3. SHECA provides diffe rent types of ce rtifica te , applicants should consult by themse lves
SHECA in order to de te rmine which certifica te is suitable for the ir needs .

4. Applicants mus t accept the certifica te before us ing the certifica te to es tablish
communica tion with other people or guiding others to use the certifica te . Tha t a applicant
rece ived a certifica te means tha t he /she had accepted the rights and obliga tions under the
CPS, and had assumed corresponding respons ibilitie s .

5. If you are a recipient or re lying party of the digita l s igna ture or digita l ce rtifica te , you
mus t decide whe ther to trus t it. P rior to this , SHECA sugges ts tha t you should check
SHECA certifica te directory se rvices to ensure tha t the ce rtifica te is correct and va lid, and
verify tha t digita l s igna ture is genera ted by the certifica te holder within the va lid period of
ce rtifica te , moreover the re levant information has not been changed.

6. The certifica te holder agrees tha t, if it happens to compromise security of the priva te
key, he /she should promptly notify the SHECA and its authorized certifica te se rvice
agencies .

7. Sugges tions

If the use r has any comments and sugges tions on editing la te r CPS vers ion, please Email
to:cps@sheca .com;

Or please mail to:

18F,1717 North Sichuan Road, Shangha i ,PRC (200080).

8. For more information please vis it SHECA webs ite (https ://www.sheca .com).
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1. Introduction

Shangha i Electronic Certifica tion Authority Co., Ltd. (abbrevia ted as SHECA) is a
third-party e lectronic ce rtifica tion se rvice agency taking leading role in China , and who is
the firs t to obta in licenses , with profess iona l management, opera tion and technica l
supporting capabilitie s providing users with various types of digita l ce rtifica te se rvices and
takes e fforts to cons truct a harmonious , trus ted ne twork environment.

SHECA deve loped this document -- "SHECA Certifica tion Practice S ta tement (CPS)"
(here ina fte r re fe rred to as "the CPS"). The CPS accepts the "UniTrus t Ne twork Trus t
Service Hie ra rchy Certifica te Policies" (re fe rred to as "UniTrus t NTSH certifica te policies"),
e labora tes SHECA following the requirements of "UniTrus t NTSH certifica te
policies" ,ca rrie s out the digita l ce rtifica te se rvice processes , controlling, management and
supporting activitie s , and provides a digita l ce rtifica te applica tion, is suance , renewal,
revoca tion, management and other bus iness processes , methods , s tandards and norms
to follow, and the corresponding se rvices , technica l measures , rights and obliga tions
agreement, lega l protection and so on.

1.1. Overview

SHECA in s trict accordance with lega l provis ions such as the "Electronic S igna ture Law of
the People 's Republic of China" and the requirements of Minis try of Indus try and
Information Technology (MIIT) and Sta te Cryptography Adminis tra tion(SCA), has
recommended, des igned, cons tructed and opera ted the UniTrus t Ne twork Trus t Service
Hie ra rchy (abbrevia ted as UniTrus t NTSH). UniTrus t NTSH provides re liable digita l
ce rtifica tes and re la ted se rvices to cus tomers , cons tructs the trus ted re la tionship based
on a ll kinds of information inte raction and trading activitie s on Inte rne t, to assure the
authenticity, privacy, and integrity of participant’s identity and the non-repudia tion of
behaviors .

The CPS was edited mainly based on "Certifica tion Practice S ta tement (Tria l)" re leased
by Minis try of Indus try and Information Technology and following the "Electronic S igna ture
Law of the People ’s Republic of China” "Measures for Adminis tra tion of Electronic
Authentica tion Services","Measures for Adminis tra tion of Electronic Authentica tion
Service Password "and other laws and regula tions . This document is in line with "UniTrus t
NTSH Certifica te Policies" , implemented and achieved provis ions and requirements of
the"UniTrus t NTSH Certifica te policies" ,and is applicable for a ll the CAs opera ted and
managed by Unitrus t hie ra rchy including the root CA and its sub-CA. All the CA-s igned
certifica tes within UniTrus t hie ra rchy includes se lf-s igned root ce rtifica tes , sub -CA
certifica tes and user ce rtifica tes , a re in accordance with opera tion and management , and
performance of re la ted rights and obliga tions as provided in this document.

app:ds:hierarchy
app:ds:hierarchy
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The CPS elabora tes the activitie s of SHECA in issuing and managing digita l ce rtifica tes ,
toge the r with opera ting and mainta ining certifica te se rvice facilitie s , and provides the
norms to be followed in practica l work and opera tion. The CPS elabora tes the process of
the entire ce rtifica tion bus iness , supervises its implementa tion, and provides lega l
cons tra ints and reminds the partie s to produce , use ce rtifica tes , and va lida te ce rtifica tes
within the scope in te rms of the CPS.

As a documenta tion providing practica l applica tion and opera tion, the CPS is suitable for
SHECA, and the various types of regis te red ins titutions , se rvices branches , se rvice points
and other ins titutions authorized by SHECA, a ll s ta ff of SHECA, a ll re la ted entitie s and
the ir employees , ce rtifica te subscribe rs and re lying partie s . All these subjects mus t fully
unders tand and implement the provis ions of the SHECA CPS and enjoy the
corresponding rights and assume the corresponding respons ibilitie s and obliga tions .
SHECA and its authorized se rvice organiza tions of various kinds make commitments : be
pursuant to the provis ions of the CPS, is suing a certifica te , in the case tha t the ce rtifica te
is va lid, to ensure tha t the ce rtifica te can be associa ted an entity with a clea r identity
unique ly, and its public key can correspond with an entity with a definite identity unique ly.

The CPS announced the bas ic pos ition and views of SHECA upon certifica te se rvice to
the public, any organiza tions , ins titutions , groups and individua ls re la ted with SHECA
must comple te ly unders tand and accura te ly inte rpre t its content.

SHECA

Shangha i Electronic Certifica tion Authority Co., Ltd. (abbrevia ted as SHECA, re fe rred to
as Shangha i CA) was founded in 1998.SHECA is the firs t profess iona l third-party
e lectronic ce rtifica tion authority of China and is a lso one of ce rtifica tion authoritie s with the
mos t experience in opera ting na tionwide , the mos t wide-ranging applica tion and the
la rges t use r groups .

In April 2005, SHECA obta ined the "Electronic Authentica tion Service Password Usage
License" from the Sta te Cryptography Adminis tra tion; In September 2005, SHECA
obta ined the "Electronic Authentica tion Services License" from Minis try of Indus try and
Information Technology and became the firs t na tiona l qua lifica tion for opera ting the
e lectronic ce rtifica tion se rvice a fte r the "Electronic S igna ture Law of the People’s Republic
of China" put into e ffect; In June 2008, SHECA obta ined the inte rna tiona l WebTrus t
Certifica tion; In December 2008, SHECA was lis ted in the built-in root ce rtifica te of the
Microsoft opera ting sys tem, and is the firs t authority to achieve globa l e lectronic
authentica tion se rvices in China .

SHECA has a profess iona l and s trong Research and Deve lopment team, which is
focus ing on resea rching and deve loping required technologies , products and se rvices to
build the ne twork trus t sys tem, and has a number of se lf-resea rch, and proprie ta ry core
technologies , products and solutions .

SHECA es tablished by law as a third-party e lectronic ce rtifica tion se rvice agency, has
cons tructed and opera ted the UniTrus t NTSH. UniTrus t NTSH is China 's mos t influentia l
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agencies respons ible for is suing and managing digita l ce rtifica te and issued and managed
digita l ce rtifica tes have been wide ly used.

The Relationship Between CPS and CP

Each certifica te under the Unitrus t NTSH is supported by a unique Certifica te Policies
(CP).The CP se ts forth the requirements a ll pa rticipants of ce rtifica te se rvices mus t mee t
under the UNTSH. Certifica tion Practice S ta tement(CPS) is to mainly confirm the
procedures , opera tion and control measures participants take for implementing and
mee ting the requirements of Certifica te Policies while SHECA as a digita l ce rtifica te
opera tiona l se rvice subject ,is providing digita l ce rtifica te se rvices , and to describe and
specify the required conditions , opera tiona l procedures and es tablished guide lines to
provide digita l ce rtifica te se rvices in de ta il. Certifica te Policies (CP) and Certifica tion
Practice S ta tement (CPS) are se rving the UNTSH, decided the leve l scope , purpose of
trus t for digita l ce rtifica tes under the UNTSH. Certifica tion practice s ta tement (CPS) is
subordina te to the Certifica te Policies (CP), when e labora ting the same theme; Certifica te
Policies (CP) is the benchmark.

Currently, "SHECA Certifica tion Practice S ta tement (CPS)" only supports "Unit rus t NTSH
Certifica te Policies ." If the re is a need, "SHECA Certifica tion Practice S ta tement (CPS)"
can support multiple Certifica te Policies to be applied to diffe rent purposes or diffe rent
Re lying Party groups .

1.2.Document Name and Identification

This document is "UniTrus t Ne twork Trus t Service Hie ra rchy Certifica tion Practice
S ta tement", re fe rred to as SHECA CPS."UNTSH CPS", "UniTrus t CPS", "SHECA CPS",
"Shangha i CA CPS", "Shangha i CA Certifica tion Practice S ta tement", "Shangha i CA
Authentica tion Service White Paper", "SHECA White Paper", "SHECA Certifica tion
Bus iness S ta tement," "Shangha i CA Authentica tion Bus iness S ta tement ", "Shangha i CA
Cente r CPS ","Shangha i CA Cente r Certifica tion Practice S ta tement "and its s imila r
express ions , no matte r in wha t place , they should be seen as this document or the quote
of this document. The CPS will be regula rly upda ted based on the deve lopment of SHECA
third-party e lectronic authentica tion se rvices . Vers ion number (such as "vers ion 1.2" or
"CPS1.2") should be indica ted in the Certifica te Practice S ta tement (CPS).

SHECA ass igns the Object Identifier (OID) 1.2.156.112570.1.0.2 to this

document.UniTrust Network Trust Service Hierarchy

UniTrus t Ne twork Trus t Service Hie ra rchy(abbrevia ted as UNTSH) proposed the concept
of digita l ce rtifica te se rvices "a ca rd in hand, trave l the world" , and UNTSH has issued
digita l ce rtifica tes to participants involved in e-government, e -commerce , socia l se rvices
and other online bus iness ,and can achieve cross -indus tria l, cross -regiona l e lectronic



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 23 / 135

certifica tion se rvices .

Unitrus t NTSH has a clea r, comple te PKI hie ra rchica l a rchitecture in order to achieve
diffe rent needs for diffe rent applica tions of ce rtifica tion se rvices . Unitrus t NTSH includes
root CA, sub-CA, the re levant Regis tra tion Authority (RA Centre ), Regis tra tion Authority
Termina l (RAT) and other authorized entitie s re la ted with se rvice , and those are se rvice
subjects a t diffe rent leve ls within the Unitrus t NTSH.All re la ted certifica te se rvices and
management within the Unitrus t NTSH, comple te ly, correctly and comprehens ive ly
perform and implement the document and the corresponding Certifica te Policies .

PKI hie ra rchica l a rchitecture within Unitrus t NTSH includes the following root CAs:

 UCA Root

 UCA Root G2

 UCA Root SM2

 UCA Rapid Root

 UCA Rapid SM2 Root

 UniTrust Global Root CA R1

All inte rmedia te ce rtifica tion authoritie s a re subordina ted to the ir roots . All the above root
CAs and the ir sub CAs are subject to Unitrus t NTSH PKI hie ra rchica l. De ta iled information
and s ta tus of the CA certifica tes is disclosed on SHECA’s repos itory:
https ://www.sheca .com/repos itory/

1.3.PKI Participants

1.3.1.Certification Authoritie s

SHECA was es tablished by law as e lectronic ce rtifica tion se rvice authority (CA),
cons tructing and opera ting UNTSH. As a trus ted third party, UNTSH has a number of
entitie s is suing the certifica tes , including the diffe rent root CAs and sub-CAs, the issuing
entity as CA can a lso issue the certifica tes . Root CA can only issue sub-CA certifica tes ,
sub-CA can issue end- use r ce rtifica tes or othe r CA certifica tes . Under the UNTSH CA
issues digita l ce rtifica tes to othe r types of participants involved in e-government,
e -commerce and other online bus iness (he re ina fte r re fe rred to as subjects or entitie s ,
organiza tions , individua ls and any other entitie s who have a clea r identity can become the
subject or entity as this CPS cla imed), to ensure tha t the public key can unique ly
correspond with the subject’s identity.

SHECA has es tablished a perfect opera tiona l mechanism of the CA and the tight security
control mechanisms , and has genera ted the independent key pa ir and se lf-is sued root CA
certifica te (ROOT CA). SHECA can issue opera tiona l sub-CA certifica te a t the next lower
leve l based on certifica te deve lopment s tra tegy, ce rtifica te applica tion s tra tegy and the
re la ted authoriza tion and agreements . SHECA must renews root CA key pa ir, through the

https://www.sheca.com/repository/
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procedures specified by na tiona l competent authoritie s , law and policy e tc, a fte r
approved by SHECA Security ce rtifica tion Committee . SHECA Security Certifica tion
Committee as SHECA digita l ce rtifica te policy-making body sha ll decide SHECA root CA
and the opera tiona l sub-CA Re-Key Pa ir and switchable s tra tegies and actions .

Every certifica te SHECA issued is binding with the public key each entity applying for the
certifica te . SHECA promises tha t the ce rtifica te is sued within the va lid period will use the
directory se rver and Certifica te Revoca tion Lis ts se rver and it will publish information and
s ta tus of the certifica te tha t can be disclosed.

Based on bus iness requirements , SHECA builds inte rconnection with other CAs which is
not involved in the SHECA certifica tion sys tem. Inte rconnection re fe rs to two certifica tion
authoritie s tha t a re of comple te independence , and use the ir CPSs respective ly to
es tablish mutua l trus t so tha t mutua l cus tomers can achieve mutua l authentica tion. When
SHECA needs to build inte rconnection with a CA, it means tha t the ce rtifica te a CA issued
has been trus ted, SHECA will review CPS, re la ted certifica te bus iness documents ,
commitment and opera tiona l procedures . If a ll ins titutions , which are trus ting SHECA, are
willing to accept the certifica tes is sued by CA who has inte rconnection with SHECA, they
mus t examine the ir own practica l specifica tion and other re la ted certifica te bus iness
documents . Inte rconnection does not mean tha t SHECA approved or offe r othe r rights for
non-SHECA agencies of independence .

1.3.2. Regis tration Authorities

RA

A Regis tra tion Authority (RA) is an entity tha t pe rforms identifica tion and authentica tion of
ce rtifica te applicants for end-use r ce rtifica tes , initia te s or passes a long revoca tion
reques ts for ce rtifica tes for end-use r ce rtifica tes , and approves applica tions for renewal or
re -keying certifica tes on beha lf of a CA. SHECA itse lf is both a CA and a RA, a lso has
authorized a number of exte rna l RAs . In addition to es tablishing the regis tra tion process
for end-use r ce rtifica te applicant, RA also manages and serves subordina te agencies ,
including Regis tra tion Authority Termina l (RAT). Each RA can be divided into multiple
RATs following the indus try, adminis tra tive region and other factors to offe r se rvices to the
end users . RA should follow authoriza tion from the CPS and SHECA to es tablish the
appropria te RAT.

RA has the respons ibility to keep cus tomer’s da ta , which could not be a llowed to be
disclosed to any organiza tion or individua l who has nothing to do with certifica te
applica tion, and to be used for commercia l inte res ts . RA must ge t the authoriza tion from
SHECA to opera te sub-CA, be engaged in a ll kinds of ce rtifica te se rvices and expand
corresponding subordina te se rvice agencies based on authoriza tion. Various government
agencies , ente rprises , ins titutions can apply to become a Regis tra tion Authority under the
a rchitecture of SHECA certifica tion se rvice sys tem.

Especia lly, the exte rna l RAs do not involve SSL certifica te and code s igning certifica te .
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SHECAwould not authorize the exte rna l RAs to va lida te the information which supplied to
apply for a SSL/code s igning certifica te and issue a SSL/code s igning certifica te .

In accordance with the na ture of the applying organiza tion, expecta tion of ce rtifica te
deve lopment, the s ite and personne l, SHECA will decide to issue le tte r of authoriza tion
qua lified by Security Certifica tion Committee a fte r pe rforming a reasonable auditing
assessment for the agency, in order to authorize it a s a Regis tra tion Authority.

RAT

Regis tra tion Authority Termina l is abbrevia ted as RAT.

Afte r examina ting SHECA and its authorized organiza tion, SHECA and its authorized
organiza tions may authorize a particula r organiza tion or entity as RAT in charge of
process ing and approving digita l ce rtifica tes applica tions , revoca tion and inquiry and other
ce rtifica te se rvices . Applica tion procedures , handling process and process ing
requirements mus t be cons is tent with the CPS SHECA is implementing and license
agreement be tween SHECA and RAT.RAT is respons ible for providing information of
ce rtifica te se rvices for SHECA CA agency (covering SHECA and Sub CA) or the RA,
including the name of the applica tion entity, lega l identifica tion which indica tes its identity
and any lega l documenta tion SHECA requires , contact information (mailing address ,
e -mail box, te lephone) and so on. On the bas is of this information, RAT provides
ce rtifica te applica tion, ce rtifica tes manufacture , s igna ture key genera tion, ce rtifica te check,
ce rtifica te revoca tion, ce rtifica te renewal and other authorized se rvices for applica tion
entitie s or according to the requirements of the applica tion entity, provides any other
se rvices and technica l supporting SHECA published, which are in line with the CPS. RAT
takes lega l respons ibility re levant to a ffording certifica te se rvices , including but not limited
to the CPS and the re levant content se t forth in licens ing agreements .

Depending on whether the RAT will bea r the cos t for a ce rtifica te applicant, RAT can be
divided into advancing-type RAT and non-advancing-type RAT. Unless othe rwise s ta ted,
RAT usua lly re fe rs to non-advancing-type RAT.

If RAT meets and achieves the requirements SHECA performs certifica te advancing
se rvices , and obta ins the authoriza tion from SHECA and other authorized agencies , RAT
of this type could be ca lled advancing-type RAT.

If a RAT does not bear the cos t for the certifica te applicant (diffe rent from advancing-type
RAT), this RAT is ca lled non-advancing-type of RAT.

SHECA will decide to issue le tte r of authoriza tion qua lified by Security Certifica tion
Committee according to the na ture of applica tion organiza tion, expecta tion of ce rtifica te
deve lopment, s ite and personne l and so on, a fte r pe rforming a reasonable auditing
assessment for those who apply directly to the SHECA, in order to authorize them as
Regis tra tion Authoritie s .

Regis tra tion Authority could make decis ions upon whether to authorize those who apply to
be RAT to Regis tra tion Authority, and sha ll not viola te policies and s tra tegies of SHECA.
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Certificate Advance Vendor

Certifica te Advance Vendor is groups or organiza tions who are able to bear a ll ce rtifica te
se rvice fees for subs idia ry and served subscribe rs or potentia l subscribe rs . According to
the provis ions of CPS, othe r te rms SHECA published, or re la ted laws and policies .
Certifica te Advance Vendor has the right to ban a ll or part of ce rtifica te se rvices offe red to
the certifica te holder, and whose fees is born by the vendor, including but not limited to
cance lling the holders ' ce rtifica tes . Certifica te Advance Vendor mus t pre -book the
number of ce rtifica tes , pre -pay a ll ce rtifica te fees in accordance with the agreement with
SHECA and enjoy certa in pre fe rentia l policies based on the provis ions of SHECA.
Certifica te Advance Vendor is required to take a ll the respons ibilitie s of the authenticity of
the certifica te holder's identity whose fees were born by the vendor.

1.3.3.Subscribers

Subscribe r, namely the certifica te holder, is the entity who rece ive the certifica tes from
SHECA, including individua ls , organiza tions or, infras tructure components such as trus ted
se rvers or othe r devices used to secure communica tions within an Organiza tion and other
subject or entity who has applied for or has owned digita l ce rtifica te is sued by SHECA ,
and any other objects who have defined identifica tion and hold various ce rtifica tes is sued
by SHECA , including any individua ls , ma tte rs and organiza tions of entitie s or non-entity

Subscribe r is divided into two types : (a ) the pre -pa id certifica te holder whose certifica te
fees is pa id by Certifica te Advance Vendor; or (b) the own-paying certifica te holder who
bears the certifica te fees by himse lf.

Before applying for ce rtifica tes , subscribe rs have been advised to rece ive appropria te
tra ining of the usage of e lectronic authentica tion technology. Subscribe rs can ge t
documents and lea rning mate ria ls re levant to e lectronic s igna tures , ce rtifica tes , PKI from
SHECA, and based on the actua l s itua tion, SHECA will provide these documents through
the webs ite , tra ining activitie s , and promotiona l mate ria l. SHECA provide diffe rent types of
ce rtifica tes , and certifica te subscribe rs sha ll decide the certifica te he /she /it requires .
Subscribe rs agree tha t they sha ll promptly notify the issuing authority in case of
compromis ing the priva te key security.

Certifica te Applicant, each entity who is ce rtifica te subscribe r expecting to be SHECA or
its subordina te CA , and, according to the type of ce rtifica te they want, they should provide
the necessa ry information specified by CPS of SHECA and comple te the applica tion
process .

If the ce rtifica te applicant cannot provide the required information for SHECA, the
applica tion process will be de layed or te rmina ted. Tha t ce rtifica te applicant submits a
ce rtifica te applica tion; means tha t a ll ce rtifica te applicants has authorized SHECA to
conduct inves tiga tion of security. All of these inves tiga tions mus t be pursuant to the
requirements of laws and regula tions such as re levant privacy and da ta protection, and
the applicants agree to ass is t SHECA or its authorized organiza tions to adopt the means
tha t the la tte r deems it is appropria te and cons is tent with the CPS in order to de te rmine a ll
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the facts , environment and other re levant information.

If the ce rtifica te applica tion has passed the a ll necessa ry procedures of identifica tion
specified by Issuing Certifica te Authority, SHECA will is sue certifica te to applicant in
accordance with CPS to prove tha t SHECA has approved the applicant's ce rtifica te
reques t. If the applicant fa ils to pass the identifica tion, SHECA will re ject the applicant's
ce rtifica te applica tion and notify the applicant of the fa ilure , a t the same time provide the
reasons of fa ilure for the applicant (except prohibited by law). Re jected certifica te
applica tion could make an applica tion aga in.

SHECA and its authorized se rvice authoritie s is sue certifica tes only afte r the certifica te
applicant's consent. Once applicant submits the certifica te applica tion, despite the fact
tha t he has not accepted the certifica te ye t, but it is s till regarded tha t the subscribe r has
agreed to accept the certifica te from the issuing authority. Meanwhile the issuing authority
could re fuse to issue certifica tes to any entitie s on the bas is of the independent judgment
and there fore does not bear any respons ibility and obliga tion for any loss or cos ts caused
by this .

1.3.4.Relying Party

Relying Party, under the SHECA certifica tion se rvice sys tem, is an individua l or entity tha t
acts in re liance of any certifica te holders who use certifica tes for online bus iness and any
entitie s tha t have reasonable confidence in the authenticity of ce rtifica te according to the
SHECA CPS. A Relying party may, or may not a lso be a Subscribe r.

SHECA makes a commitment for a re lying party tha t in addition to unverified subscribe r’s
information, a ll the information in the certifica te or in re fe rence to the certifica te is accura te .
All is suing certifica te authoritie s within the framework of SHECA certifica tion sys tem
comply fully with a ll provis ions of SHECA CPS to issue certifica tes .

Re lying party should trus t reasonably certifica te and re la ted digita l s igna ture . If you need
extra assurance when you trus t digita l s igna ture , the re lying party will not reasonably trus t
the digita l s igna ture until he /she /it obta ins these assurances .

Re lying Party of SHECA certifica te subscribe r enjoy a varie ty of the corresponding rights
tha t SHECA CPS provides , including certifica te protection offe red by SHECA as well as
the inte res ts involved in the CPS. Except SHECA assures the authenticity of ce rtifica tes
is sued by the SHECA, re lying party of non-SHECA subscribe rs trus t and re la ted
s igna tures , SHECA sha ll assume no other obliga tions and respons ibilitie s .

1.3.5.Other Participants

Other entitie s not mentioned above who can provide certifica te se rvices within the entire
SHECA and its se rvice sys tem, such as third-party authentica tion authority SHECA
se lected, PKI applica tion technology service provider and so on.

1.4.Certificate Usage
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Formal Certificate and Testing Certificate

SHECA provides the formal ce rtifica te and tes t ce rtifica te in the SHECA certifica tion
se rvices sys tem.

Applicants for formal ce rtifica te mus t go through the specified phys ica l identifica tion and
procedures of authentica tion tha t SHECA required.

Tes t ce rtifica te can only be used to tes t whe ther it adapts to applica tion sys tem and how
well the purpose of the technica l could be achieved, and cannot be used for any formal
purpose . SHECA don not provide tes t ce rtifica te for SSL certifica te in particula r.

Whether it is a formal ce rtifica te or tes t ce rtifica te , any organiza tion or individua l involved
in certifica te is suance , applica tion, acceptance , opera tion, management or usage should
be familia r with the te rms , conditions , requirements , recommenda tions , rights and
inte res ts and so on in the Certifica te Policies of SHECA.

Certificate Assurance Leve l

All subscribe r ce rtifica tes is sued by SHECA need to be s trictly identified. All applica tion
subjects , whe ther individua ls , organiza tions , equipment, e tc., mus t provide supporting
mate ria ls to confirm its rea l exis tence . While applying for equipment ce rtifica tes or
organiza tion certifica te , applicants should provide not only supporting mate ria ls but a lso
authoriza tion documents . From leve l of trus t, a ll subscribe r ce rtifica tes is sued by the root
CA are in common use , a ll subscribe r ce rtifica tes could be trus ted, no diffe rence in
security leve ls , no specific leve l of trus t. However, diffe rent types of ce rtifica tes , because
of the diffe rent subject, the corresponding applica tion requirements a re a lso diffe rent, so
they should be properly applied to appropria te use .

1.4.1.Appropriate Certificate Uses

From the function, ce rtifica tes is sued by SHECAmeet the following security needs , unless
required, SHECA usua lly does not achieve the function:

 Identifica tion--to ensure tha t the identity of the certifica te holder to trus t se rvices of
SHECA is legitima te .

 Verifying the integrity of messages --to ensure whe ther the information in the
transmiss ion process has been tampered, and whether messages sent a re
comple te ly cons is tent with ounces rece ived as digita l ce rtifica tes and digita l
s igna tures a re used.

 Verifying digita l s igna tures -- Va lida ting digita l s igna tures tha t a re the evidence tha t
the two trus ted partie s conduct a transaction without repudia tion. It mus t be pointed
out tha t for any e lectronic communica tions or transactions , non-repudia tion should be
ruled based on laws and dispute resolution.

 The confidentia lity of SHECA certifica te .--confidentia lity ensures tha t messages
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de live red be tween senders and rece ipts a re confidentia l and will not disclosed to
other partie s who are not authorized lega lly. But SHECA takes no appropria te
respons ibility for confidentia l events . For a ll the damage and loss caused by
confidentia lity purposes directly or indirectly, SHECA sha ll not assume
respons ibilitie s .

Certifica tes is sued by SHECA are universa l ce rtifica tes not res tricted to specific purposes
or scopes . They can be applied in various online activitie s such as e -government,
e -commerce , and socia l management to achieve purposes like identity authentica tion and
e lectronic s igna tures . Depending on the certifica te type , each certifica te has its applicable
uses , primarily ca tegorized as follows :

1.4.1.1 Individua l Certifica tes

Individua l ce rtifica tes , including persona l use r ce rtifica tes and organiza tiona l employee
certifica tes , can be used in scenarios requiring the dis tinction, identifica tion, and
authentica tion of individua l identitie s . They are suitable for se rvices such as persona l
identity authentica tion, e lectronic s igna tures , and da ta encryption .

1.4.1.2 Organiza tion Certifica tes

Organiza tion certifica tes , including ins titutiona l unit ce rtifica tes and lega l representa tive
ce rtifica tes , can be used in scenarios requiring the dis tinction, identifica tion, and
authentica tion of ins titutiona l identitie s . They are suitable for se rvices such as
organiza tiona l identity authentica tion, e lectronic s igna tures , and da ta encryption .

1.4.1.3 Device Certifica tes

Device certifica tes a re used to identify domain names (e .g., se rve r ce rtifica tes ) or device
identitie s such as se rvers . They enable domain name authentica tion for individua ls or
ente rprises , device identity authentica tion, da ta encryption and decryption, and
information s igning, the reby providing proof of information origin and ensuring
confidentia lity and integrity .

Entitie s such as ce rtifica te applicants , subscribe rs , and re lying partie s may independently
de te rmine and decide on the appropria te ce rtifica te type based on actua l needs ,
unders tand the certifica te ’s applica tion type and scope , and choose the ir own applica tion
methods . Any use of ce rtifica tes beyond the provis ions of this CPS and the corresponding
CP sha ll not be protected under this CPS, and SHECA provides no warranty or guarantee
for such usage

1.4.2.Prohibited Certificate Usage

Certifica tes sha ll be used only to the extent the use is cons is tent with subject’s identity
tha t ce rtifica te represents . For example , Individua l Certifica te can not be used as
Organiza tiona l or Equipment ce rtifica te , Organiza tiona l Certifica te can not be used as
Individua l or Equipment Certifica te , Equipment Certifica te can not be used as Individua l
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Certifica te or Organiza tiona l Certifica te . Any unmatched applica tion hasn't the protection
from the CPS.

The certifica te usage is prohibited in such circumstances such as any viola tion of s ta te
laws , regula tions and na tiona l security or lega l consequences , or use rs lega l results led by
tha t by themse lves . In particula r, the ce rtifica te is not des igned for, not intended for, nor
authorized for us ing in applica tion sys tems including persona l injury, environmenta l
damage and other applica tions , such as naviga tion or communica tion sys tems , tra ffic
control sys tems or weapons control sys tems and so on.

1.5. Policy adminis tration

1.5.1.Organization Adminis tering the Document

According to Electronic S igna ture Law of the People ’s Republic of China , Measures for
Adminis tra tion of Electronic Authentica tion Service and The Standard for Certifica tion
Practice S ta tement from Minis try of Indus try and Information Technology, SHECA
deve lops the Certifica tion Practice S ta tement (CPS) and appoints a specia l body -
SHECA Security Certifica tion Committee as an agency of policy adminis tra tion.

As an adminis tra tion agency to deve lop a ll the policies under the SHECA certifica tion
sys tem, SHECA Security Certifica tion Committee cons is ting of members from
management layer, directors of re levant departments (se rvice , opera tiona l and technica l
departments , e tc.) and s ta ff in charge of writing corresponding CPS is respons ible for
auditing CPS and implementing inspection and supervis ion as the highes t
decis ion-making body.

As a CPS agency， SHECA Stra tegy Deve lopment Department is respons ible for
dra fting the CPS ， is required to amend the report， and takes charge of exte rna l
consulta tion se rvices in this regard.

1.5.2.Contact Person

Specia lized agencies des igna ted by the SHECA and s ta ff take the respons ibility for
controlling the vers ion of CPS s trictly. If you have any problems , sugges tions , ques tions ,
e tc., about CPS，you could contact with the contact pe rson.

Contact Person: S tra tegy Deve lopment Department, Shangha i Electronic Certifica tion
Authority Co., Ltd. .

Te l: 86-21-36393197

Address : 18F, 1717 North Sichuan Road, Shangha i, the People 's Republic of China

Pos ta l Code : 200080

Email: cps@sheca .com

Release of CPS

app:ds:unmatched
mailto:policy@sheca.com
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The re lease methods of CPS include :

1、the e lectronic means , publishing in SHECA repos itory, Webs ite address :

https ://www.sheca .com/repos itory

2、the e lectronic way, by e-mail, e -mail address : ge tcps@sheca .com

3、 in writing, is sued by the SHECA Stra tegy Deve lopment Department. Address :18F,
1717 North Sichuan Road, Shangha i ,PRC ; Pos t code : 200080

1.5.3.Person determining CPS suitability for the policy

CPS Decis ion in Line With Strategy Agency

As a competent department for e lectronic ce rtifica tion se rvices , the Minis try of Indus try
and Information Technology issued "The Standard for Certifica tion Practice S ta tement".
SHECA has deve loped this CPS and submitted the MIIT for record. As the body for
adminis tra ting the highes t policy, SHECA Security Certifica tion Committee is a
decis ion-making organiza tion in line with CPS policy which is respons ible for approving
and deciding whe ther the CPS meets the corresponding provis ions of CP.

SHECA ensures tha t the CPS it deve lops and re leases , the execution, inte rpre ta tion,
trans la tion and effectiveness a re in line with laws and regula tions of PRC.

Stra tegy Deve lopment Department, a s the authentica tion se rvice department, is
respons ible for da ily supervis ion and inspection of CPS implementa tion, and ensures tha t
opera tion within the SHECA certifica tion se rvice sys tem conforms to the requirements of
the CPS.

Change of CPS

SHECA has the right to conduct scheduled and unscheduled revise to CPS. Scheduled
revise is twice a year to check whether the CPS is cons is tent with the la tes t Guide lines ,
Base line Requirement, la tes t S /MIME Base line Requirements and Minimum
Requirements for Code Signing Certifica tes of CA/Browser Forum, if not, CPS must be
revised accordingly. Unscheduled revise to CPS happens when company bus iness
adjus ts or CA/Browser Forum modifies the Guide lines , Base line Requirement and
Minimum Requirements for Code Signing Certifica tes which leads to the necessa ry
change of CPS. Modified CPS will be recorded by MIIT within the prescribed time
according to the requirements of Measures for Adminis tra tion Electronic Authentica tion
Service .

If the following s itua tions occur, this CPS must be modified:

 The encryption technology deve lops s ignificantly enough to affect the
e ffectiveness of exis ting CPS.

 The certifica te policy changes s ignificantly

 The s tandards of re levant ce rtifica tion bus iness sha ll be renewed.

mailto:getcps@sheca.com
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 Certifica tion sys tem and re levant management regula tions take s ignificant
upgrade or changes .

 The requirements of laws and regula tions and competent department
requirement.

 There is some important de ficiency in the exis ting CPS.

For the revis ion of the CPS will take effect in re lease a fte r seven days . Unless before the
seven days , SHECA publishes a cance l revis ion notice in the same way.

However, if SHECA issues a amendment, and if the amendment is not entried into force
time ly, it will re sult in a ll or part of SHECA certifica tion sys tem damage , then the
amendment should be immedia te taken into e ffect from the da te of re lease .

SHECA Security Certifica tion Committee will resea rch proposa l report about modifica tion
provided by the Stra tegy Deve lopment Department prior to any changes in the CPS，and
then it will make the fina l decis ion.

SHECA will announce the changed CPS on the webs ite a fte r the resolution forms . The
changes of the CPS will take immedia te e ffect from the re leased da te of and the
modifica tions of the CPS will replace any conflict and specified te rms of the previous
vers ion.

SHECA will s trictly control on vers ion of CPS. Modified vers ion will be published on
SHECA webs ite (https ://www.sheca .com).

1.5.4.CPS Approval Procedures

Afte r dra fted by Stra tegy Deve lopment Department, the CPS is submitted to SHECA
security ce rtifica tion Committee to audit. If the CPS will be modified because of changes
in s tandards , improvements in technology, enhancements in security mechanism ，

changes in opera ting environment and the requirements of laws and regula tions , the
proposa l report about modifica tion will be submitted by Stra tegy Deve lopment
Department, then would be audited by the SHECA Security Certifica tion Commiss ion to.
Afte r approved by the Committee , SHECA will publish it on the webs ite :
https ://www.sheca .com.

Under the provis ions of the "Electronic S igna ture Law of the People ’s Republic of China",
"Measures for adminis tra tion of Electronic Authentica tion Services" , SHECA should
announce to the MIIT afte r publishing the CPS .

1.6.Definitions and Abbreviations

SHECA

Abbrevia tion for Shangha i Electronic Certifica tion Authority Co., Ltd

http://www.sheca.com
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UNTSH

An open key infras tructure cons tructed and opera ted by the Shangha i Electronic
Certifica tion Authority Co., Ltd. (abbrevia ted as SHECA) is re fe rred to as UniTrus t, and
provides e lectronic ce rtifica tion se rvices based on digita l ce rtifica te . SHECA is
es tablished as third-party ce rtifica tion authority in accordance with the "Electronic
S igna ture Law of the People’s Republic of China" and is dedica ted to crea te a
harmonious environment for the ne twork to provide Inte rne t use rs with secure , re liable ,
trus ted digita l ce rtifica te se rvices .

SHECA Security Certification Committee

It is the agency for managing highes t policies and is decis ion-making agency pursuant to
CPS within the SHECA certifica tion se rvices sys tem.

The Electronic Certification Service Agency

SHECA and authorized subordina te CA are ca lled not only e lectronic ce rtifica tion se rvice
agency but a lso the certifica te authority, which means they are the entitie s tha t is sue the
certifica te .

Regis tration Authority

Regis tra tion Authority（ RA） is respons ible for process ing se rvice reques ts from
certifica te applicants and certifica te subscribe rs , and submitting them to the certifica tion
authority for the end-use certifica te applicant to es tablish regis tra tion process . RA is a lso
respons ible for identifying and verifying certifica te applicants , initia ting or trans fe rring
certifica te revoca tion reques t，approving certifica te renewal or re -key reques t on beha lf
of the e lectronic ce rtifica tion se rvice agency.

Regis tration Authority Terminal

As service subject facing directly with use rs within the a rchitecture of SHECA
certifica tion se rvice , RAT is the te rmina l organiza tion offe ring the certifica te se rvices and
through the CA or RA ，is authorized to be engaged in various se rvices .

System Adminis trator

Sys tem Adminis tra tor is respons ible for not only ins ta lling, configuring and mainta ining
CA hardware and software sys tem but a lso s ta rting and s topping the CA server and
managing the CA opera tor.
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Entry Clerk

Entry cle rk is respons ible for the input of the information submitted by the applicant and
he lp the use r handle digita l ce rtifica tes applica tion, revoca tion renewal and other
procedures .

Reviewer

The reviewer is respons ible for checking the information of ce rtifica te applica tion and
he lp the use r handle digita l ce rtifica tes applica tion, revoca tion ， renewal and other
procedures .

Certificate Producer

Certifica te producer is respons ible for downloading and producing the certifica te for
ce rtifica te applicant and submit it to the use r.

Certificate

Certifica te re fe rs to an e lectronic s igna ture ce rtifica te , the e lectronic documents is sued
by the e lectronic ce rtifica tion authority to prove the e lectronic s igna ture , identity,
qua lifica tion and other re levant information of the certifica te holder.

Digital Certificate

Digita l ce rtifica te is used for identifying the s igna tory as a digita l s igna ture tha t indica tes
the s igner has the recognized s igna ture da ta . The certifica te involved in CPS is the
digita l ce rtifica te , including s igning certifica te and encryption certifica te .

Electronic Signature

Electronic s igna ture , re fe rred to as the s igna ture , has the technica l means of identifying
s igna tory and showing the recognized s igna ture da ta .

Digital S ignature

The asymmetric encryption sys tem is used for encrypting，decrypting，e lectronic da ta , to
achieve an e lectronic s igna ture . The Signa ture mentioned in the CPS is digita l s igna ture .
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Electronic Signer

Electronic s igna tory is a person who holds e lectronic s igna ture da ta crea ted by e lectronic
s igna ture and implement e lectronic s igna tures in his own identity or on beha lf of the
person he represents .

The Relying Party on Electronic Signature

The re lying party on e lectronic s igna ture is the person who engages in the re levant
activitie s which is based on his trus t in the e lectronic ce rtifica te or e lectronic s igna ture .

Private Key (creation data of e lectronic s ignature)

In the course of the use of e lectronic s igna tures , priva te key is the da ta such as characte r,
encoding associa ting re liably e lectronic s igna tures with e lectronic s igna tory.

Public Key (validation data of e lectronic s ignature)

Public key re fe rs to the subscribe r's va lida tion da ta of e lectronic s igna ture .

Subscribers

Subscribe r is the entity rece iving the certifica te from the e lectronic ce rtifica tion authority,
known as certifica te holders . In the applica tions of e lectronic s igna ture , subscribe r is an
e lectronic s igna tory.

Relying Party

A Relying Party is an individua l or entity tha t acts in re liance of a ce rtifica te and/or a
digita l s igna ture is sued by CA. A Relying party may, or may not a lso be a Subscribe r.

Certificate Advance Vendor

Certifica te Advance Vendor is the group or organiza tion who is able to bear a ll the
ce rtifica te se rvice fees for subs idia ry and served subscribe rs or potentia l subscribe rs .It
is a lso a specia l se rvice point.
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2. Publication and Repos itory Respons ibilities

2.1.Repos itories

SHECA repos itory is open to the public, it can s tore , re trieve certifica tes and its re la ted
information. SHECA repos itory includes but is not limited to the following: CP, CPS and
other policy documents like the current and his torica l ve rs ions of the documents ,
ce rtifica tes , CRL, and other information published from time to time by the SHECA.
SHECA repos itory will not change any notifica tion about ce rtifica te and certifica te
revoca tion tha t a re published by the authority, but describe the above content accura te ly.

Dea l with any re la ted matte r about SHECA, SHECA must use its repos itory as the main
and the formal repos itory.

SHECA repos itory will re lease time ly information about the certifica te , CPS revis ion ,
revoca tion notice and so on tha t mus t remain cons is tence with the CPS and the re levant
laws and regula tions .You can via Web: https ://www.sheca .com/repos itory/ to vis it
SHECA repos itory, or othe r communica tion methods specified by the SHECA at any time .
SHECA can issue subscribe r ce rtifica tes and associa ted CRL information outs ide the
SHECA repos itory. CPS prohibits anyone except those persons authorized by SHECA
from vis iting any confidentia l information CPS and / or SHECA decla red (or othe r da ta
mainta ined by the issuing authority) in repos itory.

2.2.Publication of Certificate Information

SHECA will publish re la ted information on https ://www.sheca .com ； The s ite is the
foremos t, mos t time ly, mos t authorita tive channe l re leas ing a ll the information. SHECA
will publish the new information in time . Only SHECA is empowered to dea l with old
information on the s ite .

2.2.1 Directory Services

SHECA will re lease a copy of the certifica te a t the same time ，when the subscribe r
accepts a ce rtifica te . The issuing authority a lso announces the certifica te revoked within
the va lid period SHECA issues the certifica te and the re la ted information of ce rtifica te
revoca tion through directory se rvices . Users obta in these information by vis iting the
SHECA's directory se rver .It a lso provides se rvices of online certifica te s ta tus check,
ce rtifica te revoca tion lis ts check se rvices，e tc.

2.2.2 The Release of Announcements and Notifications

SHECA will re leases the Certifica tion Practice S ta tement, Certifica te Policies , bus iness
processes , technology and the changes of product time ly by the form of bulle tins and
notifica tion on webs ite https ://www.sheca .com, meanwhile , SHECA will a lso re lease in
other poss ible forms .

SHECA will publish poss ible e ffective measure to protect the priva te key of ce rtifica te
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holder according to the new technologica l deve lopments .

2.3.Time or Frequency of Publication

2.3.1 Time and Frequency of Certificate Practice Statement Releas ing

SHECA will re lease the la tes t ve rs ion of Certifica te Practice S ta tement (CPS) in time .
Once amendments to the CPS are approved, SHECA will pos t them on
https ://www.sheca .com and publish the la tes t CPS on SHECA repos itory, and lis t
toge the r with the origina l CPS in order to re trieve .

SHECA may change the CPS, with the technologica l advancements , bus iness
deve lopment, applica tion promotion and the objective requirements of laws and
regula tions . The re leas ing time and frequency of the CPS will be independently decided
by the SHECA. This publica tion should be immedia te , e fficient, and be cons is tent with
the na tiona l laws and regula tions . The CPS should be upda ted a t leas t for one-year
period.

The current CPS is e ffective and is in the implementa tion of the s ta te , be fore the SHECA
re leas ing a new CPS or any form of announcements , notices to modify, supply, adjus t or
upda te for CPS. Only the SHECA has the right to change any form of the s ta te .

2.3.2 Time and Frequency of Certificates Releas ing

Is suing authority will publish copy of the certifica te in SHECA repos itory or one or more
other repos itory decided by the SHECA and its is suing certifica te authority, once the
subscribe rs accept the certifica te . Subscribe rs can a lso publish the ir ce rtifica tes is sued
by SHECA in other repos itory.

Once comple te is surance ,ce rtifica te will be published on the directory se rver
ldap2.sheca .com, wich can be checked us ing specific tools . Users can a lso check and
obta in a certifica te by vis iting https ://is sp.sheca .com.

2.3.3 Time and Frequency of the CRLPublishing

Is suing authority mus t immedia te ly issue revoca tion notice in SHECA repos itory, a fte r
the revoca tion of the certifica te is sued. SHECA will publish one or more of the following:
publishing a lis t of ce rtifica tes revoked which can be obta ined through a secure channe l.

The reques te r can ins tantaneous ly view and obta in the s ta te as well as the e ffectiveness
of a ce rtifica te through the OCSP. SHECA can a lso provide follow-up services , a fte r the
requirements a re met. When the specified certifica te is revoked, SHECA will notify the
se rvice reques te r in accordance with the agreement.

All CRL will be re leased by the SHECA directory se rver. SHECA should re lease
Certifica te Revoca tion Lis t (CRL) of a subscribe r ce rtifica te a t leas t once every 5 days or
within 24 hours a fte r the subscribe r ce rtifica te is revoked. The diffe rence of the
subscribe r ce rtifica te CRL between the next upda te time (nextUpda te ) and this upda te
time (thisUpda te ) mus t be less than or equa l to 7 days .

http://www.iciba.com/independently
https://issp.sheca.com/Query/CertQuery
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SHECA should re lease Certifica te Revoca tion Lis t of a sub-CA certifica te (ARL) a t leas t
once every 7 months . If the root ce rtifica te is revoked, revoca tion information is published
on the webs ite in time . The diffe rence be tween of the Sub-CA certifica te ARL nextUpda te
time (nextUpda te ) and this upda te time (thisUpda te ) of the root/inte rmedia te root
ce rtifica te ARL must be less than or equa l to 10 months . If the root/Inte rmedia te Root
ce rtifica te is revoked, SHECA will publish the revoca tion information on the webs ite .

In case of emergency, SHECA can choose time and frequency of the certifica te
revoca tion lis t to publish.

2.3.4 Time and Frequency of Announcement ， Notification and Other

Information Releas ing

Once there is a need to publish notifica tion and announcement re la ted to e lectronic
authentica tion se rvice for some reason, SHECA will re lease these information on
webs ite https ://www.sheca .com in time .

The re lease of such information is a t irregula r inte rva ls . SHECA ensures tha t the
information will be re leased a t the firs t time .

2.3.5 The Releas ing Time and Frequency of Customer Service , Bus iness

Structure , Market Deve lopment and Other Information

SHECA will publish re la ted information on the webs ite https ://www.sheca .com at any
time .

2.4.Access controls on repos itories

2.4.1 SSLChannel

Hypertext Transfe r Protocol (HTTPS) was used to access to sens itive information with
Secure Socke ts Layer protocol (SSL), In order to achieve access to the sa fe mode of
records (mus t use an SSL-enabled browser).

2.4.2 Rights Management and Security Audit Channel

SHECA se ts up access control and security auditing measures to ensure tha t the one
authorized by SHECA can write and modify the SHECA re la ted information published
online .

SHECA can make implementa tion to access control ce rta in SHECA information re la ted
in order to ensure tha t only SHECA certifica te holders have the right to read the
information, when it is necessa ry. SHECA can decide whe ther to take the rights
management.
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3. Identification and Authentication

3.1 Naming

3.1.1 Type of Names

In order to dis tinguish from other applicants , Certifica tion authority is sues ce rtifica te in
accordance with specific procedures to save the particula r record of the certifica te
regis tra tion process , identify specific object identifica tion. This name appeared with
naming process , including the dis tinguished name and the unique identifie rs included in
certifica te extens ion item, is able to identify a group of rea l-world entity.

The Subject Name of certifica te genera ted and identified by SHECA uses the way of
X.501 Dis tinguished Name (DN).

Each certifica te subscribe r has a dis tinguished name correspondingly, cons is ts of the
screening name and unique identifie rs tha t identifie s the use rs following the regula tion of
X.509. Screening name is included in the subject of each certifica te , and the use r
unique ly identify items is included in the certifica te extens ion item, which unique ly
identifie s the certifica te subscribe r's identity.

As a third party ce rtifica tion authority trus ted who is respons ible for identifying the link
be tween the public key and the named entitie s . This re la tionship will be confirmed
unequivoca lly through a certifica te . Naming could be solved by negotia ting be tween
SHECA and the applicant, which can a lso be comple ted by the applicant independently.

3.1.2 Need forNames to be Meaningful

User identifica tion information used for identifying name must be clea r, traceable and
certa inly representa tive s ignificance , tha t does not a llow to appear anonymous or
pseudo-names e tc. However, in e -government applica tions of some specia l
requirements , SHECA can not only specify a specia l name for the use r according to
certa in regula tion but a lso contact unique ly the specia l name with a certa in entity
(individua l, organiza tion or device ). Any particula r naming mus t be approved by SHECA
Security Certifica tion Committee .

3.1.3 Anonymity or Pseudonymity of Subscribers

SHECA does not accept or a llow any anonymity or pseudonymity only to accept a clea r
sense of the name as a unique identifie r, express ly s ta ted in this CPS. SHECA may
specify a specia l name for the use r according to certa in regula tion, unless be ing in
certa in e -government specia l requirements applica tions , and SHECA can a lso contact
the specia l name with an only certa in entity (individua l, organiza tion or device ). Any
particula r naming mus t be approved by SHECA Security Certifica tion Committee .
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3.1.4 Rules for Interpreting Various Name Forms

The certificates is sued by SHECA certification service sys tem, whose contents format of

dis tinguished name DN is comply with naming regulation of the X.500. 3.1.5

Uniqueness of Names

The Dis tinguished Name (DN) of the subject in a ce rtifica te is sued to an entity mus t be
unique within the CA sys tem tha t is sued the certifica te . Multiple ce rtifica tes be longing to
the same entity share the same subject Dis tinguished Name but diffe r in the ir KeyUsage
extens ions

3.1.6 Recognition, Authentication and Role of Trademarks

The trademark information is a llowed to be conta ined in subscribe r's ce rtifica te , but can
not be used for identifying individua ls , organiza tion or device . If the trademark is in the
certifica te information, subscribe r should provide documenta ry proof for SHECA
trademark regis tra tion party, and this requirement is not and should not be cons ide red tha t
SHECA will judge and decide the ownership of the trademark.

Any certifica te applicants a re prohibited from us ing names in the ir ce rtifica te applica tions
tha t infringe upon the Inte llectua l Property Rights of othe rs . SHECA does not verify or
a rbitra te whe ther a ce rtifica te applicant has inte llectua l property rights over the name
appearing in a certifica te applica tion. SHECA does not resolve any dispute concerning the
ownership of any domain name, trade name, trademark, or se rvice mark, or ensure for the
uniqueness of this right. SHECA is entitled, without liability to any certifica te applicant, to
re ject or suspend any certifica te applica tion because of such dispute .

3.2 Initial Identity Validation

3.2.1 Method to Prove Possess ion of Private Key

SHECA must verify tha t the applicant has the legitimacy and correctness of the priva te
key. SHECA may verify the applicant's priva te key a t leas t by one of the following
methods :

1、 If a subscribe r reques ts a ce rtifica te us ing its priva te key to s ign on the applica tion
information, SHECA and its authorized se rvice agencies mus t verify the correctness ,
lega lity and uniqueness of the public key and priva te key as well as the applicant identity
information.

2 、 SHECA and its authorized se rvice agencies provide the applicant with ce rtifica te
initia liza tion information for comple ting the certifica te reques t (such as a password
enve lope). When the certifica te applicant is applying for a ce rtifica te or ce rta in ce rtifica te
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opera tions , the applicant mus t use the initia liza tion information to ensure the applicant is
the legitima te owner of the priva te key. Initia liza tion information is genera lly sa fe ly
de live red to the certifica te applicant off-line .

3.2.2 Authentication of Organization Identity

The identity verifica tion process for organiza tiona l applicants varies depending on the type
of ce rtifica te applied for. SHECA performs diffe rent leve ls of verifica tion according to the
specific requirements for each certifica te type . Methods may include querying credible
da tabases to va lida te authenticity, conducting face -to-face verifica tion of identity
documents , and other means tha t can definitive ly confirm the applicant's identity . The
corresponding certifica te applica tion procedures s tipula te these diffe rent ve rifica tion
processes .

The certifica te applica tion form must be s igned by the applicant itse lf or by a duly
authorized representa tive of the certifica te applicant. When applying for an Organiza tion
Certifica te , the applicant mus t des igna te a ce rtifica te applica tion representa tive and grant
them proper authoriza tion. This representa tive s ignifie s acceptance of the re levant te rms
and conditions of the certifica te applica tion by s igning the applica tion form and assumes
corresponding respons ibilitie s . SHECA and its authorized certifica te se rvice agencies
then review whether the representa tive of the organiza tiona l ce rtifica te applicant mee ts
the required crite ria

Organiza tion Certifica te primarily re fe rs to a certifica te is sued by SHECA tha t conta ins
organiza tiona l information and is used to identify the holder (an organiza tion) during
online activitie s such as information exchange , e lectronic s igna tures , e -government, and
e-commerce . It is is sued to various organiza tions including ente rprises , public ins titutions ,
government departments , and socia l groups . The certifica te can be s tored on various
media such as hard disks , USB Keys , and IC cards .

The identity verifica tion of the applicant is conducted as follows :

SHECA, or its regis tra tion authoritie s , acceptance points , and other ce rtifica te se rvice
agencies , mus t examine the documents submitted by the applicant. The applicant is
required to provide SHECA with va lid proof confirming the exis tence of the organiza tion,
including but not limited to bus iness licenses . The applicant has the obliga tion to ensure
the authenticity and va lidity of the applica tion mate ria ls and bears lega l respons ibility
re la ted the re to. SHECA may verify the applicant and the ir applica tion mate ria ls by
querying third-party da tabases or consulting re levant government agencies . If necessa ry,
SHECA may contact the applying organiza tion us ing contact de ta ils such as phone
numbers obta ined from third partie s to confirm specific information. If SHECA cannot
obta in a ll necessa ry information from third partie s , it may reques t the third party to
conduct an inves tiga tion or require the certifica te applicant to provide additiona l
information and supporting documents .

If the applicant a lready holds another identity ce rtifica te is sued by SHECA prior to
applying for a new one , SHECA and its regis tra tion authoritie s may verify the applicant's
identity by va lida ting the exis ting va lid identity ce rtifica te . For example , by logging into
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SHECA's online se rvice pla tform us ing the exis ting identity ce rtifica te .

For ba tch applica tions of organiza tion certifica tes , if an agent applies on beha lf of an
organiza tion for ce rtifica tes limited to inte rna l use within the organiza tion, the organiza tion
acts as the unified applicant. Unless identity is ve rified via othe r SHECA-issued identity
ce rtifica tes , the agent mus t provide persona l identifica tion documents , comple te the
applica tion form, a ffix the applicant's officia l sea l, and lis t the required organiza tiona l
information .

For information lis ted in the certifica te , if it involves credible organiza tiona l regis tra tion
numbers , identity verifica tion is performed as required by this chapte r.

If SHECA or its authorized se rvice agencies have pre -verified the identity of the applying
organiza tion, they may re ly on the proofs provided by the applicant .

In addition to on-s ite identity verifica tion, SHECA also supports online certifica te
applica tion and verifica tion. Before process ing an applica tion, SHECA sha ll inform the
applicant of matte rs re la ted to the e lectronic ce rtifica tion se rvice in a reasonable manner.
The applicant provides true persona l information online , and the agent undergoes
rea l-name authentica tion via facia l recognition. Afte r the agent's authentica tion, the
organiza tion's true identity information is provided online . SHECA then verifie s the
re liability of the applying organiza tion's identity credentia ls online . Afte r ve rifica tion, the
applying unit confirms the applica tion information online and agrees to the subscribe r
agreement, upon which SHECA issues the certifica te based on the reques t .

If an organiza tion applies for a pos ition certifica te for its inte rna l employees , inte rna l
departments , or othe r non-lega l entitie s , the information about the certifica te holder
ente red into the certifica te is based on the content provided by the organiza tion afte r
review. Pos ition certifica tes a re sole ly for inte rna l identity recognition within the
organiza tion

3.2.3 Authentication of Individual Identify

SHECA Individua l Identity Certifica te is a document s igned by SHECA tha t conta ins an
individua l's identity information and the ir public key. The certifica te format complies with
the X.509 inte rna tiona l s tandard . It is used to identify the certifica te holder in online
activitie s such as information exchange , e lectronic s igna tures , e -government, and
e-commerce , and it ensures the security and integrity of information during transmiss ion.
The certifica te can be s tored on various media , including hard disks , USB Keys , and IC
cards .

This CPS outlines the diffe rent methods for individua l identity verifica tion. SHECA
rese rves the right to upda te the methods and procedures for individua l identity verifica tion
in accordance with the la tes t na tiona l policies and regula tions .

For verifying the identity of individua l subscribe rs , SHECA supports diffe rent
authentica tion methods ta ilored to various applica tion scenarios . Upon success ful
ve rifica tion and approva l, SHECA re ta ins the subscribe r's applica tion mate ria ls as
required by re levant laws and regula tions , which may be in e ithe r paper or e lectronic
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form .

When issuing an individua l ce rtifica te , SHECA or its Regis tra tion Authoritie s (RAs) mus t
authentica te the individua l's identity, confirming tha t the information submitted by the
applicant exis ts and is accura te . Specific methods include :

Us ing information from databases recognized by SHECA tha t provide identity verifica tion
se rvices , such as the persona l identity da tabase provided by public security departments
or othe r re liable sources .

Methods for verifying the certifica te applicant's identity include , but a re not limited to:
va lida tion via the subscribe r's bank account trans fe r; mobile verifica tion codes ; password
authentica tion; fingerprint recognition; and facia l recognition.

For the email address provided by the subscribe r during regis tra tion, ve rifica tion is
comple ted by sending a confirmation email.

Other secure and re liable methods of verifica tion and confirmation.

SHECA verifie s the rea l-name identity information of individua l subscribe rs and issues
ce rtifica tes based on the verifica tion results . Methods can involve in-person (face -to-face )
verifica tion or remote verifica tion.

For in-person verifica tion, the applicant mus t submit a written applica tion as required by
SHECA, a long with the origina l and a copy of the ir pe rsona l ID (or othe r va lid identifica tion
documents such as a milita ry ID, s tudent ID, or passport) . If SHECA or an acceptance
point has a lready confirmed the applicant's identity via te lephone , mail, third-party
verifica tion, or othe r means , the applicant may submit copies of identifica tion documents
by fax or mail without providing the origina ls . If applying through a representa tive , the
a forementioned documents and copies for both the applicant and the representa tive mus t
be submitted, a long with a written power of a ttorney s igned by the applicant.

For remote verifica tion, SHECA performs rea l-name authentica tion based on the persona l
identity information submitted online by the applicant, us ing methods such as facia l
recognition, SMS verifica tion, or othe r re liable persona l authentica tion tools . The
applica tion is approved or re jected based on the identity verifica tion result. When
necessa ry, additiona l re liable methods such as cross -re fe rencing with authorita tive
third-party da tabase information, facia l recognition, or bank card verifica tion may be used
for authentica tion.

3.2.4 Authentication of Device Certificate Subscribers

Individua l or organiza tiona l subscribe rs applying for a device certifica te mus t submit the ir
applica tion to SHECA or an authorized Regis tra tion Authority. SHECA or the authorized
RA will pe rform identity verifica tion on the individua l or organiza tiona l applicant according
to the requirements specified in sections 3.2.2 and 3.2.3 of this CPS, based on the type of
ce rtifica te reques ted.

When information such as a domain name is included in the certifica te subject, SHECA
will a lso reasonably va lida te tha t the applicant has the right to use it, for example , by
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requiring submiss ion of documents proving ownership or the right to use the domain name.
If necessa ry, SHECA may confirm the domain name owner information through a third
party.

3.2.5 Non-Verified Subscriber information

Subscribe r information tha t has not been verified in accordance with Base line
Requirements is not included in certifica tes .

3.2.6 Validation of Authority

When applicant entrus ts othe rs to take persona l applica tion or organiza tion entrus ts
authorized person to apply for a ce rtifica te , SHECA and its authorized certifica te se rvices
organiza tion need to review the applicant's identity and e ligibility, including the essentia l
proof of identity and authoriza tion, and verify and confirm with representa tive entity by
te lephone , le tte r or othe r way to review whether applicant has the right to represent the
entity.

SHECA can connect the organiza tion to verify an applicant's authoriza tion (for example ,
ve rify the agent's job applica tion or verify whe ther the applicant is the one who is in the
applica tion form) by the way of obta ining phone number and other contact information
from a third -party. If SHECA can not ge t a ll the required information from a third-party, it
may require a third-party to ca rry out an inves tiga tion, or requiring certifica te applicant to
provide additiona l information and evidence mate ria l.

3.2.7 Criteria for Interoperation

For SSL certifica tes , SHECA SHALL disclose a ll Cross -Certified Subordina te CA
Certifica tes tha t identify the CA as the Subject, provided tha t SHECA arranged for or
accepted the es tablishment of the trus t re la tionship.

Other ce rtifica tion se rvices organiza tion can inte ropera te with SHECA of non-UNTSH
certifica tion se rvices sys tem. But the CPS of certifica te se rvices organiza tion mus t mee t
the requirements of UNTSH CP, and certifica te se rvices organiza tion may s ign the
corresponding agreement with SHECA. SHECA will accept the information identified by
the certifying authority of non-SHECA and issue the corresponding certifica te based on
content of the agreement. If the re is no s imila r agreement be tween the two partie s ,
SHECA will decide whe ther to accept the reviewed mate ria l with specific conditions and
make a decis ion whe ther to accept.

If the re a re provis ions of na tiona l laws and regula tions , SHECA will s trictly implement the
requirements .
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3.3 Identification and Authentication for Re-key

Requests

Prior to the expira tion of an exis ting subscribe r's ce rtifica te , it is necessa ry for the
subscribe r to obta in a new certifica te to mainta in continuity of ce rtifica te usage . Afte r the
key expires , the use r can choose to upda te (re -genera te a pa ir of public key and priva te
key), and apply to issuing authority for re -is sue certifica te , which is ca lled the certifica te
re -key. Subscribe rs can a lso choose to re ta in the origina l key, and to apply to issue
organiza tion for a new certifica te . Subscribe rs may reques t a new certifica te for an
exis ting key pa ir (technica lly defined as “renewal”).

Genera lly speaking, both "Rekey" and "Renewal" a re commonly described as "Certifica te
Renewal", focus ing on the fact tha t the old certifica te is be ing replaced with a new
certifica te and not emphas izing whe ther or not a new key pa ir is genera ted. In addition to
some poss ible specific applica tions , whe ther the certifica te renewal genera tes new key
pa ir is not usua lly the key point. But SHECA usua lly requires subscribe rs to use the new
key pa ir when certifica te is renewed. When subscribe rs concern the key's security, they
mus t re -regis te r, and genera te a new key pa ir and apply to issue authority for a new
certifica te . In this case , the subscribe r will not be a llowed to use the old key pa ir in order to
cons ide r risk management and security when re -applying for a ce rtifica te .

If the ce rtifica te information re la ted changes , subscribe rs can choose to keep the origina l
key or new key to re -is sue certifica te . If subscribe rs choose to re ta in the origina l key pa ir,
subscribe rs need to ensure tha t its key pa ir is sa fe .

If the re a re provis ions of na tiona l laws and regula tions about key management and
renewal, SHECA will pe rform strictly.

3.3.1 Identification and Authentication forRoutine Re-key

Routine re -key procedures ensure tha t t subscribe rs can use the exis ting priva te key to
s ign the reques ts for upda ting. Is suing authority will authentica te and identify the accuracy,
legitimacy, uniqueness of use r reques t information conta ined, the use rs s igna ture and
public key.

Identifica tion and authentica tion of routine re -key including:

 Subscribe rs s ign the applica tion information, and CA verifie s the s igna ture with its
origina l ce rtifica te 's public key.

 If subscribe r regis tra tion information has not changed, CA issues a new certifica te
based on subscribe r origina l regis tra tion information.

Subscribe rs can a lso choose the initia l ce rtifica te applica tion process to re -key
conventiona lly, submit the appropria te ce rtifica te in accordance with requirements of the
applica tion and identifica tion information. In any case , the means of initia l identifica tion
can be used for identifying means of the re -key process ing.
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If the re a re provis ions of na tiona l laws and regula tions about key management and
renewal, SHECA will pe rform strictly.

3.3.2 Identification and Authentication forRe-key After Revocation

Re-key/renewal a fte r revoca tion is not permitted. Subscribe rs mus t re -identify and
re -regis te r, and genera te a new key pa ir to apply to re -is suance a certifica te for SHECA.

3.4 Identification and Authentication for Revocation

Request

SHECA and its authorized certifica te se rvices agency need to verify identifica tion on-s ite
for revoca tion reques t of ce rtifica tes . Subscribe rs need to submit the same mate ria l,
ce rtifica te and priva te key with applying for ce rtifica te to SHECA and its authorized
certifica te se rvices agency.

SHECAwill ve rify identifica tion for the identity of the applicant by reasonable means , such
as by te lephone , mail, and other third-party proof, if not on-s ite auditing because of
cons tra ints ,

If the judicia ry proposes revoca tion according to the law, SHECA directly regards judicia ry
written revoca tion reques t as the bas is on identifica tion documents , not to conduct othe r
forms of identifica tion.

SHECA ensure tha t the identifica tion of the revoca tion reques t will undergo reasonably.

4. Certificate Life Cycle Operational Requirements

The whole process of ce rtifica tion life cycle according to the announced CPS is introduced
under the SHECA certifica tion sys tem, which including the implementa tion of the
certifica te applica tion, is suance , management, upda ting, revoca tion e tc. Each party's
respons ibilitie s and obliga tions a re a lso e labora ted involved during the process .

In order to mee t the use rs ' need for e lectronic s igna ture and other ne twork security
se rvices technology, SHECA digita l ce rtifica tes can support secure e -commerce , secure
e -government and other genera l secure se rvices . To this end, as the trus ted third-party,
SHECA and its authorized issuing authority comple te a ll the process of ce rtifica te se rvice
to mee t the numerous , open, wide ly dis tributed use rs on a varie ty of communica tions and
information security needs .

4.1Certification Application

SHECA accepts two modes of ce rtifica te applica tion, the offline and online . According to
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the ce rtifica te type of the applica tions , SHECA takes diffe rent applica tion regis tra tion
process , but the s teps reques ted by certifica te applica tion opera tion should be complied.

4.1.1 Who can Submit a Certificate Application

The entitie s involved in the certifica te applica tion process include :

1. Certifica te applicants , including individua ls , ente rprises , ins titutions , government
agencies , socia l organiza tions , people 's organiza tions and other organiza tions . Any
legitima te organiza tions , individua ls and the subject of having a clea r identity and
ownership may apply for digita l ce rtifica tes to ensure tha t online transactions and online
adminis tra tive opera tions a re sa fe and re liable .

2. SHECA authorized se rvice agencies , including RA, RAT and advance certifica te
providers , a s well as the corresponding sys tem, sys tem adminis tra tors , opera tors , e tc.

3. The e lectronic ce rtifica tion se rvice agencies , including SHECA and SHECA authorized
sub-CA and so on.

4. Subscribe rs is sued certifica te by issuing authority, do not depend whether to accept
the ir ce rtifica tes .

5. Key genera tors , including e lectronic ce rtifica tion se rvice agencies and users choos ing
the key genera tor, including but not limited to USB key, IC card, ca rd encryption,
encryption machine and other hardware providers and IE and so on.

6. Manage department, including the department defined by the "Electronic S igna tures
Law of PRC ", " Measures for Adminis tra tion of Electronic Authentica tion Services ", "
Measures for Adminis tra tion of Electronic Authentica tion Service Password " and other
department.

4.1.2 Enrollment Process and Responsibilities

Currently, SHECA provides two types of ce rtifica te which include formal ce rtifica te and
tes t ce rtifica te .

4.1.2.1 Test Certificate

Tes t ce rtifica te is made by regis tra tion authority te rmina l of SHECA. SHECA does not
assume any respons ibility for the va lidity of the certifica te . Tes t ce rtifica te is only for use rs
tes ting. SHECA recommends tha t subscribe rs do not use any tes t ce rtifica te to prove the ir
true identity in order to avoid unnecessa ry losses and disputes .

SHECA does not save or publish the information filled out in tes t ce rtifica te applica tion,
nor assuming any liability a rise from information leakage .

SHECA has s trict requirements on the tes t ce rtifica te . Its use r name must be in English
"tes t" or Chinese "测试" a t the beginning, and the expira tion da te se ts in 3 months .

mailto:


Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 48 / 135

4.1.2.2 Formal Certificate

Formal Certifica te re fe rs to a certifica te tha t an applicant obta ins a fte r submitting authentic
applica tion information in accordance with the provis ions and procedures of this CPS and
rece iving approva l from the Certifica tion Authority. SHECA assumes the obliga tions and
respons ibilitie s specified in this CPS for such certifica tes .

Certifica te applicants may regis te r for and apply for various types of ce rtifica tes through
SHECA, its approved Regis tra tion Authoritie s ' ce rtifica te se rvice s ite s , or the certifica te
applica tion pla tforms connected to these se rvice s ite s . Prior to accepting a certifica te
applica tion, SHECA, its Regis tra tion Authoritie s ' ce rtifica te se rvice s ite s , or the connected
applica tion pla tforms sha ll inform the applicant of matte rs re la ted to the e lectronic
ce rtifica tion se rvice in a reasonable manner.

4.1.2.3 Regis tration Process

Applying for an Organiza tion Certifica te , the applicant mus t accura te ly provide the
following information during regis tra tion:
1) The organiza tion's authentic identity information, such as its lega l name and Unified
Socia l Credit Code ; and
2) The information of the authorized applicant representing the organiza tion, such as the ir
full name, ID number, phone number, and email address .
For an Individua l Certifica te , the applicant mus t accura te ly provide the following
information during regis tra tion:
1) The individua l's authentic identity information, such as the ir full name, ID number,
rea l-name regis te red phone number, and affilia ted organiza tion (if required); and
2) Other information, such as an email address .
For Opera tiona l Device Certifica tes , such as Server Certifica tes , the applicant mus t
accura te ly provide the following information during regis tra tion:
1) Deta ils of the se rver or device , such as its hos tname, domain name, IP address , or
device name, a long with owner information; and

2) Applicant information, such as name, ID number, phone number, and email address

4.1.2.4 The Responsibility of The Participating Entities

1. The Respons ibility of Electronic Authentica tion Service Agencies

Electronic ce rtifica tion se rvice agencies should bear these respons ibilitie s : ensure tha t the
priva te key within the ir e lectronic s igna ture ce rtifica tion se rvice providers is s tored and
protected sa fe ly in SHECA, and security mechanisms by SHECA es tablished and carried
out mee t na tiona l policy need.

Electronic authentica tion se rvice agencies may audit and manage its authorized se rvice
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agencies to ensure the sa fe ty and re liability throughout the applica tion process .

Electronic ce rtifica tion se rvice agencies provide sa fe and re liable opera tion for CA
sys tem .SHECA doesn't bea r repara tion respons ibility of opera tiona l fa ilure or de lay
caused by objective accidents or othe r force majeure event .To express clea rly, these
events include s trikes or othe r labor disputes , riots , civil unres t, supplie r actions , intended
or not, force majeure , war, fire , explos ion, ea rthquake , flood or othe r disas te rs .

Electronic ce rtifica tion se rvice agencies require ce rtifica te subscribe r to upda te ce rtifica te
time ly to ensure the re liability of the certifica te , with technica l progress and deve lopment.

2. The Respons ibilitie s of RA

RA obta ins SHECA authoriza tion in accordance with procedures , follows the opera tion
agreements of CPS and SHECA and other SHECA published s tandards and procedures
to rece ive and process the applicant's ce rtifica te se rvices reques ts , and se ts up and
manages various types of subordina te rece iving agency based on authoriza tion , including
RA, RAT and so on.

RA must follow the se rvice acceptance , sys tems opera tion and management practices
crea ted by SHECA, and SHECA will continue to improve and re lease time ly re levant
norms and s tandards . RA has right to decide whe ther to provide appropria te se rvices for
applicants , according to the CPS and practice s ta tement published by SHECA. RA must
mee t es tablishes a reasonable mechanism to ensure the credibility sa fe and re liable of
information transmiss ion of a ll ce rtifica te se rvices (such as applica tions , renewals ,
suspens ion, e tc.), according to SHECA requirements and SHECA proposes manda tory
s tandards .

According to SHECA requirements and specifica tions , RA dete rmines se tting up methods ,
management methods and audit methods of the certifica te se rvices agency, and these
methods sha ll not conflict, contradiction or incons is tent with SHECA published re levant
provis ions mus t be written and published in the form of documents .

According to the provis ions of the CPS, RA ensures tha t its opera ting sys tem is in a
secure phys ica l environment, and has appropria te sa fe ty management measures . RA
must be able to provide a ll the da ta and backup of ce rtifica te se rvices , and in accordance
with SHECA requirements to ensure information trans fe r security be tween the
subordina te ce rtifica te se rvice ins titutions . Importantly, RA promises it ca rrie s out s trictly
obliga tions to save applica tion da ta for subscribe rs , and bears the lega l respons ibility
the re fore .

Electronic ce rtifica tion se rvice agencies manage RA in accordance with this CPS and
licens ing agreements , including Service qua lifica tion examina tion and s tandardize
inspection. Electronic ce rtifica tion se rvice agencies have the fina l disposa l right for
se rvicing applicants . Electronic ce rtifica tion se rvice agencies have the right to review the
information of the applicant. All the losses a re assumed by the RA, because of the
applicant's qua lifica tion certifica te checking lax.

RAmust keep a ll the applicant information and does not leak to any unre la ted third partie s .
RA must manage a ll kinds of applica tion forms , ce rtifica te s torage medium, passwords
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enve lopes , e tc. sa fe ly, re liably, s trictly to ensure the ir adequa te protection.

RA must accept SHECA supervis ion and audit for its opera tions , and act in concert with
SHECA's audit requirements .

3. The respons ibility of RAT

RAT obta ins SHECA and higher leve l RA authoriza tion in accordance with
procedures , follows this CPS and re la ted opera tion agreements and other SHECA
published s tandards and procedures , rece ives and processes the applicant's ce rtifica te
se rvice reques ts .

RAT must follow the se rvice acceptance , sys tems opera tion and management practices
crea ted by the e lectronic ce rtifica tion se rvice providers and superior RA, and e lectronic
ce rtifica tion se rvice providers and superior RA will continue to improve and re lease time ly
re levant norms and s tandards . According to the CPS, superior RA, SHECA publishing
specifica tions , RAT has right to decide whe ther to apply for a appropria te ce rtifica te
se rvices for applicants , according to SHECA requirements and SHECA proposes
manda tory s tandards .

According to the provis ions of the CPS, RAT ensures the security of its opera ting sys tem
is in the phys ica l environment, and has the appropria te sa fe ty and quarantine measures .
RAT must mee t es tablishes a reasonable mechanism to ensure the credibility sa fe and
re liable of information transmiss ion of a ll ce rtifica te se rvices (such as applica tions ,
renewals , suspens ion, e tc.), according to SHECA requirements and SHECA proposes
manda tory s tandards .

Electronic ce rtifica tion se rvice agencies and superiors RA manage RAT in accordance
with this CPS and licens ing agreements , including Service qua lifica tion examina tion and
s tandardize inspection. Electronic ce rtifica tion se rvice agencies have the fina l disposa l
right for se rvicing applicants . Electronic ce rtifica tion se rvice agencies have the right to
review the information of the applicant.

RAT has respons ible for the authenticity of the information of ce rtifica te applicants , no
matte r whe ther the applica tion is accepted or not. All the losses a re assumed by the RAT,
because of the applicant's qua lifica tion certifica te checking lax.

RAT must keep a ll the information of applicant and doesn't revea l to any unre la ted
third-party. RAT must manage a ll kinds of applica tion forms , ce rtifica te s torage media ,
passwords enve lopes , e tc. sa fe ly, re liably, s trictly to ensure the ir adequa te protection.

RAT must accept SHECA the supervis ion and audit of its opera tions , and act in concert
with SHECA's audit requirements .

4. The respons ibility of the advance vendor

Advance vendors a re required to bear a ll the cos t of the certifica te , and pay off according
to the manner provided by SHECA.

The behavior of advances vendors , tha t means he or she is willing and able to take the
provis ions of CPS and SHECA re levant agreement, guarantee authenticity on the
identity of the applicant .
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5. The respons ibility of ce rtifica te applicants

Certifica te applicants mus t s trictly comply with requirements about the ownership of
priva te key and certifica te applica tions re la ted hold sa fe ly:

The certifica te applicants commit tha t a ll the s ta tements and information filled in the
applica tion form must be comple te , accura te , true and correct, for inspection and
verifica tion of is suing authority. Moreover the certifica te applicant is willing to undertake
lega l liability a ris ing from any fa lse information provided, fa lse information and other acts .
As the applica tion se lves reasons caus ing tha t is suing authority is unable to correctly
is sue the certifica te tha t the applicant should bear the loss and liability.

Certifica te applicants mus t ca re fully read and unders tand the CPS lis ted or recommended
by the SHECA or security measures to fully unders tand the importance of priva te key
saving, to ensure the security of the priva te key.

Before applicants applying for, accepting the certifica te and its re la ted se rvices , they need
to know the regula tions of the CPS and policies re la ted with the certifica te . Before SHECA
rece iving applica tions , it cons ide rs tha t applicants have a lready known the CPS content,
and promise to comply with res trictions by the certifica te holder us ing certifica te .

6. The respons ibility of subscribe r

When SHECA recognizes the applicant's applica tion and issues a certifica te for applicant,
ce rtifica te applicant becomes a subscribe r, no matte r wha t ce rtifica te is or not rece ived by
applicant

Subscribe rs mus t ensure tha t the ce rtifica te is used as intended applica tion purpose .

Subscribe rs mus t ensure priva te key is sa fe . SHECA only inform, but does not require
ce rtifica te applicants comply with security measures SHECA proposed. Subscribe rs can
choose any secre t measures tha t they think. At the same time , SHECA sta tes tha t
SHECA does not undertake a ll the respons ibilitie s for problems caused by the subscribe r
keeping priva te key , unless the subscribe r can lega lly prove tha t the primary
respons ibility of such problems coming from the issuing authority.

Once any cris is occurs tha t lead to security, including loss of subscribe rs ' priva te key,
forgotten or compromised, and other non-lis ted occas ions , the subscribe r should
immedia te ly notify SHECA to take measures . If the subscribe r knows the priva te key is in
some problems and without noticing SHECA timely , and led losses to SHECA , the
re levant ce rtifica te authority se rvices agencies , othe r subscribe rs and certifica te re lying
party losses , the subscribe r mus t bear the corresponding liability.

7. The respons ibility of the re lying party

The re lying party trus ts the certifica tes is sued by SHECA and sub-CA, mus t ensure
comply with and carry out the following te rms:

(A) The re lying party is familia r with the te rms of the CPS and policies , laws certifica te
re la ted, unders tands the purpose and res trictions of ce rtifica tes us ing.

(B) Before the re lying party trus ts the certifica tes is sued by SHECA and its sub-CA , they
mus t have a reasonable review, including but not limited to: check whether the certifica te
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is va lid, check effective CRL SHEC announced to obta in the certifica te s ta tus . SHECA
thinks tha t the re lying party a lways follows this provis ion. Once the re lying party viola tes
the te rms and brought to SHECA losses because of negligence or othe rwise , SHECA will
rese rve the right to take appropria te lega l action.

(C) All re lying partie s mus t recognize tha t the ir behavior of trus ting the certifica te means
tha t they have acknowledged and unders tood the re levant regula tions of the CPS,
including the te rms of exemption, re jection and limit obliga tion.

8. The obliga tion of directory se rvice

SHECA publishes subscribe r's ce rtifica te and CRL the certifica te associa ted in the
directory se rver.

SHECA publishes and upda tes directory se rvice of ce rtifica te and CRL at leas t every 24
hours , adjus t and publish the time inte rva l according to re levant laws , policies ,
requirements and certifica tion se rvice requirements . SHECA will publish the adjus tment
through the webs ite https ://www.sheca .com.

9. Respons ibility of Key Genera tor Provider

Once the certifica te applicants choose certa in key genera tor, it indica tes tha t the applicant
trus ts security and re liability of key pa ir genera ted by the genera tor. SHECA does not
provide any form of guarantee , and has no respons ibility and right to dea l with dissens ion.

10. The Competent Authoritie s

SHECA commits tha t it will provide a third-party e lectronic authentica tion se rvices in
accordance with s trictly laws and regula tions of na tiona l authoritie s and mee t the
requirements of a written reques t from competent department.

4.2Certificate Application Process ing

4.2.1 Performing Identification and Authentication Functions

SHECA and its authorized certifica te se rvice agencies have the right and respons ibility to
perform reasonable identity verifica tion of applicants .

For Organiza tion and Device Certifica tes , SHECA and its regis tra tion authoritie s sha ll
identify and authentica te the organiza tion and its authorized applicant in the manner
specified in Section 3.2.2 of this CPS . Specifica lly, for an Organiza tiona l Representa tive
Certifica te , in addition to identifying and authentica ting the organiza tion's authorized
applicant as outlined in CPS Section 3.2.2, it is a lso necessa ry to confirm tha t the
representa tive 's pe rsona l information included in the certifica te is genuine and accura te ,
as required by CPS Section 3.2.3 .

For Individua l Certifica te applica tions , SHECA and its regis tra tion authoritie s sha ll identify
and authentica te the subscribe r according to the methods described in Section 3.2.3 of
this CPS

http://www.sheca.com
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4.2.2 Approval orRejection of Certificate Applications

SHECA and its authorized se rvice agencies rece ive the certifica te applica tions then
identify the applica tion information and identity information comple te ly, e ffective ly, re liably
and truly, and if it is accura te , they will approve the applica tions . SHECA and its
authorized se rvice agencies is sue a certifica te for the applicant in accordance with the
provis ions of CPS to prove tha t they have approved the applicant's ce rtifica te reques t.

The certifica te applica tion was authorized, if the following conditions occur :
 The applica tion sa tis fy fully the clause 3.2 about the subscribe r's identifica tion

information and identifica tion requirements
 Applicant accepts or does not opposed to the content or requirements of the

subscribe r's agreement
 Applicant has pa id in accordance with the provis ions , except othe r provis ions

When SHECA and its authorized certifica tion se rvice agencies a re in the identifica tion
process , if the applicant fa ils to success fully identify, SHECA will re ject the applicant's
ce rtifica te applica tion and notify applicant fa ilure . SHECA has the right to re fuse to expla in
the reason for the fa ilure , and does not need to notify the applicant except for a clea r lega l
requirement . If it is the third-party information which led to identifica tion fa ilure , SHECA
will provide this third-party contact information for applicants to inquire . SHECA uses the
same method tha t the applicant submits a ce rtifica te applica tion to the SHECA to notify
the applicant tha t his or her ce rtifica te applica tion is fa ilure .

SHECA crea tes and mainta ins ce rtifica tes high risk applicants lis t according to the lis t
published by the anti-phishing Alliance , antivirus vendors or re la ted Union, government
agencies respons ible for ne twork security se rvices , or information disclosed in public
reports by media . SHECA will check the lis t be fore accepting certifica te applica tion. For
applicants in the lis t, SHECA will re fuse its applica tion directly, or reques t additiona l
applica tion mate ria ls , fund guarantees to prove tha t the ir ce rtifica tes will not be misused or
unlawful use . Is sued certifica tes will be reviewed according to the lis t on a regula r bas is ,
once a holder of the certifica te appears in the lis t, SHECA has the right to revoke the
certifica te , or adopt appropria te mechanisms for ca re ful handling.

SHECA can a lso re fuse an applicant ce rtifica te in its sole discre tion, and does not need
any explana tion, and does not have obliga tions and liability of any loss or cos ts .Unless
the applicant of the certifica te has submitted fraudulent or fa ls ified information, a fte r
SHECA refus ing to issue a certifica te , SHECA would immedia te ly re turn the cos t tha t the
applicant pays for the certifica tes .

If the following circumstances happened, SHECA may refuse the certifica te reques t:

 The applica tion does not mee t the te rms of the previous 3.2 Information on the
identity of subscribe rs and identifica tion requirements

 The applicant can not provide the required identity documents or othe r supporting
documents tha t is needed

 The applicant can not accept or aga ins t the re levant content and requirements of the



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 54 / 135

subscribe r's agreement

 The applicant has not or can not pay the appropria te fees

 RA or CA cons ide rs tha t the approva l of the applica tion will bring the dispute , lega l
disputes or losses to the CA

 The priva te key corresponding to the certifica te reques t document provided by the
subscribe r does not comply with the key requirements specified in CPS 6.1.1.3.

Re jected subscribe rs may reapply afte r preparing the correct mate ria ls . When necessa ry,
SHECA rese rves the right to review the subscribe r applica tion mate ria ls submitted by
regis tra tion authoritie s and to re ject high-risk applica tions tha t do not comply with this CPS

4.2.3 Time to Process Certificate Applications

SHECA will identify and review the certifica te information submitted by the applicant and
make a decis ion for approva l or re jection in 7 working days .

4.3Certificate Issuance

4.3.1 CA Actions during Certificate Issuance

Upon approving a certifica te applica tion, SHECA will is sue the certifica te . The issuance of
the certifica te s ignifie s the fina l and formal approva l of the applica tion by the Electronic
Certifica tion Service Authority

4.3.1.1 Manual authorization of certificate issuance forRoot CAs

Certifica te is suance by the Root CA SHALL require an individua l authorized by SHECA
(i.e . the CA sys tem opera tor, sys tem office r, or PKI adminis tra tor) to de libe ra te ly issue a
direct command in order for the Root CA to perform a certifica te s igning opera tion.

4.3.1.2 Linting of to-be-s igned Certificate content

For SSL certifica tes , due to the complexity involved in implementing Certifica te Profile s
tha t conform to these Requirements , it is cons ide red bes t practice for the CA to implement
a Linting process to tes t the technica l conformity of each to-be-s igned artifact prior to
s igning it. When a Precertifica te has undergone Linting, it is not necessa ry for the
corresponding to-be-s igned Certifica te to a lso undergo Linting, provided tha t SHECA has
a technica l control to verify tha t the to-be-s igned Certifica te corresponds to the
to-be-s igned Precertifica te in the manner described by RFC 6962, Section 3.2. Effective
2024-09-15, SHECA SHOULD implement such a Linting process . Effective 2025-03-15,
SHECA SHALL implement such a Linting process .

Methods used to produce a certifica te conta ining the to-be-s igned Certifica te content
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include , but a re not limited to:

1. S ign the tbsCertifica te with a “dummy”Priva te Key whose Public Key component is
not ce rtified by a Certifica te tha t cha ins to a publicly-trus ted CA Certifica te ; or

2. Specify a s ta tic va lue for the s igna ture fie ld of the Certifica te ASN.1 SEQUENCE.

SHECAmay implement its own certifica te Linting tools . SHECA uses the Linting tools tha t
have been wide ly adopted by the indus try (such as pkimeta l).

4.3.1.3 Linting of issued Certificates

SHECA will pe rform a linting opera tion on the certifica te immedia te ly a fte r is suing a
certifica te .

SHECA uses a scheduled task to perform linting on a ll unexpired certifica tes in the sys tem
da ily.

4.3.1.4 The Behavior of Electronic Certification Service Agencies and

Regis tered Agencies When Issuing the Certificate

When the certifica te applica tion is approved, the applicant will rece ive a marked items tha t
conta ining the applica tion password, re fe rred to applica tion password (such as passwords
or password card enve lopes , ba r codes , encrypted digita l s treams , e tc.) to ensure apply
for a ce rtifica te sa fe ly.

SHECA and its authorized se rvice agencies will is sue the password to the applicant,
which fully mee ts the following conditions :

 Comply with applica tion procedures of SHECA certifica te ;

 Pay a certifica te fee according to the regula tion;

 SHECA and its authorized se rvice agencies have approved the applica tion;

The regis te red agencies have accomplished the regis tra tion of applica tions and opera tion
of ce rtifica te in accordance with this CPS and SHECA re levant opera tion agreement, and
send the licens ing information and user da ta to the certifica tion agencies .

Afte r the certifica te agencies rece ive applica tion information and verify the legitimacy of
the applicant's identity and the integrity, va lidity and re liability of the certifica te applica tion
information, if they are a ll correct, then the applicant will be issued the certifica te .

If the applicant applies for a s igned certifica te , then:

1、 The applicant sends to SHECA a public key. SHECA will es tablish a secure channe l
with the applicant through the ne twork, and the applicant upload the public key to CA
agencies . SHECA supports PKCS10 s tandard certifica te reques t.

2 、 SHECA confirm the authenticity of the certifica te reques ting. SHECA issues the
corresponding certifica tes , once confirmed.
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If the ce rtifica te applicant applies for encryption certifica te , then:

1、When the applicant applies for a s igning certifica te , he or she can a lso apply for
encryption certifica te s imultaneous ly.

2、When SHECA rece ives the reques t of applying for encryption certifica te , SHECA will
obta in encryption key pa irs from the corresponding na tiona l key management ,and issue
the certifica te to the use r.

Bes ides , ce rtifica te is suance by the Root CA sha ll require an individua l authorized by the
CA sys tem adminis tra tor of SHECA to de libe ra te ly issue a direct command in order for the
Root CA to perform a certifica te s igning opera tion.

4.3.2 Notification to Subscribers by the CA of Issuance of

Certificate

The way of sending password can be divided into the following ways , according to
SHECA diffe rent applica tion objects :

1、Notify the applicant face to face (such as the applicant ge ts ce rtifica te from RAT, e tc.);

2、 Notify via e -mail;

3、 Notify via pos ta l le tte rs ;

4、 Notice via the confirmed safe ty channe l ;

5、 Other sa fe and practica l manner SHECA cons ide red.

SHECA does not have the obliga tions of ins ta lling the certifica te on-s ite for use rs .If the
applicant needs , SHECA can go to ins ta ll but need to charge the appropria te se rvices .
SHECA and its authorized se rvice agencies support hotline se rvices . Hotline te lephone
and mail is announced by SHECA and its authorized se rvice agencies .

4.4Certificate Acceptance

4.4.1 Conduct Constituting Certificate Acceptance

Upon comple tion of the applica tion process , the applicant is deemed to have accepted the
certifica te once SHECA or its authorized certifica te se rvice agency de live rs the certifica te
itse lf, the means to obta in the certifica te , or a password re la ted to the certifica te to the
applicant. Afte r accepting the digita l ce rtifica te , the subscribe r sha ll properly sa feguard the
priva te key corresponding to the certifica te .

The following actions a re cons ide red as acceptance of the certifica te by the subscribe r:
 Acceptance of the medium conta ining the certifica te ;
 Downloading or ins ta lling the certifica te via the ne twork onto a loca l s torage medium,

such as a loca l compute r, IC card, USB Key, portable hard drive , or othe r mobile
s torage media ;

app:ds:simultaneously
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 Using the certifica te for corresponding e lectronic s igna tures or othe r cryptographic
opera tions , upon which the certifica te is deemed accepted;

 SHECAmay a lso de live r the digita l ce rtifica te through other secure means ;
 Accepting the method of obta ining the certifica te without ra is ing objections to the

certifica te or its contents

4.4.2 Publication of the Certificate by the CA

Once the subscribe r accepts the certifica te , SHECA will publish one or more copies of the
certifica te in its repos itory, directory se rvices and other repos itory. Subscribe rs can a lso
publish the ir ce rtifica tions in other places .

Subscribe r and the re lying party can query the ir own or other subscribe r ce rtifica tes
through certifica te directory se rvice or HTTP.

If the subscribe r submits written applica tion, CA can not publish the subscribe r's ce rtifica te
information to any public information repos itory.

4.4.3 Notification of Certificate Issuance by the CA to OtherEntities

Afte r the subscribe r accepts ce rtifica te , SHECA will not specifica lly notice to the regis tra r,
regis tra tion authority te rmina l, the competent departments and other entitie s , and these
entitie s can obta in subscribe r's ce rtifica tes and re la ted information by quering the
directory se rvice or SHECA database .

4.5Key Pair and Certificate Usage

4.5.1 Subscriber Private Key and Certificate Usage

The subscribe rs use the ir ce rtifica tes and the corresponding priva te key, only the
subscribe rs agree and accept the subscribe r's agreement requirements (for example , s ign
a subscribe r agreement). The certifica te can be used only based on the CPS and the
re levant provis ions of the CP. Subscribe rs can only use the priva te key and certifica te in
the proper range of applica tions which is cons is tent with the contents of the certifica te (if
the usage and purpose of the certifica te is de fined in some fie lds , this ce rtifica te will be
used only in this range , such as key usage). All acts mus t be cons is tent with the
requirements of the subscribe r agreement.

When the subscribe rs use the certifica te , they mus t keep and s tore the priva te key
associa ted with the certifica te in order to avoid the loss , disclosure , a lte ra tion, or
embezzled. Any person who uses the certifica te mus t check the va lidity of the certifica te ,
including whether the certifica te is revoked, expira tion and it is is sued by the right
authority and so on.

When us ing e lectronic s igna ture information and e lectronic s igna ture issued by SHECA,
participants have the rights and obliga tions provided by the CPS. Participants (the issuing
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authority, the ce rtifica te subscribe r and re lying party) agree to abide by the CPS, UNTSH
CP and SHECA agreement. Any usage of ce rtifica tion and priva te keys beyond the
provis ions of this CPS, SHECA will not bear any resulting consequences .

The certifica te is sued by SHECA only indica tes tha t ce rtifica te holders who apply for a
ce rtifica te identity, and verifie s the s igna ture made by priva te key corresponding certifica te
holder the public key .Thus , by s igning and verifying s igna ture , SHECA can ensure the
authenticity of the certifica te holder's identity, the integrity of information and the
information non-repudia tion e tc. If the ce rtifica te holder uses the certifica te for any other
purposes , SHECA will not bear any respons ibilitie s and obliga tions a ris ing the re from.

If the usage and purpose of the certifica te is de fined in some fie lds , this ce rtifica te will be
used only in this range . The person who takes any actions beyond certifica te marked the
usage scope bear the respons ibility. Beyond any usage scope , SHECA does not bear any
respons ibilitie s and obliga tions a ris ing the re fore .

4.5.2 Relying Party Public Key and Certificate Usage

Before trus ting the certifica tes and s igna tures , the re lying party should make due diligence
and reasonable judgments independently:

 Whether the certifica te is sued by a trus ted CA

 For any given purpose , the ce rtifica te is used appropria te ly; whe ther the
certifica te is used aga ins t the CP, CPS or the re levant laws and regula tions .
SHECA and RA are not respons ible and can not assess whe ther the subscribe r
ce rtifica te is used appropria te ly.

 When the certifica te is used whe ther it is cons is tent with the content included ( if
the usage and the purpose of the certifica te is de fined , this ce rtifica te will only
be a llowed to use within this range , such as key usage)

 Checking the certifica te s ta tus of a ll ce rtifica tes and certifica te cha in, whe ther it
is in the period, or it has been revoked. If the subscribe r ce rtifica te or any
certifica te of the certifica te cha in has been revoked, the re lying party mus t know
whether the s igna ture is made before revoked

Unless provided in this CPS, ce rtifica te from the issuing authority is not any commitment
of power or privilege . The re lying party only trus ts ce rtifica te and the public key conta ined
in the certifica te within the limits prescribed in this CPS and makes this decis ion.

If the usage and purpose of the certifica te is de fined in some fie lds , this ce rtifica te will be
used only in this range . This re lying party mus t make reasonable judgments , and the
person who takes any actions beyond certifica te marked the usage scope bear the
respons ibility. Beyond any usage scope , SHECA does not bear any respons ibilitie s and
obliga tions a ris ing the re fore .

Signature and Verification:

Signa ture can only be crea ted under the following s itua tions :

 Crea ted in certifica te va lid period
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 The s igna ture is ve rified exactly through the cha in of ce rtifica tes

 Relying party doesn't find or noticed the behavior contra ry to the CPS requirements

 Relying party complies with a ll provis ions of the CPS

The usage of ce rtifica tes does not mean tha t subscribe r can act on any individua l inte res ts
or have the rights to take any specia l action. Certifica tion can be indica ted only tha t the
subscribe r's identity and the subscribe r's s igna ture is ve rified.

The s igna ture verifica tion confirms tha t the s igna ture is crea ted by the s igner's priva te key
corresponding to priva te key conta ined in the certifica tion, and afte r the s igna ture is
crea ted, the information of the s igna ture has not been changed.

This va lida tion will be conducted by the way of CPS prescribed, and authentica tions a re
as follows :

1、Confirmed the certifica te cha in of the s igna ture verifica tion - to verify the s igna ture firs tly
you should confirm tha t the se lected certifica te cha in is the bes t match with the digita l
s igna ture ce rtifica te cha in. There a re poss ibly more than one va lid ce rtifica te cha in
(eg:cross va lida tion),from a given certifica te to an acceptable root ce rtifica te . If the re a re
multiple ce rtifica te cha ins be tween the acceptable root ce rtifica tes , the person who se lects
or confirms the s igna ture ce rtifica te cha in may have diffe rent choices . In this case , the
person who verifie s the digita l s igna ture has be tte r make the choice for the end of the
"higher trus t leve l" of a CA or an end in the root ce rtifica te cha in of SHECA.

2、Checking SHECA or other agencies repos itory to view the certifica te of ce rtifica te cha in
whe ther it is revoked. Certifica te may be revoked and is no longer va lid， during the
s igna ture crea ted period ,. You can check the revoca tion s ta tus or view the la tes t
ce rtifica te cha in provided in the Certifica te Revoca tion Lis t (CRL) to verify the certifica te
s ta tus .

3、When the s igna ture is ve rified, the range of a s igned message should be de te rmined
and you should know exactly wha t da ta has been s igned.

4、Dete rmine the scope and the purpose of the s igner. Is suing authority may limit to the
use of priva te key which is corresponding with its is sued certifica tion. These limita tions will
be accompanied by a certifica te or displayed in the re fe rence information of the certifica te ,
and as a warning to the recipient tha t in some cases it is unreasonable to trus t the
ce rtifica te . The warning and res trictions of ce rtifica te was checked to ensure the ra tiona l
use of the certifica te .

SHECA solemnly points out:

 If the re lying party trus ts the s igna ture which can not be verified, then a ll risks should
be borne by themse lves .

 And re lying partie s don't have the right to make any assumptions about the digita l
s igna ture whe ther it is va lid.

 This means tha t any re liance on the s igna ture mus t be judged reasonably and
properly.
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 Under the following conditions , the rece iving party who rece ived the information by
subscribe r's s igna ture can trus t subscribe r's bound s igna ture :

 Signa ture is crea ted by the lega l va lidity of the certifica te use and the s igna ture can
be verified through a va lid ce rtifica te cha in.

 The re lying party trus ts the digita l s igna ture reasonably. If you need additiona l
guarantee to trus t the s igna tures , the re lying party mus t obta in these assurances then
trus t the s igna ture reasonably.

 Of course , whe ther to trus t the fina l decis ion of verified s igna ture will be verified
independently by the authentica tor.

4.6Certificate Renewal

Certifica te renewal is the issuance of a new certifica te to the subscribe r without changing
the public key or any other information in the certifica te .

For individua l or ins titution identity ce rtifica te , when certifica te renewal, the subscribe r no
longer needs to submit a ce rtifica te regis tra tion information, only submits sufficient
information which can identify the origina l ce rtifica te , such as subscribe r dis tinguished
name, ce rtifica te se ria l number, e tc. Us ing the priva te key of the origina l ce rtifica te
s igna ture for the renewal applica tion information conta ining of the public key. To ensure
tha t the ce rtifica te and key are sa fe and re liable , SHECA se ts for the va lidity period of the
certifica te is suance , usua lly one year. Before the expiry da te of the certifica te and whithin
3 months a fte r expiry, the ce rtifica te subscribe rs can choose to re ta in the origina l key to
upda te the certifica te by issuing authority. Subscribe rs mus t ensure tha t the priva te key
he ld by them is sa fe and re liable .

For SSL certifica te and code s igning certifica te , SHECA perform identifica tion and
authentica tion process of new applica tion for renewal reques t, please re fe r to section 3.2
for de ta ils .

4.6.1 Circumstance forCertificate Renewal

Prior to the expira tion of an exis ting subscribe r's ce rtifica te , SHECA will make reasonable
e fforts to send a certifica te renewal prompt to the certifica te subscribe r or ce rtifica te
applica tion trus tee , supplie rs or agents . Reasonable e fforts including but not limited, s ite
prompts , the sys tem prompts , writing prompts , E-mail notifica tion or othe r means , but
SHECA and its authorized se rvice agencies take any of the above methods of hints or
notices which may be reasonable e fforts .

Effective da ta of use r ce rtifica te is sued by SHECA is from the time when the certifica te is
is sued. SHECA will send certifica te holders the renewal notice or the appropria te
information, a month before the expiry of the certifica te .

Meanwhile , SHECA also accepts upda te reques ts made by subscribe rs , and do some
upda te process ing for the ir ce rtifica tions .



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 61 / 135

4.6.2 Who May Request Renewal

All subscribe rs hold certifica tes is sued by SHECA , including individua ls , ente rprises ,
ins titutions , government agencies , socia l organiza tions , people 's organiza tions and other
organiza tions , e tc., they a ll can reques t to upda te the ir va rious types of ce rtifica tes , be fore
the va lidity of the certifica te is about to expire .

4.6.3 Process ing Certificate Renewal Requests

SHECA and its authorized se rvice agencies provide two means , online and offline
renewal. Certifica te holder can choose the appropria te upda te s tra tegy. For ce rtifica te
renewal, SHECA need ensure tha t the person reques ting the certifica te upda te is the
subscribe r. When SHECA issues new certifica te , the applicant can be asked to upda te the
origina l priva te key or use the same process of is suing the initia l ce rtifica te to identify.
Usua lly, when the certifica te is upda ted, subscribe rs can use the exis ting priva te key to
s ign the upda te reques t, and the issuing authority will ve rify and identify the s igna ture and
public key of the use r, use r information conta ined certifica te renewal reques ts correctly,
lega lly, unique ly:

 Subscribe r s igns the applica tion information, and CA verifie s s igna ture by the
origina l ce rtifica tion public key

 Subscribe r's regis tra tion information has not changed, and CA issues a new
certifica te based on the ir origina l regis tra tion information

When upda ting the certifica te online , the subscribe rs mus t fill out the upda te reques t, and
in accordance with SHECA and its authorized certifica tion se rvice requirements , s ign the
upda te reques t information with the current priva te key and submit to the issuing authority.
Afte r the issuing authority rece ives upda te reques ts , it is sues a new certifica te , when the
identity and reques t information of the applicant a re confirmed.

When upda ting the certifica te offline , the subscribe r can give upda te reques t to SHECA
and its authorized se rvice agencies in accordance with the origina l applica tion process .
Is suing authority will identify and verify ce rtifica te renewal applica tion in accordance with
the origina l applica tion process .Certifying authority will is sue a new certifica te a fte r it has
recognized and approved the upda te applica tion.

4.6.4 Notification of New Certificate Issuance to Subscriber

Before subscribe rs upda te ce rtifica tes , they should ensure tha t the upcoming key is sa fe
and re liable . Once this re liability can not be confirmed, SHECA and its authorized se rvice
agencies recommend subscribe rs to directly se lect the ce rtifica te key upda ting.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate

When the upda ting reques ts online or offline submitted by subscribe rs a re approved ,
SHECA and its authorized se rvice agencies de live r the certifica te or the way of obta ining
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the ce rtifica te , or the password associa ted with the certifica tes to the subscribe r, which
means the subscribe r has accepted the certifica te . When the subscribe rs rece ive digita l
ce rtifica te , priva te key should be kept sa fe ly.

4.6.6 Publication of the Renewal Certificate by the CA

Once the subscribe r accepts the certifica te renewal , SHECA will is sue copies of the
certifica te in its repos itory, directory se rvices and other one or more repos itory decided by
the SHECA . Subscribe rs can a lso publish the ir ce rtifica tes in othe r place .

Afte r new certifica tes a re is sued, SHECA and its authorized se rvice agencies can revoke
the old certifica te according to subscribe rs ' requirements .

4.6.7 Notification of the Certificate Issuance by the CA to Other

Entities

Afte r subscribe rs rece ive upda ted certifica te , SHECA will not notice the regis tra tion
agencies , regis tra tion authority te rmina l, competent departments and other entitie s , which
can obta in subscribe rs ' upda ted certifica te and re la ted information by querying the
directory se rvice or SHECA information repos itory.

4.7 Certificate Re-Key

When the subscribe r or othe r participants need to genera te a new key and issue the new
certifica te for new public key, the use r can se lect the ce rtifica te key renewal se rvice . For
some security reasons , SHECA recommends subscribe rs upda te key a t the same time
while upda ting certifica te

Afte r the expira tion of the certifica te , when the certifica te key is upda ted, the subscribe r
needn't submit the regis tra tion certifica te , and submit sufficient information tha t can
identify the origina l ce rtifica te , such as subscribe r's dis tinguished name, ce rtifica te se ria l
number, the ce rtifica te key renewal s igna ture of the origina l ce rtifica te 's corresponding
priva te key, and send a new public key for applying a new certifica te .

For SSL certifica te and code s igning certifica te , the applica tion process is the same as
new applica tion, please re fe r to section 4.1, identifica tion and authentica tion process of
new applica tion , please re fe r to section 3.2.

4.7.1 Circumstance forCertificate Re-Key

If the following circumstances happen, the subscribe r mus t se lect the ce rtifica te key
renewal:

 Certifica te expires and the key a lso expires

 Certifica te key pa ir has been leaded, s tolen, tampered or sa fe ly is not exit for othe r
reason
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 Afte r the certifica te is revoked , a new certifica te is needed

In addition, any certifica tes under the SHECA structure , including RA, certifica te opera tors ,
e tc., mus t be upda ted afte r the expira tion of the certifica te key.

Subscribe r whose certifica te is about to expire , should upda te the certifica te key to obta in
a new certifica te for security reasons .

4.7.2 Who May Request Certification of a New Public Key

All subscribe rs hold certifica tes is sued by SHECA, including individua ls , ente rprises ,
ins titutions , government agencies , socia l organiza tions , people 's organiza tions and other
organiza tions , e tc. may reques t a ce rtifica te key upda te se rvice .

4.7.3 Process ing Certificate Re-Keying Requests

SHECA and its authorized se rvice agencies provide online and offline upda te means .
Usua lly, when the certifica te key is upda ted, subscribe rs can submit the re la ted
information of origina l ce rtifica te , such as the certifica te dis tinguished name, ce rtifica te
se ria l number, the ce rtifica te key renewal s igna ture of the origina l ce rtifica te 's
corresponding priva te key to identify the ir s ta tus . Is suing authority will ve rify and identify
the use r information of the use r's renewal reques t correctly, lega lly and unique ly.
Including:

 Subscribe rs submit information to verify the ir identity ,then CA identifie s it

 Subscribe rs s ign to the certifica te key renewal reques t by the origina l ce rtifica te
corresponding priva te key , and CA verifie s the ir s igna ture

 Subscribe r regis tra tion information doesn't change , then CA issues a new
certifica te based on the ir origina l regis tra tion information.

Online upda ting the certifica te ----The subscribe r mus t fill out the online renewal reques t ,
and s ign the upda te reques t information of the new genera ted public key by the current
priva te key, in accordance with SHECA and its authorized certifica tion se rvice
requirements , then submit it to the issuing authority . Afte r SHECA and its authorized
se rvice agencies rece ive the certifica te key upda te reques t and identify the identity of the
applicant and reques t information, they issue new certifica te for the applicant. The
certifica te 's public key is a new public key submitted by the applicant.

Offline upda ting the certifica te ----The subscribe r submits ce rtifica te renewal reques t to
SHECA and its authorized se rvice agencies in accordance with the origina l applica tion
process , and submit public key newly genera ted. SHECA and its authorized se rvice
agencies identify and verify ce rtifica te renewal applica tion in accordance with the
certifica te applica tion process . Afte r is suing authority recognize and approve the upda te
applica tion, they issue a new certifica te for the applicant, and certifica te public key is new
public key submitted by the applicant.
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4.7.4 Notification of New Certificate Issuance to Subscriber

When subscribe rs se lect the ce rtifica te key upda te , encrypted information and da ta to be
upda ted certifica te should be proper trea ted (such as backup certifica te and key to be
upda ted, or us ing an exis ting certifica te encrypted file to decrypt t, and reasonable
dispos ition subscribe r thought), then the certifica te can be upda ted.

If the subscribe r does not properly handle the certifica te but upda te key directly may result
in the origina l encrypted information and da ta tha t can not be decrypted. SHECA will not
bear any respons ibility for the result of the poss ible loss .

4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate

Afte r subscribe rs ' ce rtifica te key upda ting reques t submitting or a ce rtifica te offline key
upda ting reques t submitting is approved, SHECA and its authorized se rvice agencies
de live red the certifica te itse lf, or the way of obta ining the certifica te , or the password
associa ted with the certifica te to subscribe rs , which means the subscribe r accepts the
certifica te . Afte r subscribe r rece ives digita l ce rtifica te , the priva te key corresponding to the
certifica te should be kept sa fe ly.

4.7.6 Publication of the Re-Keyed Certificate by the CA

Once the subscribe r rece ives the Re-Keyed certifica te , SHECA will is sue copies of the
certifica te in its repos itory, directory se rvices and other one or more repos itories decided
by the SHECA. Subscribe rs can a lso publish the ir upda ted certifica te in othe r places .

Afte r new certifica te is is sued, SHECA and its authorized se rvice agencies can revoke the
old certifica te according to subscribe r's requirements .

4.7.7 Notification of Certificate Issuance by the CA to OtherEntities

Afte r subscribe rs rece ive key upda tes ce rtifica tes , SHECA will not specifica lly notice the
regis tra tion authority, regis tra tion authority te rmina l, the competent departments and other
entitie s for specia l notice , and these entitie s can obta in subscribe rs ' upda ted certifica tions
and re la ted information by querying the directory se rvice or SHECA information
repos itory.

4.8 Certificate Modification

In the va lidity of the certifica te , when the certifica te information is changed, the subscribe r
or othe r participants may choose to change the certifica tion, prese rve the public key and
apply for a new certifica te . SHECA will provide a re -ce rtifica tion once the information
submitted by the applicant identified and verified. Only in the period, subscribe rs can
change the certifica te . When the subscribe r information conta ined in the certifica te is
changed, the subscribe r mus t apply for ce rtifica te change to ensure tha t it does not a ffect
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the re lying party's trus t.

When the subscribe r information is changed, which is enough to affect the identity
changes of the certifica te he ld by the subscribe r, the subscribe r has the obliga tion to
report for the SHECA.

4.8.1 Circumstance forCertificate Modification

When the modifica tion of the subscribe r or othe r participant information results in phys ica l
s ta tus changes , the use r mus t make changes to the origina l ce rtifica te and re -apply for
ce rtifica tion afte r the certifica te is revoked. Including:

 Subscribe r's name, te lephone , address and other information changes

 Subscribe r changes because of organiza tiona l res tructuring and other reasons

 Other information changes

If information conta ined in the certifica te changes tha t may affect and modify the rights
and obliga tions of subscribe rs . The subscribe r can not apply for the certifica te change ,
only can revoke the certifica te then re -apply for a new certifica te .

The process and conditions of ce rtifica te changing is the same with and certifica te
applica tion.

4.8.2 Who May Request Certificate Modification

All subscribe rs hold certifica tes is sued by SHECA , including individua ls , ente rprises ,
ins titutions , government agencies , socia l organiza tions , people 's organiza tions and other
organiza tions , e tc., when the ir ce rtifica te information changes , resulting in phys ica l
s ta tus changes , they may reques t to ce rtifica te modifica tion se rvice .

4.8.3 Process ing Certificate Modification Requests

SHECA and its authorized se rvice agencies can provide online and offline changing.

Changing the certifica te online ----The subscribe r mus t fill out the change reques t online ,
and in accordance with SHECA requirements , uses the priva te key in corresponding
public key to s ign the modifica tion reques t information, then submit to the issuing
authority .When the certifica te authority rece ives the certifica te modifica tion reques t , a fte r
they identify and verify the identity of the applicant and reques t information , is sue a new
certifica te ,and the origina l public key is s till used .

Changing the certifica te offline ----The subscribe rs should fill out the certifica te applica tion
form to the SHECA and its authorized se rvice agencies in accordance with the origina l
applica tion process . SHECA and its authorized certifica tion se rvice agency identify and
verify ce rtifica tion changed applica tion according to the origina l applica tion process . Afte r
is suing authority recognizes and approves applica tion, it will is sue a new certifica te , and
certifica te 's public key is the origina l applicant public key.

Currently, the only way is changing the certifica te offline .
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4.8.4 Notification of New Certificate Issuance to Subscriber

Afte r the certifica te is changed, the certifica te is va lid from the day it is changed till the
origina l expira tion da te .

Before subscribe rs change the certifica te , they should ensure tha t the ce rtifica te key pa ir
is sa fe and re liable . Once this re liability can not be confirmed, then SHECA recommends
subscribe rs to se lect directly the certifica te key upda ting.

4.8.5 Conduct Constituting Acceptance of Modified Certificate

Afte r a ce rtifica te modifica tion reques t submitted by the subscribe rs online or offline is
approved, SHECA and its authorized se rvice agencies will de live r the certifica te , a way of
obta ining the certifica te or the password associa ted with the certifica tes to the subscribe r,
which means tha t subscribe rs accept the certifica te . Afte r subscribe rs rece ive digita l
ce rtifica te , the priva te key corresponding to the certifica te should be kept properly.

4.8.6 Publication of the modified certificate by the CA

Once the subscribe r accepts the certifica te modifica tion, SHECA will is sue copies of the
certifica te in its repos itory, directory se rvices and other one or more repos itories decided
by the SHECA . Subscribe rs can a lso publish the ir modifica tion certifica te in othe r places .

Afte r new certifica te is is sued, the old certifica te will be revoked within 24 hours , which is
re leased by CRL.

4.8.7 Notification of Certificate Issuance by the CA to OtherEntities

Afte r subscribe rs accept the certifica te modifica tion, SHECA will not devoted to the RA,
RAT, the competent departments and other entitie s for specia l notifica tion, these entitie s
can obta in modifica tion certifica tes and re la ted information by querying the directory
se rvice or SHECA information repos itory .

4.9 Certificate Revocation and Suspens ion

Subscribe r, the e lectronic ce rtifica tion se rvice agencies and law or government authority
departments can reques t ce rtifica te revoca tion.

Afte r the certifica te is revoked, the certifica te holder may re -apply for a digita l ce rtifica te to
SHECA or its authorized certifica te se rvices agencies , and the procedure is the same with
the firs t applica tion procedure . The priva te key with the corresponding public key
conta ined in the certifica te is revoked, unless des troyed, should be protected by
subscribe r a te key in a credible method in the prese rva tion.

All ce rtifica te revoca tion applica tion forms and other formats a re saved by the SHECA and
its authorized certifica te se rvice agencies .
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Currently, SHECA does not provide certifica te suspens ion se rvices . Once these se rvices
a re provided, SHECA will announce it through the webs ite , e tc.

4.9.1 Circumstances forRevocation

4.9.1.1 Reasons forRevoking a SubscriberCertificate

1、Except for short-te rm subscribe r ce rtifica tes , SHECA and it’s Regis try Authoritie s will
revoke the Subscribe r Certifica tes within 24 hours if any of the following circumstances
occurs :

 Subscribe r ( or authorized proxy ) reques ts to revoke certifica te , and CA make sure
the reques t is from the subscribe r;

 Because the certifica te is improper used in viola tion of the main and important
obliga tions of na tiona l laws and regula tions ;

 SHECA is made aware tha t the origina l ce rtifica te reques t was not authorized and
does not re troactive ly grant authoriza tion;

 SHECA obta ins evidence tha t the Subscribe r’s Priva te Key corresponding to the
Public Key in the Certifica te suffe red a Key Compromise , or no longer comply with the
requirements of key s ize and key paramete rs se tting and qua lity check in section
6.1.5 and section 6.1.6;

 SHECA is made aware of a demons tra ted or proven method tha t can eas ily compute
the Subscribe r’s Priva te Key based on the Public Key in the Certifica te ;

2、Except for short-te rm subscribe r ce rtifica tes , SHECA and it’s Regis try Authoritie s will
revoke the Subscribe r Certifica tes within 5 days if any of the following circumstances
occurs :

 The Certifica te no longer complies with the key protection requirements of Section
6.1.5 and Section 6.1.6;

 SHECA obta ins evidence tha t the ce rtifica te is improperly used;

 It is discovered and confirmed tha t a ce rtifica te is not is sued in accordance with
UniTrus t CP and/or CPS;

 Subscribe r information in the certifica te has mate ria l modifica tion;

 SHECA dete rmines tha t any of the information appearing in the Certifica te is
inaccura te or mis leading or subscribe r provides fa lse or deceptive mate ria l in
applica tion;

 SHECA is made aware tha t a Subscribe r has viola ted one ore more of its mate ria l
obliga tions under the Subscribe r Agreement or Terms of Use ;

 The subscribe r didn’t pe rform the obliga tion of payment;

 Continuity of us ing the certifica te will cause harm to SHECA bus iness credit and trus t
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mode;
 The change , revoca tion or dismiss of subscribe r lega l identifica tion;
 Evolution of technologies or s tandards may lead to unacceptable risk for the re lying

party or software providers ;

 SHECA is made aware of a demons tra ted or proven method tha t exposes the
Subscribe r’s Priva te Key to compromise or if the re is clea r evidence tha t the specific
method used to genera te the Priva te Key was flawed.

 Revoca tion according the requirement of CP/CPS;

 Requirements to revoke the certifica te according to re la ted laws and regula tions .

Note :

SHECA MAY delay revoca tion based on a reques t from Applica tion Software Supplie rs
where immedia te revoca tion has a potentia lly la rge nega tive impact to the ecosys tem.

SHECA has no obliga tion to public the reason of ce rtifica te revoked.

When these conditions occur, the re levant ce rtifica te should be revoked and pos ted to the
certifica te revoca tion lis t. The revoked certifica te mus t be conta ined in CRL till the
expira tion of ce rtifica te va lidity.

4.9.1.2 Reasons forRevoking a Subordinate CA Certificate

If any of following circumstances occurs , SHECA should revoke the subordina te CA
certifica te within 7 days :

1. The Subordina te CA reques ts revoca tion in writing;

2. The Subordina te CA notifie s the SHECA tha t the origina l ce rtifica te reques t was not
authorized and does not re troactive ly grant authoriza tion;

3. SHECA obta ins evidence tha t the Certifica te was misused;

4. SHECA dete rmines tha t any of the information appearing in the Certifica te is
inaccura te or mis leading;

5. SHECA or Subordina te CA ceases opera tions for any reason and has not made
arrangements for another CA to provide revoca tion support for the Certifica te ;

8. SHECA’s or Subordina te CA’s right to is sue Certifica tes under Base line Requirements
expires or is revoked or te rmina ted, unless SHECA has made arrangements to continue
mainta ining the CRL/OCSP Repos itory;

9. Revoca tion is required by SHECA’s Certifica te Policy and/or Certifica tion Practice
S ta tement; or

10. The technica l content or format of the Certifica te presents an unacceptable risk to
Applica tion Software Supplie rs or Re lying Partie s .
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4.9.2 Who Can Request Revocation

The following subject can reques t revoca tion:

 Certifica tes subscribe r,Representa tive who is authorized lega lly by Certifica tes
subscribe r or bus iness entity who pays for the certifica te with proper
authoriza tion

 SHECA

 The courts , government and other public power department

Other partie s may report suspected Priva te Key Compromise , Certifica te misuse , or othe r
types of fraud, compromise , misuse , inappropria te conduct, or any other matte r re la ted to
Certifica tes , in the firs t ins tance , by email to report@sheca .com.

Only SHECA can revoke root ce rtifica te or sub-CA certifica te .

4.9.3 Procedure forRevocation Request

As for the certifica te revoca tion applica tion, SHECA sha ll handle it in accordance with the
following process :

(1) Certifica te Subscribe r representa tive or des igna ted agent could apply certifica te
revoca tion in the following ways :

 Online applica tion,only for subscribe rs with USB KEY:log in on http://is sp.sheca .com/
with the USB KEY and apply for ce rtifica te revoca tion

 Email: report @sheca .com

 Fax 021 -36393200

 Tel 021 -36393196

 s ite applica tion: SHECA’s se rvice loca tions

(2) During the va lid period of the certifica te , SHECA should begin an inves tiga tion within
24 hours a fte r rece ive the revoca tion reques t. SHECA performs identifica tion and
verifica tion for ce rtifica te revoca tion reques t according to the following rules .

a ) For subscribe rs with USB KEY, jus t log in on http://is sp.sheca .com/ with the USB
KEY and submit the certifica te revoca tion reques t online .

b) For subscribe rs with no USB KEY, Certifica te Subscribe r representa tive or
des igna ted agent mus t go to one of the se rvice loca tions of SHECA and submit
the certifica te revoca tion reques t toge the r with essentia l proof of identity and
authoriza tion. If the re is no se rvice loca tion ava ilable for the subscribe r, the
reques t may be submitted (by the person who was respons ible for the certifica te
applica tion is pre fe red) via te lephone or email, SHECA stuff sha ll pe rform
identifica tion verifica tion of the individua l and the organiza tion via te lephone .

(3) SHECA sha ll decide whe ther revoca tion or othe r appropria te action is warranted
during two workdays . If the revoca tion reques t is from an Applica tion Software

http://issp.sheca.com/
http://issp.sheca.com/
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Supplie r, SHECA should inform the Applica tion Software Supplie r whe ther or not
SHECA will revoke the certifica te within 2 bus iness days .

If SHECA dete rmine tha t revoca tion will have an unreasonable impact on cus tomer,
SHECA will propose an a lte rna tive course of action to the Applica tion Software
Supplie r, based on the inves tiga tion,

(4) Afte r the certifica te has been revoked, SHECA should publish it to the certifica te
revoca tion lis t

Any revoca tion applica tion tha t is not reques ted from the subscribe r, should be approved
appropria te ly before proceeding.

When Root ce rtifica te or sub CA certifica te ’s priva te key encounte rs severe security risk,
the ce rtifica te can be directly revoked afte r approved by competent authoritie s .

SHECA es tablishes and mainta ins 7 * 24 hours online se rvice for Certifica te Problem
Reports and Acceptance mechanism.

4.9.4 Revocation Request Grace Period

Revoca tion reques ts sha ll be submitted as promptly as poss ible within a commercia lly
reasonable time . If the de lay happens due to objective reasons , it should not exceed 8
hours . If it is in the grace period, subscribe rs did not time ly reques t revoca tion, SHECAwill
not bear any loss or respons ibility resulting from subscribe rs don't reques t time ly
revoca tion.

4.9.5 Time Within Which CAMust Process the Revocation Request

Upon rece iving a revoca tion reques t, SHECA sha ll process it appropria te ly. Genera lly,
SHECA or its Regis tra tion Authority will revoke the certifica te within 24 hours a fte r
accepting the revoca tion reques t, rece iving the comple te applica tion mate ria ls , and
comple ting the necessa ry review.

4.9.6 Revocation Checking Requirement forRelying Parties

As public information, re lying partie s can ge t Certifica te revoca tion lis t (CRL) in the
Certifica te Extens ions of acquired certifica tes , or, query certifica te s ta te by the webs ite :
https ://www.sheca .com webs ite or query through the Online Certifica te S ta tus Protocol
(OCSP).

Before the re lying party trus ts the certifica te , they should take the initia tive to check the
s ta tus of ce rtifica te according to the la tes t CRL which based on SHECA and its sub-CA.

Meanwhile , they a lso need to verify the re liability and integrity of the CRL to ensure tha t it
is published by SHECA and its authorized sub-CA, including digita l s igna ture of SHECA
and its authorized sub-CA.
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4.9.7 CRL Issuance Frequency

All CRL will be re leased by the SHECA directory se rver.

Within twenty-four (24) hours of is suing its firs t Certifica te , CAs MUST genera te and
publish the CRL.

CAs issuing SubscriberCertificates :

1. MUST upda te and publish a new CRL at leas t every (5) days , a ll Certifica tes include an
Authority Information Access extens ion with an id-ad-ocsp accessMethod (“AIA OCSP
pointe r”);

2. MUST upda te and publish a new CRL within twenty-four (24) hours a fte r recording a
Certifica te as revoked.

3. The diffe rence of be tween nextUpda te and thisUpda te mus t be less than or equa l to (7)
days .

CAs issuing CA Certificates :

1. MUST upda te and publish a new CRL at leas t every 7 months ;

2. MUST upda te and publish a new CRL within twenty-four (24) hours a fte r recording a
Certifica te as revoked.

3. The diffe rence be tween nextUpda te and thisUpda te mus t be less than or equa l to (10)
months .

CAs MUST continue issuing CRLs until one of the following is true : - a ll Subordina te CA
Certifica tes conta ining the same Subject Public Key are expired or revoked; OR - the
corresponding Subordina te CA Priva te Key is des troyed.

4.9.8 Maximum Latency forCRLs

CRL is e ffective a fte r revoca tion reques t approved within 24 hours . CRL can come into
e ffect immedia te ly in specia l emergency circumstances (without regarding ne twork
conditions , the time diffe rence because of the ne twork factors is a llowed) . It means
SHECA will publish the revoked certifica te in the CRL.

SHECA promises to publish the certifica te revoca tion lis t within 24 hours a fte r revoca tion
act happens .

4.9.9 On-line Revocation/ Status Checking Availability

SHECA provide online certifica te se rvice protocol (OCSP) to subscribe rs and re lying
partie s . OCSP’s ava ilability complies with requirements in RFC6960 and/or RFC5019.
OCSP responses MUST eithe r:

1. Be s igned by the CA tha t is sued the Certifica tes whose revoca tion s ta tus is be ing
checked, or

2. Be s igned by an OCSP Responder whose Certifica te is s igned by the CA tha t is sued
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the Certifica te whose revoca tion s ta tus is be ing checked. In this case , the OCSP signing
Certifica te MUST conta in an extens ion of type id-pkix-ocsp-nocheck, as defined by
RFC6960.

SHECA provides OCSP services a t:

http://ocsp.sheca .com

http://ocsp3.sheca .com

http://ocsp.globa l.sheca .com

4.9.10 On-line Revocation Checking Requirements

Effective 1 January 2013, SHECA supports an OCSP capability us ing the GET method for
Certifica tes is sued in accordance with these Requirements .

1 For the s ta tus of Subscribe r Certifica tes :

SHECA mainta ins rea l-time upda te of information provided via an Online Certifica te
S ta tus Protocol. OCSP responses from this se rvice have a minimum expira tion of 8 hours
and maximum expira tion time of 7 days .

2 For the s ta tus of Subordina te CA Certifica tes :

SHECA sha ll upda te information provided via an Online Certifica te S ta tus Protocol a t
leas t 1) every 12 months and 2) within 24 hours a fte r revoking a Subordina te CA
Certifica te .

If the OCSP responder rece ives a reques t for s ta tus of a ce rtifica te tha t has not been
issued, the responder will not respond with a "good" s ta tus . SHECA monitors the
responder for such reques ts as part of security response procedures .

Effective 1 Augus t 2013, OCSP responders for SHECA which are not Technica lly
Cons tra ined in line with BR Section 7.1.5 will not respond with a "good" s ta tus for such
certifica tes .

Users can free ly inquire s ta tus online . SHECA doesn't se t any read permiss ions . If the
re lying partie s can not query the CRL, then they can query certifica te s ta tus through the
OCSP or by vis iting the webs ite .

4.9.11 Other Forms of Revocation Advertisements Available

In addition to CRL mode of X.509 V2 format, SHECA does not provide other methods of
the revoca tion information dissemina tion.

4.9.12 Special Requirements Re Key Compromise

If the subscribe r finds or suspects tha t the key security is damaged, the certifica te should
be revoked immedia te ly.

If SHECA own key is damaged, or due to the SHECA's reason f use rs ' key is a lso
damaged, SHECA will revoke the certifica te active ly and immedia te ly and issue the
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certifica te rea l-time to CRL. SHECA take respons ibility for the subscribe rs ' losses caused
by key damage , and SHECA will is sue new certifica tes in time .

4.9.13 Circumstances for Suspens ion

Not applicable .

4.9.14 Who Can Request Suspens ion

Not applicable .

4.9.15 Procedure for Suspens ion Request

Not applicable .

4.9.16 Limits on Suspens ion Period

Not applicable .

4.10 Certificate Status Services

4.10.1 Operational Characteris tics

Regarding a revoked certifica te , SHECA does not de le te its revoca tion records from
OCSP server; SHECA does not de le te its revoca tion records from CRL until the ce rtifica te
expires .

SHECA provides two access to ce rtifica te s ta tus check se rvices :

1、CRL ----CRL is published by the directory se rver ,and its credibility and security is to be
guaranteed by SHECA and its authorized issuing authority via CA certifica te 's s igna ture .
CRL only provides periodic ce rtifica te s ta tus inquiry. Now SHECA publishes CRL once
every 24 hours .

Users need to download the CRL to the loca lity and verify, including lega lity verifica tion
and checking whether the CRL conta ins the se ria l number of the certifica te to be tes ted.

2、OCSP ----The user can inquire the s ta tus of ce rtifica tes through the OCSP . OCSP
provides rea l-time queries of ce rtifica te s ta tus information.

4.10.2 Service Availability

Certifica te S ta tus Services mus t be ava ilable in 7X24 hours , Without scheduled
inte rruption, SHECA should ensure tha t CRL and OCSP inquiry is in use . Once exception
circumstance happens , the use r can query by http to obta in ce rtifica te s ta tus information.

The response time is no more than 10 seconds (no more than 3 seconds for the CRL
response time for EV certifica tes ; The response time here does not include the
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time-consuming of obta ining da ta s lowly due to reasons such as the subscribe r ne twork.).

SHECA SHALL mainta in an online 24x7 Repos itory tha t applica tion software can use to
automatica lly check the current s ta tus of a ll unexpired Certifica tes is sued by the CA.

SHECA SHALL mainta in a continuous 24x7 ability to respond inte rna lly to a high-priority
Certifica te Problem Report, and where appropria te , forward such a compla int to law
enforcement authoritie s , and/or revoke a Certifica te tha t is the subject of such a
compla int.

4.10.3 Optional Features

No stipula tion.

4.11 End of Subscription

The following conditions sha ll be deemed tha t the use r te rmina ted to use the certifica te
se rvices provided by SHECA:

1、Afte r the expira tion of the certifica te , the ce rtifica te subscribe r no longer extends the
period of the certifica te or reapplies for a ce rtifica te then it will automatica lly te rmina te
SHECA services .

2、In the va lidity of the certifica te , the subscribe r te rmina tes se rvice ce rtifica te .

Once the use r te rmina tes to use SHECA certifica te authentica tion se rvices in the va lidity
of ce rtifica te , a fte r SHECA approves his or her reques t for te rmina tion, the subscribe r's
ce rtifica te will be revoked rea l-time , and re leased in accordance with the CRL dis tribution
s tra tegy.

4.12 Key Escrow and Recovery

4.12.1 Key escrow and recovery policy and practices

4.12.1.1 Signature Key Generation, Backup and Recovery

Strategies and Actions

4.12.1.1.1 Signature Key Generation, Escrow, and Usage

1. Subscribe r-Genera ted and Se lf-escrowed Keys : Subscribe rs a re advised to use secure
cryptographic modules to genera te and s tore the ir priva te s igna ture keys . Secure backup
and recovery methods mus t be employed. SHECA assumes no respons ibility for key
backup, recovery, or a rchiving.
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2. SHECA-Genera ted Keys with Subscribe r Escrow: When SHECA genera tes s igna ture
keys on beha lf of subscribe rs , the priva te keys mus t be crea ted within cryptographic
modules compliant with na tiona l cryptographic regula tions or FIPS 140-2 (typica lly in the
form of USB tokens , smart IC cards , e tc.). Subscribe rs sha ll secure ly s tore the
cryptographic module and its Persona l Identifica tion Number (PIN). SHECA is not
respons ible for key backup, recovery, or a rchiving.

3. SHECA-Genera ted and Managed Keys : This requires separa te subscribe r consent,
with clea r documenta tion of risks , rights , obliga tions , and lega l liabilitie s .

1) Priva te keys mus t be genera ted in compliant cryptographic modules and s tored
encrypted in a key repos itory. SHECA sha ll implement technica l and adminis tra tive
measures to ensure key security.

2) SHECA must authentica te subscribe rs before key usage to ensure exclus ive control
by the authorized subscribe r.

3) SHECA sha ll mainta in audit logs of a ll key usage events , access ible to subscribe rs
upon reques t.

4) Subscribe rs assume full respons ibility for losses a ris ing from non-SHECA-re la ted
mismanagement, including key loss or unauthorized use .

4. Third-Party Escrow: SHECA discourages subscribe rs from delega ting key management
to third partie s . SHECA assumes no liability for disputes a ris ing from such de lega tions .

Note : SHECA does not offe r priva te key escrow service for TLS/ CS/ SMIME certifica tes .

4.12.1.1.2 Signature Key Backup

Backups of priva te s igna ture keys mus t be encrypted a t the same security leve l as the
origina l key genera tion and s tored in a secure key repos itory.

4.12.1.1.3 Signature Key Recovery

Key recovery requires identity verifica tion cons is tent with the origina l enrollment process .

4.12.1.1.4 Signature Key Archiving

Not applicable .

4.12.1.2 Encryption Key Generation, Backup and Recovery

Strategies and Actions

In accordance with GM/T 0034-2014, lega lly es tablished Key Management Cente rs
(KMCs) sha ll manage the full lifecycle of encryption key pa irs , including genera tion,
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s torage , dis tribution, backup, upda te , revoca tion, a rchiving, recovery, and security
governance .

4.12.2 Sess ion key encapsulation and recovery policy and

practices

No stipula tion.

5. Facility, Management, and Operational Controls

5.1 Phys ical Controls

The phys ica l control and security policies , authentica tion se rvice sys tem complied with by
SHECA is in a secure building which has independent hardware and software opera ting
environment. Only authorized opera tors can ente r into the appropria te a rea to opera te
based on the re la ted security practices . Root key of SHECA in the environment of
maximum security s trength avoid the opera tion des troying or opera ting unauthorized.

5.1.1 Site Location and Construction

The hos t house of SHECA authentica tion sys tem is in Shangha i Te lecom Building, and
backup room loca ted in SHECA building has three phys ica l protection layers to monitor
and manage phys ica l channe l. Hos t and backup rooms of SHECA are equipped with
shock-proof, fireproof, wa te rproof tempera ture control sys tems , access control sys tems ,
video surve illance sys tems and a la rm sys tems to ensure continuity and re liability of
ce rtifica tion se rvices . Given Shangha i's geographica l loca tion, the probability of na tura l
disas te rs such as ea rthquakes is re la tive ly low. The dis tance be tween the primary and
backup da ta cente rs is le ss than 5 kilomete rs . However, each cente r is independently
equipped with sys tems for ea rthquake res is tance , fire prevention, wa te r protection,
tempera ture and humidity control, access control, video surve illance , and a la rm sys tems
to ensure the continuity and re liability of ce rtifica tion se rvices . The da ta cente rs employ
high-security monitoring technologies , including video surve illance , facia l recognition, and
access control sys tems , to ensure the security of phys ica l access pa thways . Access to
SHECA data cente rs is controlled by time-res tricted access sys tems . The facilitie s a re
monitored by automated sys tems opera ting 24/7 .

The cons truction and management of a ll da ta cente rs s trictly adhere to SHECA's
regula tions . The da ta cente r a reas a re divided into the following zones : Public Zone ,
Service Zone , Management Zone , and Core Zone , as de ta iled be low :

Public Zone :​ Areas such as the da ta cente r entrance , office a reas , and auxilia ry/support
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areas fa ll within the Public Zone . Access control measures a re implemented, pe rmitting
entry only to personne l authorized by SHECA .

Service Zone :​ The Service Zone is the work area for RA opera tors and management
personne l. Entry requires both re levant permiss ion verifica tion and identifica tion. All
access to the Service Zone is logged .

Management Zone :​ The Management Zone is des igna ted for CA opera tiona l
management. Areas including the sys tem monitoring room, security monitoring room, and
power dis tribution room are loca ted here . Entry into this zone requires pass ing re levant
permiss ion checks and facia l recognition .

Core Zone :​ This zone houses the certifica te authentica tion sys tem, cryptographic
equipment, and re la ted items . CA servers , da tabase sys tems , and cryptographic devices
a re loca ted within a shie lded room ins ide the Core Zone . Access to the Core Zone
requires re levant permiss ion verifica tion and identity authentica tion. Entry into the
shie lded room requires two trus ted persons to s imultaneous ly pass re levant permiss ion
checks and identity authentica tion .

5.1.2 Phys ical Access

The access control sys tems for the Service , Management, and Core Zones a t Shangha i
CA regula te personne l entry. Opera tors mus t pass facia l ve rifica tion and permiss ion
checks to access work areas . Entry and exit through each door a re recorded in logs .
Doors in the Service , Management, and Core Zones a re equipped with forced-entry
a la rms and timeout a le rts . The entire access control sys tem is connected to a UPS, which
provides emergency power during mains power fa ilure . Opera tors access ing the da ta
cente r mus t pass identity verifica tion via IC card access sys tems and facia l recognition.
Access to critica l a reas like the shie lded room and sys tem rooms requires a t leas t two
persons to ente r s imultaneous ly, with 24-hour video surve illance in place . Surve illance
records include a ll activitie s within da ta cente r access pa ths . All pe rsonne l authorized by
SHECAmust be accompanied by SHECA sta ff when opera ting in res tricted areas . The lis t
of SHECA-authorized personne l is provided to the SHECA opera tions department to
ensure only authorized individua ls can access the da ta cente r. Vis itors requiring da ta
cente r access a re only permitted following appropria te approva l and when accompanied
by an authorized SHECA employee

5.1.3 Power and AirConditioning

Electricity of CA server room is supplied by Uninte rruptible Power Supply(UPS) provided
by of Shangha i Te lecom North Dis trict Power Cente r. The UPS is equipped with two
diffe rent power supply channe ls to guarantee uninte rrupted power supply and us ing diese l
engine as a backup.

CA air conditioning sys tem uses a separa te a ir conditioning sys tem and ventila tion
equipment to ensure tha t the tempera ture and humidity is controlled within the opera tion
scope to ensure sys tem stability.
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SHECAmainta ins according to the provis ions of the te lecommunica tions facilitie s .

5.1.4 Water Exposures

The place SHECA CA sys tem in is an enclosed building, and taking measures of a ra ised
floor to prevent flood eros ion.

5.1.5 Fire Prevention and Protection

Machine room is adopted fire -res is tant mate ria ls with the centra l fireproof control
equipment and automatic sprinkle r sys tem to avoid the threa t of fire . SHECA es tablishes
fire prevention and protection and other emergency response measures through
coordina tion with profess iona l fire departments , and the machine room passes the fire tes t
from the na tiona l authoritie s .

5.1.6 Media Storage

The s torage medium sys tem used is in anti-magne tic, anti-s ta tic inte rfe rence
circumstance , sa fe and re liable protection, aga ins t ha rm and des truction produced
poss ibly from such as tempera ture , humidity, and magne tic and other environmenta l
changing.

5.1.7 Waste Disposal

Hardware devices , s torage devices , encryption devices used by SHECA, are abandoned,
involving in sens itive and confidentia l information e limina ted sa fe ly and comple te ly.

The documents 、materia ls and s torage media conta ining sens itive and confidentia l
information before disposa l have been a specia l measures to ensure tha t the information
can not be recovered and read.

All the process ion behavior will be recorded in order to mee t the needs of the review, and
a ll the des truction behavior sha ll follow the re levant laws and regula tions .

5.1.8 Off-s ite Backup

1. Sys tem backup

CA sys tem has the off-s ite sys tem backup, preventing the sys tem can not work properly
because of uncerta intie s . When the main sys tem can not work properly, the backup
sys tem will be put into use to continue to provide certifica tion se rvices .

2. Da ta backup

SHECA has the off-s ite da ta backup a t the same time . The opera tion of off-s ite backup is
made in the disas te r recovery plan of SHECA. Security requirements for medium of
SHECA off-s ite da ta backup are corresponded with backup s tandards and procedures of
SHECA.
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5.2 Procedural Controls

5.2.1 Trusted Roles

Certifica te se rvices have the requirements of high re liability and high security. The
employees , third-party se rvices , consultant and so on who should be recognized as
credible persons can work in a credible pos ition, in order to ensure tha t re liable personne l
management. SHECA have a ll the right to use or control s ta ff, third partie s se rvice
personne l (collective ly, the "s ta ff") tha t may affect such opera tions (including repos itory
res trictive opera tions for SHECA) as the issuance of the certifica te , usage , management
and revoca tion, cons ide red as credible role in the CPS.

SHECA clea rly defines the key functions pos itions for CA, including

1. The adminis tra tor of the applica tion sys tem

2. The adminis tra tor of the opera ting sys tem

3. The adminis tra tor of the da tabase sys tem

4. The adminis tra tor of the ne twork sys tem

5. RA adminis tra tor

6. Entry s ta ffs

7. Auditors

8. The key control group

9. Safe ty Executive Group

10. Other personne l

Arrangements for these pos ts a re to ensure share a clea r respons ibility and es tablish an
effective security mechanism to ensure the sa fe ty of inte rna l management and opera tions .

SHECA in accordance with this CPS and authorized agreement crea tes the management
practices of authorized certifica tion se rvices organiza tion (RA, RAT and others ),
s tandardizes the certifica tion se rvice organiza tion and the opera tion of se rvice sys tems
management s ta ff and opera tor. Take full account of security cons tra ints during a re la ted
software des igned. Respons ibility of authorized certifica tion se rvice organiza tion by
SHECA is divided reasonably to ensure respons ibilitie s and obliga tions management and
implementa tion through the sys tems and technology.

5.2.2 Number of Persons Required perTask

CA and RA should es tablish, mainta in and enforce s trict control process , and es tablish
measures of duties segrega tion, based on job requirements and arrangement to
implement the sa fe ty mechanism of mutua l res tra int, mutua l supervis ion to ensure tha t
sens itive opera tion is comple ted by a number of credible personne l.
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Tactics and control procedures of duties segrega tion are based on the requirements of
actua l duties . For the certifica tion bus iness , the mos t important sens itive opera tions is
vis iting and managing CA cryptographic equipment, dis tribution and management of key
mate ria l and protection of key password .These opera tions mus t require more credible
personne l to accomplish toge the r .The sens itive inte rna l control processes require two
credible personne l a t leas t to participa te , have the ir own independent phys ica l or logica l
control facilitie s , and the process of CA key equipment life cycle is required s trictly to
participa te toge the r by more credible personne l. Key control will be separa ted phys ica l
and logica l, such as the personne l having critica l equipment phys ica l authority can not
hold logic authority, and vice versa .

SHECA ensure tha t a s ingle person can not touch, export, re s tore , upda te or revoke the
priva te key s tored by SHECA. At leas t three persons toge the r may have the opera tion of
any CA key genera tion and key recovery, by a technology of secre t key segmenta tion and
synthes is for participa ting opera tors .

For identifica tion and issuance of the certifica te applica tion, it requires two credible
personne l a t leas t to opera te .

For manipula tion of critica l sys tems da ta and important sys tem, it needs one person to
opera te , a t the same time one person to monitor a t leas t.

SHECA has a clea r labour divis ion for its opera tion and functions re la ted opera tion, the
security mechanism of mutua l res tra int, mutua l supervis ion.

SHECA usua lly a rranges one person to opera te , the other one to monitor and record for
opera tions and maintenance of critica l sys tem.

5.2.3 Identification and Authentication of Each Role

For a ll pe rsonne l seeking to become Trus ted Persons , ve rifica tion and authentica tion of
identity is pe rformed s trictly to ensure tha t it can mee t the requirements for the job duties .
Mainly including:

 Each role should be defined according to actua l needs and be dis tributed with
rights and requirements as well as background demands .

 In order to mee t the requirement for the role , background inves tiga tion should be
conducted for personne l seeking to be included as ce rta in role .

 Security token and proper rights should be ass igned to trus ted roles .

Before the credible background checking, firs tly the person's authenticity and re liability of
phys ica l identity is confirmed, and identity is furthe r confirmed through the background
checking procedures in CPS.

All se rving office rs in SHECA must be certified then given to the required sys tem
opera tion cards , access ca rds , password, opera ting certifica te , opera ting accounts and
other security tokens , according to the job na ture and pos ition right. For the employees
us ing security tokens , SHECA will record comple te ly a ll the opera ting behavior.
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All SHECA employees mus t ensure tha t:

 Security tokens issued only directly be longs to persona l or organiza tion

 Security tokens issued does not a llow to share

 SHECA sys tems and processes control opera tor authority by identifying the diffe rent
token.

5.2.4 Roles Requiring Separation of Duties

Roles requiring separa tion of duties include (but a re not limited to)

 The va lida tion of information in Certifica te Applica tions ;

 The acceptance , re jection, or othe r process ing of Certifica te Applica tions , revoca tion
reques ts , key recovery reques ts or renewal reques ts , or enrollment information;

 The issuance , or revoca tion of Certifica tes , including personne l having access to
res tricted portions of the repos itory;

 The handling of Subscribe r information or reques ts

 The genera tion, is suing or des truction of a CA certifica te

 The personne l of sys tem on-line or off-line

 The personne l of mas te ring important password key Management s ta ff and opera tor
of key and cryptographic equipment

 The acceptance of the certifica te se rvices is comple ted by two roles entry cle rks and
auditors .

For the root key opera tion, three or more of the root key adminis tra tor s imultaneous ly on
the scene , can carry out the opera tion.

When SHECA sys tem encounte ring emergency and need to joint repa ir, one SHECA
personne l a t leas t on the scene , repa ir pe rsonne l accompanying with SHECA personne l,
may carry out licens ing opera tion, and a ll opera tions , modifica tions re ta in records .

When the non-SHECA employees because of phys ica l fix, fire , high power fa ilures , e tc.,
need ente r the machine room to repa ir something, they mus t be approved, firs tly with the
identity confirmed. Then repa ir pe rsonne l is agreed to comple te the repa ir of the agreed
parts by SHECA while under accompanying and guardian of s tuff of SHECA.

5.3 Personne l Controls

5.3.1 Qualifications , Experience , and Clearance Requirements

Personne l seeking to become Trus ted Persons mus t present proof of the required
background, qua lifica tions , experience and other conditions , and is able to submit the
appropria te documents .



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 82 / 135

1. Various opera tors of ce rtifica tion bus iness sys tems in SHECA must have the
characte ris tics of credibility and high enthus iasm, othe r part-time work without a ffecting
the ir jobs . And they don't have the irrespons ible experience of ce rtifica tion bus iness
opera tion, and there is no lawlessness record.

2. Sys tem opera tors mus t have re levant work experience in authentica tion sys tems or
obta ining re la ted tra ining in SHECA.

3. Managers mus t have practica l ce rtifica te authentica tion experience and many years of
experience in sys tems management and opera tion.

5.3.2 Background Check Procedures

The personne l opera ting as trus ted role need to take a rigorous background inves tiga tion
process . Background inves tiga tion mus t comply with laws and regula tions , and survey
content, survey method and office r engaging in the inves tiga tion sha ll not viola te the laws
and regula tions .

According to the work characte ris tics of diffe rent credible pos ition, background checks
should include but a re not limited to the following:

 Identifica tion, such as persona l identity ca rds , passports , pe rmanent res idence
bookle t, e tc.

 Educa tion, degrees and other qua lifica tions .

 Resume, including educa tion, tra ining experience , work experience and re fe rence
re la ted

 No crime evidence

Background inves tiga tions should use lega l ways as much as poss ible background
information verifica tion by re levant organiza tions , departments for s ta ff. The person
assessment is worked out by certifica tion organiza tion's human resources department
and security personne l.

Employees in SHECA need to have s tudy period of three -month, and employees of key
and core pos ition afte r pass the s tudy period, they a lso need an additiona l s tudy
period .According to the inspection results Employees a re a rranged for re levant work or
fired. According to the need for s ta ff, SHECA conduct the tra ining of respons ibilitie s , job,
technology, policy, lega l, security and other aspects .

SHECA will conduct s trictly the background inves tiga tion for s ta ff in key pos itions .
Background inves tiga tion need to verify the mate ria ls and procedures , including but not
limited to the following:

 Verify the authenticity of the previous work record

 Verify the authenticity of identity

 Verify educa tion, degrees and other authenticity of credentia ls

 Check no crimina l evidence and confirm without a crimina l record
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 See whether the re is a se rious dishones ty in the work through appropria te channe ls
to

In the background inves tiga tion, if SHECA finds the following circumstances , SHECA can
re fuse qua lifica tions of trus ted personne l:

 There is fabrica ting facts or information

 With evidence of the unre liable s ta ff

 There a re some crimina l record or fact

 Use illega l identifica tion or educa tion, qua lifica tions

 The behavior of se rious dishones ty in the work

The check of ce rtifica tion se rvice manager and opera tor s ta ff authorized by SHECA can
re fe r to the way of trus ted employees examina tion by SHECA , on this bas is , increas ing
vis its and tra ining provis ion, but not contra ry to the CPS and the corresponding CP,
licens ing agreements and requirement of public ce rtifica te se rvices specifica tions by
SHECA.

SHECA es tablishes the rules of process management regula tion, and under which
employees a re res tra ined by contract, not a llowed to disclose sens itive information of
SHECA certifica te se rvice . All employees s ign confidentia lity agreements with SHECA
and go on working in s imila r with SHECA afte r expira tion of the agreements 2 years .

If necessa ry, SHECA can comple te background inves tiga tion on employee collabora te
with re levant government departments and inves tiga tive organiza tions .

5.3.3 Training Requirements

The following tra ining is offe red by SHECA to s ta ff:

 SHECA security management s tra tegy

 Job respons ibilitie s

 PKI bas ic knowledge

 The software description of SHECA authentica tion sys tem used

 Control sys tem of authentica tion and management on SHECA

 Identity authentica tion, auditing policy and procedures

 Disas te r recovery and bus iness continuity procedures

 Authentica tion policy, the CPS policy and re la ted s tandards and procedures Common
threa ts in regards to authentica tion procedure , including phishing and other socia l
engineering actions

 Electronic authentica tion and other re levant laws and regula tions

 Other tra ining

SHECA sha ll record the s ta ff tra ining and archive the record, and assure the personne l
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have qua lified skill a s required in the Base line Requirement prior to work.

5.3.4 Retraining Frequency and Requirements

SHECA may require employees to continue tra ining to adapt new change , according to
SHECA stra tegy adjus tment, sys tem upda tes , e tc.

The company Safe ty management s tra tegy should be tra ining a t leas t once a year.

Re la ted personne l for authentica tion sys tem opera tions should be tra ined re levant skills
and knowledge a t leas t once a year.

For the cases of authentica tion sys tem upgrade , new sys tems implementa tion and the
progress of PKI / CA and cryptographic technologica l e tc., SHECA needs to a rrange
appropria te tra ining accordingly.

5.3.5 Job Rotation Frequency and Sequence

The opera tion and maintenance personne l have diffe rent respons ibilitie s with the
employees who des ign and deve lop sys tem in SHECA certifica tion sys tem, separa tion of
both pos itions , and in order to ensure sa fe ty the la tte r can not become the former tha t
means deve loping s ta ff and running s ta ff a re in duty segrega tion.

In order to mee t the certifica tion sys tem opera tiona l needs and job adapta tion, SHECAwill
se lect suitable candida tes according to the s itua tion in the rota tion of diffe rent pos itions .
But this rota tion sha ll not viola te the principle of the pos ition separa tion above .

5.3.6 Sanctions forUnauthorized Actions

When SHECA employee is suspected or has ca rried out unauthorized opera tions , such as
abus ing right under the unauthorized s itua tion or us ing SHECA sys tem beyond the limits
of authority or conducting the ultra opera tion, a fte r SHECA get information to suspend
immedia te ly tha t pe rsonne l ente red work of ce rtifica tion se rvices within the sys tem on
SHECA. According to the severity, SHECA can take criticism educa tion, and implement
including the submiss ion to judicia l authority.

Once any one of above happens , SHECA suspends or te rmina tes immedia te ly the
personne l's security token.

5.3.7 Independent ContractorRequirements

In limited circumstances of human resource or specia l requirements , CA and RA can use
independent contractors or consultants to fill Trus ted Persons as long as it mee ts the
following conditions :

 No suitable Trus ted Person and independent contractors or consultants can take this
role .

 Independent contractor or consultant can be trus ted as a trus ted employee
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Otherwise , independent contractors and consultants a re permitted access to secure
facilitie s only to the extent they are escorted and directly supervised by Trus ted Persons
a t a ll times .

In addition to s igning confidentia lity agreement, independent contractors or consultants
should take tra ining of necessa ry knowledge and safe ty regula tions to comply with
SHECA specifica tions s trictly.

5.3.8 Documentation Supplied to Personnel

In order to continue normal security opera tion for authentica tion sys tem running,
employees should be provided with the re levant document, a t leas t: including the
following

 Sys tem software and hardware documenta tion for the opera tion, cryptographic
equipment documenta tion for the opera tion, WWW services for opera ting
documenta tion

 The opera ting ins tructions manua l for authentica tion sys tem itse lf

 CP, CPS and re la ted agreements and norms

 Inte rna l opera ting file s , including backup manua l, disas te r recovery programs

 Job descriptions

 Company-re la ted tra ining mate ria ls

 The s tandards of re levant sa fe ty management

5.4 Audit Logging Procedures

5.4.1 Types of Events Recorded

SHECA must record the events of opera ting sys tem-re la ted with the CA and RA. These
records whe ther handwritten, or e lectronic format mus t include da te of the event, content
of the event, time of the event, entitie s of event-re la ted, including but a re not limited to:

1. Information of ce rtifica te subscribe r se rvice applica tion and revoca tion, such as the
applica tion form, agreement, identity information and other re levant information.

2. Genera tion, s torage , recovery, a rchiving and des truction for CA key .

3. All kinds of se rvice sys tem key pa ir for genera tion, built-in, changes and other records
of success and fa ilure in the authentica tion sys tem.

4. The log file s genera ted from the authentica tion sys tem da ily opera tion

5. CRL's opera tiona l records .

6. Form of pass ing in and going out SHECA region, record of security token pass ing in
and going out sens itive a reas , work logs of machine room ,records of sys tem



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 86 / 135

maintenance da ily, surve illance video, e tc.

7. The records of sys tem software and hardware devices on the line , replacement and
off-line and other.

8. Specifica tions and records re la ted work of among CA、RA、RAT .

9. SHECA also records the events not directly re la ted with the sys tem, such as vis iting
records of phys ica l access , pe rsonne l changes .

10. Record of credible personne l management, including account applica tion record of
ne twork access , an applica tion record of applica tion, change , crea tion for the sys tem
permiss ions , pe rsonne l changes in circumstances .

11. Sys tem security events , including: activity of success ful or unsuccess ful access to the
CA sys tem ne twork, unauthorized access a ttempts and access for CA sys tem ne twork,
unauthorized access a ttempts and access for the sys tem files , security, sens itive
documents or records of read, write or de le te , sys tem crashes , ha rdware fa ilures and
other anomalies .

12. Security events of firewall and intrus ion de tection sys tem recording.

5.4.2 Frequency of Process ing Log

SHECA periodica lly reviews the log records , putting on records for the behavior of the
record reviewed. Reviews should be conducted not less than two times in a year.

5.4.3 Retention Period forAudit Log

SHECA sha ll re ta in any audit logs genera ted for a t leas t seven years . In the event tha t
the re a re laws and regula tions defining rules for this point, the rules in laws and
regula tions sha ll govern..

5.4.4 Protection of Audit Log

SHECA carries out s trictly the measures of phys ica l and logica l access control to ensure
tha t only personne l authorized by SHECA can close to the records reviewed. These
records a re s trictly protected, and s trictly prohibited of the opera tions of unauthorized
access , read, modify, and de le te .

The log of route r and firewall activitie s mus t include a t leas t:

1. Route r and firewall login a ttempts : Including both success ful and fa iled login a ttempts .

2. Adminis tra tive opera tion logs : Recording a ll adminis tra tive opera tions performed on
route rs and firewalls , including configura tion changes , firmware upda tes , and access
control modifica tions .

3. Firewall rule change logs : Documenting a ll changes to firewall rules , including additions ,
modifica tions , and de le tions .

4. Sys tem event and error logs : Recording a ll sys tem events and errors , including
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hardware fa ilures , software crashes , and sys tem res ta rts .

5.4.5 Audit Log Backup Procedures

SHECA ensures tha t a ll records of review and the summary of review in accordance with
s tandards and procedures on SHECA are backed up. Following the na ture and
requirements of the record, it needs rea l-time , da ily, weekly, monthly and annua l and
other forms of backup, us ing a varie ty of on-line and off-line backup tools .

5.4.6 Audit Collection System

SHECA audits collection sys tems , including the objects involved:

 Certifica te management sys tem

 Certifica te is suing sys tem

 directory sys tem

 Certifica te accepted and approva l sys tem

 Backup and recovery sys tem

 Access and control sys tems (including firewalls )

 Customer se rvice sys tem

 Security sys tem of webs ite , da tabase

 other sys tems by SHECA cons ide ring necessa ry to review

SHECA conducts collection and review for the sys tem log to mee t the sys tem's sa fe
opera tion needs us ing the mode of automatic and manua l combina tion.

5.4.7 Notification of Event-caus ing Subject

When opera tion of the authentica tion sys tem has affected sa fe ty control, the security
office rs mus t be informed, and measures should be taken. If the opera tion affects the
sys tem serious ly, which leads to SHECA providing unnormal se rvices on certifica te ,
SHECA will announce to use rs by webs ite and other way.

If a ttack phenomenon is found during the review in SHECA, SHECA will record the a ttack
behavior and re trospect the a ttacker within the law. SHECA rese rves the right to take
appropria te counte r measures . According to the a ttacker's behavior, SHECA takes the
measures including cutting off the open services for a ttacker, submitting the judicia ry to
dea l with. Whether to notify the a ttacker or the perpe tra tors , it is decided by SHECA.

5.4.8 Vulnerability Assessments

Events recorded in the audit section is used to monitor sys tem vulnerabilitie s , logica l
security vulnerability assessment da ta can be recorded in rea l time , da ily, monthly, and
annua l bas is .
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SHECA performs regula r vulnerability assessments a t leas t annua lly, which focus on
inte rna l and exte rna l threa ts . Based on the assessment results and the implementa tion of
regula r audit of sys tem log, the sa fe ty control measures re la ted to sys tem opera tion
should be timely adjus ted in order to minimize the risk of sys tem opera tion. Including:

 Vulnerability Assessment of opera ting sys tem

 Vulnerability Assessment of phys ica l facilitie s

 Vulnerability Assessment of Certifica te Sys tem

 Vulnerability Assessment of ne twork

5.5 Record Archival

5.5.1 Types of Records Archived

SHECA follows the records (including but not limited to) for a rchiving:

1. Sys tem cons tructed and upgraded documenta tion of SHECA

2. Certifica te applica tion for information, information of ce rtifica te se rvice approved and
re jected, the ce rtifica te subscribe r agreement, ce rtifica te and CRL and so on

3. Log da ta of sys tem opera ting and certifica te authentica tion se rvice , the key upgraded
for ce rtifica te authentica tion sys tem, and the information upda ted, e tc.

4. The e lectronic ce rtifica tion se rvice rules , the se rvices specifica tion and opera tiona l
protocols , and management regula tion

5. Da ta of the sys tem da tabase

6. Records of personne l pass ing in and out, and records of third-party personne l se rvice

7. Video surve illance

8. Employee information, including background inves tiga tion, hiring, tra ining, e tc.

9. Various exte rna l, inte rna l document of the review and assessment

Subscribe r's priva te key and certifica te s igna ture encryption key are s tored by the
subscribe rs themse lves . Respons ibility re la ted for the prese rva tion is undertaken by
subscribe rs themse lves .

5.5.2 Retention Period of Archive

In addition to the deadline of prese rve by laws and regula tions and proposed of the
certifica te authority, SHECA deve lops about third-party e lectronic authentica tion re la ted
for opera ting information archived for a t leas t the following.

1. The bus iness rules of the e lectronic authentica tion, ce rtifica te policy, forms of the use r
applica tion information and re la ted agreements , subscribe r applica tions , renewals ,
expired and revoked certifica tes should be kept for a t leas t 5 years a fte r the end of the
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certifica te va lida tion.

2. The se rvice records of the certifica te use r's ce rtifica te applica tion, query, and
revoca tion should be saved for a t leas t 5 years a fte r the va lida tion of the certifica te .

3. The subscribe r's ce rtifica te , key and changes of re la ted information are saved 5 years
a t leas t.

4. The certifica te and key of ce rtifica tion authority, and re la ted change information are
saved 10 years a t leas t.

5. Video surve illance content is s tored in loca l ha rd disk in the sys tem for one month.
Video surve illance content in the surve illance sys tem is backed up weekly. Backup
content mus t be kept for one year, in accordance with the provis ions to a rchive a year
la te r.

6. Other information is re ta ined for 5 years a t leas t.

7. Records of bus iness management is re ta ined not less than 2 years

8. If the time is diffe rent with the provis ions of laws and policies , the longer time be tween
them is chosen.

In addition, SHECA can decide the information regula r a rchive period without an
explana tion and inte rpre ta tion, under the premise without viola ting the laws and
regula tions and the provis ions of the competent authoritie s .

5.5.3 Protection of Archive

Archive content is ensured not only phys ica l security measures , but a lso cryptography
guarantees , which ensure tha t the a rchive document can be saved effective ly and
long-te rm. Only authorized personne l can close and access the a rchive content in
accordance with the specific security way. In addition to lega l requirements and the
certifica tion practices need, no person ge ts free ly.

SHECA protects file s information re la ted to avoid the threa t of harsh environment such as
tempera ture , humidity and s trong magne tic and other damage to ensure tha t the content
of a rchiving content within the period of provis ion, mee ts the needs of any legitima te
requirement for reading and us ing .For information deemed necessa ry, SHECA will take
the way of off-s ite backup to save .

The identifica tion information and bas ic information of the applica tion and user saved by
SHECA, any unre la ted third partie s can't ge t them by non-governmenta l authoritie s or the
judicia ry to apply through lega l means .

5.5.4 Archive Backup Procedures

All the documents and da ta a rchived, usua lly is s tored in the main s torage s ite on SHECA.
Rea lly necessa ry, it will a lso be saved the backup in its offs ite . Da tabase a rchived
genera lly is accepted the phys ica l or logica l isola tion for approach, not exchanging
information with the outs ide world. Only authorized personne l can conduct the opera tion



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 90 / 135

for reading the file in the supervis ion of the case . SHECA makes sure tha t it prohibits
de le tion or modifica tion for backup and file s , or othe r inappropria te opera tions in the
security mechanism.

The file s and da ta to be continued and saved are backed up and archived on SHECA
backup s tra tegy.

When the authentica tion sys tem is leaded to abnormal opera tion because of unusua l
circumstances , in accordance with SHECA recovery s tra tegy, the sys tem can be
recovered by these da ta a rchived.

5.5.5 Requirements for Time-Stamping of Records

All the a rchive contents above have time s tamp, for example , the time recorded
automatica lly by the sys tem, or the time marked manua lly by the opera tor. The time
doesn't take the time s tamp based on the encryption manner.

5.5.6 Archive Collection System

SHECA authentica tion sys tem opera tiona l information re la ted from the SHECA inte rna l
s ta ff or the security controls inte rna l sys tem is genera ted and collected in accordance with
opera tion for manua l and automatic conducted, and is managed and class ified by the
people with the re levant authority.

5.5.7 Procedures to Obtain and Verify Archive Information

Only authorized Trus ted Personne l a re able to obta in access to the a rchive . The integrity
of the information is verified when it is res tored. During the archiving period, a ll the records
accessed mus t verify the cons is tency in the re turn.

5.6 Key Changeover

Valid of SHECA root ce rtifica te for a maximum is not more than 30 years , and any
certifica te va lidity is sued by root ce rtifica te including the sub-CA certifica te , the subscribe r
ce rtifica te , is shorte r than the va lid of root ce rtifica te . Any subscribe rs ce rtifica te va lidity
is sued by sub-CA certifica te , is shorte r than the sub-CA certifica te va lidity.

The va lidity of root ce rtifica te and sub-CA certifica te is introduced clea rly in the certifica te .

Prior to the expira tion of ce rtifica te , SHECA will replace the root key in accordance with
the provis ions of UNTSH CP, and genera te a new certifica te . When making a genera tion
for key, specifica tions of SHECA key management is followed s trictly. CA key
replacement r mus t comply with the following principles :

1. The new certifica tes isn't is sued before the end of the lower ce rtifica te life cycle , which
ensure tha t a ll subordina te ce rtifica tes a re a ll expired as the CA certifica te expira tion.

2. CA continues to issue CRLs s igned with the origina l CA priva te key until the expira tion
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da te of the las t Certifica te is sued us ing the origina l key pa ir has been reached.

3. CA key genera tion and management conform to key regula tions s trictly.

4. Re lease the new CA certifica te time ly.

5. The entire trans ition process is sa fe and smooth, which did not appear a vacuum of
trus t and confidence .

5.7 Compromise and Disaster Recovery

SHECA ass igns a re liable damage and disas te r recovery plan to dea l with the sys tem
problems by unexpected incidents ,in order to enable to rega in certifica tion sys tem
opera tion in the shortes t time when the s itua tion of abnormal or disas te r appears .

5.7.1.Incident and Compromise Handling Procedures

When SHECA is a ttacked, the following happens , a communica tion ne twork resources
a re des troyed, compute r sys tem of equipment can not provide normal se rvices , software
is damaged, the da tabase is tampered or disas te r because of force majeure . SHECA will
imply recovery according to disas te r recovery plan .Specific work depends on SHECA
disas te r recovery plan.

SHECA should se t up and mainta in a 7*24h problem reporting and process ing
mechanism. Any subscribe r, re lying party, software supplie r or othe r third party who finds
the re might be problems with the certifica te , or finds or doubts the re is priva te key leak or
ce rtifica te abuse , or finds othe r re la ted certifica te malpractice , leak and abuse or othe r
misbehavior can report or compla in to SHECA. Deta ils for reporting show below.

 Email: report@sheca .com

 Fax: 021-36393200

 Phone : 021-36393196

Afte r accepting the report or compla int, SHECA will launch an inves tiga tion process within
24 hours to the re la ted certifica te and provide a pre liminary report on its findings to both
the Subscribe r and the entity who filed the Certifica te Problem Report. Also, inform the
reporte r and re la ted other partie s whe ther or not it will revoke the certifica te within 2
bus iness days . The inves tiga tion includes but is not limited to the following,

 The reporte r’s identity authentica tion

 The na ture and the cause of the problem reported

 The number of times and the frequency of the problem reported

 The re -examina tion of the certifica te is suing process and other re la ted
bus iness processes .

 The conformance to CP/CPS and subscribe r agreement.

 The conformance to re la ted laws and regula tions .
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Bes ides , when SHECA is made aware of incidents involving malware , the following
actions will be taken by SHECA.

 Within 1 bus iness day of be ing made aware of the incident, SHECA contacts the
software publishe r and reques ts a response within 72 hours .

 Within 72 hours of be ing made aware of the incident, SHECA dete rmines the volume
of re lying partie s impacted.

 If a response is rece ived from the publishe r, SHECA and publishe r de te rmine a
‘reasonable da te ’ for revoca ting the CodeSigning certifica te .

 If no response is rece ived from the publishe r, SHECA notifie s the publishe r tha t the
ce rtifica te will be revoked in 7 days unless it has documented evidence tha t this will
cause s ignificant impact to the genera l public.

5.7.2.Computing Resources , Software and / orData are corruped

In the event of the corruption of computing resources , software , and/or da ta , such an
occurrence is reported to SHECA, incident handling procedures a re enacted, follows
SHECA sys tem backup and recovery opera tions manua ls and conducts the sys tem
recovery opera tions to enable authentica tion sys tem to resume normal opera tions in
accordance with backed-up da ta within the sys tem or off-s ite backed-up da ta .

When the authentica tion sys tem hardware device is damaged, SHECA can follow sys tem
backup and recovery opera tions manua ls to s ta rt the backup hardware , and re la ted
opera ting sys tem backed-up and authentica tion sys tem to res tore sys tem opera tion.

Recovery process should be comple ted by SHECA as soon as poss ible , if not to comple te
the recovery process within 6 hours , and the accident led to the certifica te se rvices
without opera tion, then SHECA should s ta rt off-s ite backup mechanism to res tore
ce rtifica te se rvices within 24 hours .

5.7.3.Entity Private Key Compromise Procedures

In the event of a compromise of an entity ce rtifica te 's priva te key, SHECA has the
following handling requirements and procedures :

When a certifica te subscribe r discovers tha t the priva te key of the ir entity ce rtifica te has
been compromised, the subscribe r mus t immedia te ly cease us ing the priva te key and
mus t immedia te ly revoke the certifica te by access ing the certifica te se rvice webs ite of
SHECA or the corresponding Regis tra tion Authority, or immedia te ly notify SHECA or the
Regis tra tion Authority via te lephone or email to revoke the certifica te . SHECA will publish
the certifica te revoca tion information in accordance with section 4.9 .

When SHECA or a Regis tra tion Authority discovers tha t a subscribe r's entity ce rtifica te
priva te key has been compromised, SHECA or the Regis tra tion Authority sha ll
immedia te ly revoke the certifica te and notify the subscribe r, who must immedia te ly cease
us ing the priva te key. SHECA will publish the certifica te revoca tion information in
accordance with section 4.9 .
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Should the priva te key of a SHECA CA certifica te or a CA certifica te de lega ted by SHECA
be compromised, SHECA will immedia te ly revoke the affected CA certifica te , promptly
notify the re lying partie s through broad channe ls , and subsequently genera te a new CA
key pa ir and issue a new CA certifica te

5.7.4.Business Continuity Capabilities on Business after a Disaster

In order to avoid the authentica tion bus iness inte rmiss ion because of the sudden disas te r,
SHECA deve lops a comprehens ive continuity plan on bus iness , and es tablishes the
corresponding backup sys tem for off-s ite disas te r, ha rdware and software , da ta s torage ,
and user ce rtifica tes information required for the opera tion, bus iness practices and
disas te r recovery documenta tion provided by certifica tion, leaving an appropria te
dis tance from safe place of exis ting opera tiona l sys tems to es tablish backup sys tem and
backup file s .

The conduct tra ining and tes ting of disas te r recovery plan is conducted for authentica tion
bus iness recovery sys tem of off-s ite disas te r recovery cente r, according to demand a year
a t leas t, and upda ting the recovery plans and disas te r recovery file immedia te ly and
saving the corresponding archive record in accordance with changes of the actua l
s itua tion. In order to ensure when abnormal disas te r appears , SHECA certifica tion sys tem
can recover sys tem for opera tion and service de live ry within 24 hours a t mos t , which will
minimize the risks .

5.8 CA orRA Termination

If SHECA discontinues opera tions for any reason, SHECA will report to competent
authoritie s in accordance with re levant laws and regula tions , and opera tes on the bas is of
lega l procedures , including:

1. Before the deadline of the laws and regula tions provis ions , SHECA notices the
competent authoritie s , the ce rtifica te holder and a ll othe r re la ted entitie s .

2. Arrange the bus iness to undertake .

 Save a ll of the opera tiona l information re la ted to certifica tion se rvice , including
certifica tes , use r information, sys tem files , CPS, norms and agreements .

 Stop the re la ted opera tion se rvices .

 Clear sys tem root key.

When certifica tion se rvice agencies authorized by SHECA discontinues se rvice for any
reason, SHECA dea ls with re la ted bus iness matte rs and other matte rs in accordance with
the s igning agreement. Termina tion of se rvice for any reason, SHECA will opera te in
accordance with the RA opera tion agreement to undertake the bus iness matte rs and
other matte rs .
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6. Technical Security Controls

6.1 Key PairGeneration and Installation

Key pa ir is the critica l pa rt for e lectronic s igna tures security mechanism. The
corresponding provis ions a re crea ted in the CPS to ensure genera tion, transmiss ion,
ins ta lla tion for the key pa ir with confidentia lity, integrity and non-repudia tion.

6.1.1. Key PairGeneration

6.1.1.1 CA Key pairGeneration

SHECA's root key pa irs a re genera ted by the equipment approved and licensed by the
Sta te Commercia l Cryptography Adminis tra tion of China . Currently, pa rt of the encryption
se rver is comple te ly compliant with FIPS140-2 while they others in accordance with
re levant provis ions of s ta te encryption management. S ince FIPS140-2s tandard is not
recognized and supported by the Sta te Commercia l Cryptography Adminis tra tion of China ,
and the government has s trict regula tory requirements for cryptography products , the
s tandards for key genera tion , key opera tion and key protection are following
requirements of FIPS140-2, while othe r parts a re following the re levant provis ions of s ta te
encryption management, which are equiva lent to the s tandard of FIPS140-2.

When the key pa ir is be ing genera ted by SHECA, there mus t be a t leas t three
management personne ls with authoriza tion for key management and co-opera te the
hardware encryption machine to genera te a key pa ir. No person a lone can genera te a root
key pa ir. Any opera tions re la ted to priva te key is opera ted ins ide the encryption machine
and the priva te key can not be exported in the form of pla in text or cipher text.

For CA Key Pa irs tha t a re e ithe r used as a CA Key Pa ir for a Root Certifica te or used as a
CA Key Pa ir for a Subordina te CA Certifica te , SHECA SHALL: prepare and follow a Key
Genera tion Script, have a Qua lified Auditor witness the CA Key Pa ir genera tion process
or record a video of the entire CA Key Pa ir genera tion process , and have a Qua lified
Auditor is sue a report opining tha t the CA followed its key ceremony during its Key and
Certifica te genera tion process and the controls used to ensure the integrity and
confidentia lity of the Key Pa ir.

6.1.1.2 RA Key PairGeneration

No stipula tions .
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6.1.1.3 SubscriberKey PairGeneration

Genera tion of subscribe r s iging key pa ir should be performed by subscribe rs . Each
s igning certifica te subscribe rs can choose free ly key pa ir genera ted by the equipment of
s ta te cryptography adminis tra tion department approving and licens ing, such as encryption
machine , encryption card, USB Key, IC card. Subscribe r should ensure the security and
rea liability of the genera tion process . Before the choice of these devices , use rs may
consult in advance sys tem compatibility and acceptance re la ted towards SHECA. SHECA
did not promise to accept a ll types of the password genera tion equipment. The
subscribe rs may be provided the USB Key by SHECA in accordance with the re levant
provis ions of the s ta te encryption management as the device for key genera tion and
s torage , and offe ring re levant guidance .

SHECA genera lly doesn't offe r proxy service of key pa ir genera tion, The Subscribe rs
ce rtifica te key pa ir genera tion mus t follow country's laws and policies . SHECA supports
multiple genera tion method for multiple modes of s igna ture key pa ir, ce rtifica te applicants
may se lect according to the ir needs . No matte r wha t way, the security the key pa ir
genera ted should be guaranteed. SHECA has implemented security measures in
technology, bus iness processes and management.

Subscribe r Encryption key pa ir is genera ted by the appropria te s ta te management
ins titutions and transmitted in the sa fe way.

SHECA SHALL re ject a ce rtifica te reques t if one or more of the following conditions a re
met:

1. There is clea r evidence tha t the specific method used to genera te the Priva te Key was
flawed;

2. SHECA is aware of a demons tra ted or proven method tha t exposes the Applicant’s
Priva te Key to compromise ;

3. SHECA has previous ly been notified tha t the Applicant’s Priva te Key has suffe red a
Key Compromise us ing its procedure for revoca tion reques t;

6.1.2.Private Key Delivery to the Subscriber

The priva te key of SHECA certifica te authentica tion sys tem is genera ted in the sys tem
initia l phase . Priva te key de live red to a Subscribe r is not applicable ..

SHECA normally does not offe r or genera te s igning key pa ir for subscribe rs . But if the
applicant provides written applica tion asking SHECA to s ign the key pa irs and afte r the
applica tion is approved by SHECA, SHECA will genera te the key pa irs on beha lf of the
applicant, and make sure to take adequa te measures to ensure key security while
de live ring the key pa irs to the applicant who performs the certifica te applica tion. SHECA
should record the de live ry of the key pa irs . But in case of the loss , leakage of this key pa ir,
SHECA does not assume any respons ibility and obliga tion.

Partie s othe r than the Subscribe r SHALL NOT archive the Subscribe r Priva te Key without
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authoriza tion by the Subscribe r.

SHECA or authorized third partie s sha ll not s tore subscribe r priva te keys in pla in text.

If SHECA or any of its des igna ted RAs become aware tha t a Subscribe r’s Priva te Key has
been communica ted to an unauthorized person or an organiza tion not a ffilia ted with the
Subscribe r, then SHECA SHALL revoke a ll ce rtifica tes tha t include the Public Key
corresponding to the communica ted Priva te Key.

6.1.3.Public Key Delivery to Certificate Issuer

Certifica te subscribe rs apply for a ce rtifica te by the public key to SHECA, the public key
within the reques ted information obta ining the protection of subscribe rs priva te key
s igna ture , use r's authentica tion and message integrity, and trans fe rring by the way of
sa fe ty and re liability.

The reply message of ce rtifica te is sued success fully is protected by the e lectronic
s igna tures and message integrity, trans fe rring by the way of sa fe ty and re liability.

6.1.4.CA Public Key Delivery to Relying Parties

Public key of SHECA is included in the root CA certifica te se lf-s igned by SHECA , through
the webs ite https ://www.sheca .com to publish. SHECA supports on-line de live ry the
public-key or the way of downloading from SHECA to de live r the public key for the
certifica te subscribe r and re lying party's to query.

In addition, CA also supports the way of built-in browser and the software agreement
(such as S / MIME) to dis tribute public key to the re lying party.

6.1.5.Key Sizes

For RSA key pa irs , SHECA sha ll ensure tha t the modulus s ize , when encoded, is a t leas t
2048 bits , and ensure tha t the modulus s ize , in bits , is evenly divis ible by 8.

The s ize of SM2 key is 256 bits .

S ince June 1,2021, the s ize of RSA key of codes igning certifica te or times tamp certifica te
should be 3072 bits or more .

The SHECA key pa ir length is RSA 2048 bits , RSA 3072 bits , RSA 4096 bits .

SHECA will fully comply with the specifica tions and requirements for the length of key tha t
is is sued by na tiona l laws and regula tions , government authoritie s and others .

6.1.6.Public Key Parameters Generation and Quality Checking

Public key paramete rs mus t be used the genera tion of encryption equipment approved
and permitted by na tiona l password authoritie s , such as encryption machine , encryption
card, USB Key, IC card, and follow genera tion norms and s tandards of these devices . Of
course , SHECA cons ide rs tha t built-in protocols , a lgorithms for these devices mee t

http://www.sheca.com
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a lready sufficient leve l of security requirements .

Public key paramete rs qua lity is a lso checked through the encryption equipment approved
and permitted by the na tiona l password authoritie s , such as encryption machine ,
encryption card, USB Key, IC cards . Of course , SHECA cons ide rs tha t built-in protocols ,
a lgorithms for these devices mee t a lready sufficient leve l of security requirements .

RSA: SHECA SHALL confirm tha t the va lue of the public exponent is an odd number
equa l to 3 or more . Additiona lly, the public exponent SHOULD be in the range be tween
2^16 + 1 and 2^256 - 1. The modulus SHOULD also have the following characte ris tics : an
odd number, not the power of a prime , and have no factors smalle r than 752.

6.1.7.Key Usage Purposes

Priva te Keys corresponding to Root Certifica tes MUST NOT be used to s ign Certifica tes
except in the following cases :

1. Se lf-s igned Certifica tes to represent the Root CA itse lf;

2. Certifica tes for Subordina te CAs and Cross -Certified Subordina te CA Certifica tes ;

3. Certifica tes for infras tructure purposes (adminis tra tive role ce rtifica tes , inte rna l CA
opera tiona l device ce rtifica tes ); and

4. Certifica tes for OCSP Response verifica tion.

Inte rmedia te CA keys are genera lly used to issue the following certifica tes and CRLs:

1 Subscribe r ce rtifica te ;

2 PKI sys tem function certifica tes for specific purposes (such as OCSP certifica tes );

3 Subscribe r CRLs .

Subscribe r keys can be used to provide security se rvices such as message encryption
and s igning.

Certifica te is sued by SHECA is X.509 vers ion 3, conta ins key usage extens ion .If the key
usage of ce rtifica te is sued is defined in key usage extens ion, the ce rtifica te subscribe r
mus t use the key according to the key usage defined.

All the keys usage mus t follow the CPS and the CP-re la ted.

6.2 Private Key Protection and Cryptographic Module

Engineering Controls

SHECA SHALL implement phys ica l and logica l sa feguards to prevent unauthorized
certifica te is suance . Protection of the CA Priva te Key outs ide the va lida ted sys tem or
device specified in BR Section 6.2.7 MUST cons is t of phys ica l security, encryption, or a
combina tion of both, implemented in a manner tha t prevents disclosure of the Priva te Key.
SHECA SHALL encrypt its Priva te Key with an a lgorithm and key-length tha t, according to
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the s ta te of the a rt, a re capable of withs tanding cryptana lytic a ttacks for the res idua l life of
the encrypted key or key part.

6.2.1 Cryptographic Module Standards and Controls

SHECA uses the hos t approved and permitted by the na tiona l s ta te cryptography
adminis tra tive department. The s tandards , usage and controls of cryptographic module
mee t na tiona l re levant provis ions , and some parts follow re la ted provis ions for
FIPS140-2 s tandard, mainly in the aspects of genera tion for key, opera tion for key and
protection for key following FIPS140-2 requirements .

As FIPS140-2s tandard is not recognized and supported by the s ta te cryptography
adminis tra tion department, country has s trict regula tory requirements for cryptography
products . There fore , SHECA only consults FIPS140-2 s tandards and chooses
autonomous encryption devices , under the s ta te encryption management consent, may
specifica lly re fe rence to the information provided by equipment manufacture rs .

All of the applied hos t encryption se rvers obta ined the na tiona l commercia l password
product mode l ce rtifica te ..Its main fea tures include :

1. Key genera tion: It can genera te 4096-bit or 2048-bit RSA key, and it can genera te more
symmetric key (the communica tion key).The speed of genera ting the key is fas t with the
phys ica l noise source as a random number.

2. Key s torage : It can s tore and genera te the RSA key and the communica tion key. Keys
are s tored in security, and illega l one can not ge t the key.

3. Rights management: It can initia lize the adminis tra tors and opera tors , and is
respons ible for the judgment of adminis tra tors and opera tor’s right. Adminis tra tor
password uses the separa ting permiss ion key management mechanism.

4. Key backup: On meeting permiss ions the keys and other important information in the
hos t encryption se rver encrypted backups to other s torage medium and can be imported
into the hos t se rver with same type according to need.

5. Key genera tion and output: It can use number 0 or number 6 key in the hos t encryption
se rver to genera te RSA key pa ir which can be output encryption devices and the key pa ir
is a lready encrypted.

6. Phys ica l noise source random number genera tor chip with hardware genera tes
random numbers .

7. Us ing the IC card to s tore PIN and us ing IC password card to dis tinguish the
adminis tra tor and opera tor identity, the password us ing the key management mechanism
of separa te permiss ion.

8. When the client hos t invokes the hos t se rver encryption to invoke bus iness , it is
necessa ry to pass it with shake hands , and it is means tha t it requires to pass the
authentica tion password, and verifie s the compatibility of vers ion number.

9. Key encrypted is s tored in e lectronic s torage devices , and is not a llow the key output by
the way of pla in text, appears on disk and memory in clea r text.
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6.2.2 Private Key Multi-person Control

1.SHECA uses multi-pe rson control to activa te , use , s top priva te .(n out of m)

SHECA priva te key accepts multi-control s tra tegy(means n out of m stra tegies , m> n, n> =
3).At present SHECA uses five persons to control, a t leas t three or more key control
pe rsonne l to comple te genera tion and segmenta tion procedures on common. SHECA
sys tem has es tablished appropria te security mechanisms with the technology to limit the
genera tion opera tion .The key management personne l with authority holds respective ly a
separa te password. All the information re la ted priva te key, such as controlling the IC card,
protecting PIN code e tc. should be controlled by diffe rent managers .

1. Priva te Key of subscribe r ce rtifica te should be controlled by Subscribe r

Priva te Key of subscribe r ce rtifica te should be controlled and secured by Subscribe r, if
specific person are ass igned to manage priva te key, the one should be effective ly
authorized to prevent priva te keys from being compromised, damaged, los t, or used
unauthorized. Subscribe r a re obliga ted to inform SHECA in the firs t place in any of these
circumstances .

6.2.3 Private Key Escrow

Escrow of s igning priva te key, please re fe r to section 4.12.1.1.

Protection, management, a rchiving, backup, escrow etc. of encrypted priva te key are
regula ted and decided by the Shangha i Key Management Cente r (KM). Certifica te
subscribe rs can communica te with the appropria te na tiona l authoritie s on encrypted
priva te key trus teeship problem.

6.2.4 Private Key Backup

In order to ensure ongoing opera tions , e lectronic ce rtifica tion se rvice agencies mus t
crea te backup of the CA priva te key for disas te r recovery. Such keys are s tored in
encrypted form within hardware cryptographic modules and associa ted key s torage
devices Backup of the priva te key in encrypted form is s tored in the hardware
cryptographic module ,and cryptographic modules used for CA priva te key s torage mee t
the requirements of 6.2.1. CA priva te key is copied to backup for hardware
cryptographic module to mee t the requirements of 6.2.6.

For subscribe rs s igning certifica te , if the priva te key is s tored in the software code module ,
it is proposed tha t subscribe rs backup the priva te key , the backup priva te key us ing the
password for access control authorized to prevent unauthorized modifica tion or
disclosure .

For subscribe rs encryption certifica te , the protection, management, a rchiving, backup,
escrow etc. of encrypted priva te key are regula ted and decided by the appropria te s ta te
key management department .Certifica te subscribe rs can communica te with the
appropria te na tiona l authoritie s on priva te key backup problem.
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6.2.5 Private Key Archival

SHECA priva te key will be secure ly re ta ined afte r encrypted. SHECA does not a rchive
Priva te Keys .

6.2.6 Private Key Transfer into or from a Cryptographic Module

SHECA priva te key backup is run s trictly in accordance with procedure and s tra tegies
specified by SHECA, in addition, any imported and exported opera tions not to be a llowed.
When CA key pa ir is backed up to another hardware cryptographic module , by the way of
the encrypted form to transmit be tween the modules , and made a authentica tion before
the transmitting to prevent the CA priva te key from being los t, s tolen, modified, disclosure
non-authorized , used unauthorized .

SHECA does not provide subscribe r for the way tha t priva te key derived from the
hardware cryptographic module and does not a llow this opera tion. As for the priva te key
s tored in the software code module , and if subscribe rs a re willing to bear the re levant risks ,
the subscribe r can choose the way of import and export, the opera tion us ing password
protection and other control measures authorized access .

If the Issuing CA genera ted the Priva te Key on beha lf of the Subordina te CA, then the
Issuing CA SHALL encrypt the Priva te Key for transport to the Subordina te CA. If the
Issuing CA becomes aware tha t a Subordina te CA’s Priva te Key has been communica ted
to an unauthorized person or an organiza tion not a ffilia ted with the Subordina te CA, then
the Issuing CA SHALL revoke a ll ce rtifica tes tha t include the Public Key corresponding to
the communica ted Priva te Key.

6.2.7 Private Key Storage on Cryptographic Module

Priva te keys he ld on hardware cryptographic modules sha ll be s tored in encrypted form
which is approved and permitted by the na tiona l encryption department, and a ll the priva te
key s tored in the cryptographic modules a re s tored in the form of cipher text.

Subscribe r's priva te key is s tored in the USB key medium meeting the regula tions of the
na tiona l password adminis tra tion, and a ll the priva te key s tored in the USB key are s tored
in the form of cipher text. For the priva te key genera ted by software cryptographic
modules , pre fe rably s torage and us ing in hardware cryptographic modules (such as USB
Key, Smart Card), you can a lso use specific software code modules with security
measures .

Regarding USB Key Lifecycle Management, SHECA provides the USB Key in accordance
with re levant provis ion of na tiona l encryption management as the genera tion subscribe rs '
s igna ture key and s torage devices for use r. SHECA ensures tha t the ce rtifica te applicant
obta ins the USB Key to mee t the management and applica tion requirements of ce rtifica te
and priva te key:

 USB Key is kept properly before the certifica te applicant ge tting, including
procurement, inventory, dis tribution and other management by implement s trict
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s tandards .

 USB Key must pass the password authentica tion before it can be used.

 The priva te key s tored in USB Key can not be exported and s tored in the form of
cipher text.

 Once the USB Key Certifica te is is sued to the applicant, it will be he ld by the
certifica te subscribe r, and by controlled and owned comple te ly by the subscribe rs .

 SHECA provides subscribe rs a year warranty of USB Key.

 During the upda ting the certifica te , subscribe rs may not replace the USB Key.

 Afte r subscribe rs ce rtifica te is los t, revoked or upda ted, subscribe rs dea ls with the ir
own USB Key. SHECA is not respons ible for the des truction or reclamation of
subscribe rs ' USB Key.

6.2.8 Method of Activating Private Key

SHECA assumes tha t the priva te key can only be activa ted afte r password authentica tion
by the subscribe r, unless the subscribe r has asked for a change for the method of
activa ting the priva te key, and is willing to assume the respons ibility a fte r the change .

SHECA’s priva te key is s tored in a hardware encryption module , the activa tion da ta is
pa rted in accordance with 6.2.2. It mus t take a t leas t three authoriza tion from the
authorized management personne ls to activa te the priva te key of SHECA. Any
unauthorized person mus t not be a llowed to access , use or activa te the priva te key.

For the priva te key s tored in the subscribe r's compute r software code module , the
subscribe r should take reasonable measures to protect the phys ica l security of the
compute rs in order to prevent othe r use rs without the authoriza tion us ing the subscribe r's
compute r as well as the re levant priva te key. If the priva te key is s tored in software code
module without password protection, then the loading of software cryptographic module
means the activa tion for priva te key. If you use password to protect priva te key, a fte r
software code module is loaded, you need to input the password to activa te the priva te
key.

For the priva te key s tored in such as a USB Key, smart ca rds , encryption card, encryption
machine , or othe r forms of hardware module , the subscribe r can furthe r protect through
password, fingerprint, IC card, e tc. If the subscribe r’s compute r is ins ta lled with
appropria te drive r, and the USB Key, smart ca rds a re plugged into the appropria te device ,
a fte r the input of password or fingerprint, the priva te key will be activa ted.

6.2.9 Method of Deactivating Private Key

Once the priva te key is activa ted, unless the s ta te is removed, the priva te key is a lways
active . In the use of some priva te key, priva te key is activa ted each time , only for one
opera tion, if it needs for a second, it mus t be activa ted aga in.

SHECA removed the way of the priva te key active s ta tement, including exit, power off,



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 102 / 135

remove token / key and automatic freeze . Any unauthorized person mus t not make
re levant opera tions .

Subscribe r removed the way of the priva te key active s ta tement decided its own , such as
exit, power off, remove token / key, automatic freeze and so on. Subscribe r own must
bear the risk and respons ibility for removing the priva te key active s ta tement.

6.2.10 Method of Destroying Private Key

SHECA priva te key is no longer used, a fte r the public key corresponding to priva te key is
expired or revoked, the re a re no res idua ls remains in the encryption device . Meanwhile ,
a ll the PIN code , IC card, dynamic tokens for activa ting priva te key a lso mus t be
des troyed or recovered. Archiva l opera tions for priva te key follows the provis ions of the
CPS to dea l with.

Subscribe r's priva te key is used no longer, or the public key corresponding to priva te key
expired or revoked, the method of des truction is de te rmined by the subscribe rs .The
subscribe r mus t ensure to log off e ffective ly the priva te key, and bear the re levant
respons ibility. Prese rva tion and archiving involved of key expired, the subscribe r mus t
follow the provis ions of this CPS.

6.2.11 Cryptographic Module Rating

SHECA uses the products approved and permitted by the na tiona l encryption department,
and accepts various s tandards , specifica tions , assessment, eva lua tion certifica tion and
other requirements published by the na tiona l encryption department. SHECA se lects the
module according to product performance , e fficiency, supplie rs ’ qua lifica tions and other
aspects .

6.3 OtherAspects of Key PairManagement

6.3.1 Public Key Archival

Opera tion process , security measures , prese rva tion deadline and s tra tegy kept of public
key archiva l is in accordance with certifica tes . Public key archiva l requirements re fe rs to
the re levant provis ions of 5.5 in the CPS.

6.3.2 Certificate Operational Periods and Key PairUsage Periods

The usage period of public keys and priva te keys is re la ted to va lidity period of ce rtifica te ,
but it is not comple te ly cons is tent. For the certifica te s igning used, the priva te key can only
be used for digita l s igna tures within the certifica te va lidity period, the use period of priva te
key not exceeding the va lidity period of the certifica te . However, in order to ensure
s igna ture information within the certifica te va lidity period can be verified, the usage period
of public keys can surpass va lidity period of ce rtifica te . For encryption certifica te , the
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public key can only be used for encrypted information within the va lidity period of
ce rtifica te , the use period of priva te key not exceeding the va lidity period of the certifica te .
However, in order to ensure information encrypted can be used to unlock the information
within the va lidity period of ce rtifica te , the usage period of priva te keys can surpass
va lidity period of ce rtifica te . Certifica te authentica tion used, the priva te key and public key
can be used within the va lidity period of ce rtifica te . When a certifica te has multiple usages ,
the usage period of public keys and priva te keys is a combina tion of the above .

The certifica te opera ting period is in accordance with the va lidity period conta ined within
the certifica te . The table be low shows the va lidity period for subscribe r ce rtifica tes and CA
certifica tes .

In addition to a ttention, a fte r the end of the va lidity for whe ther subscribe r ce rtifica te or CA
certifica te , under the circumstances of ensuring sa fe ty, is a llowed to use the origina l key
pa ir to upda te the certifica te . But the key pa ir can not be used indefinite ly. The key pa ir
usage period and certifica te va lida tion period are se t as following:

Type Key Pair Usage Period Certificate Validation Period

Root certifica te (issued
before 2018)

30 years 30 years

Root certifica te (issued
on or afte r 2018)

25 years 25 years

Subordina te CA
certifica te

25 years 25 years

Other types of subscriber
certifica te

No stipula tion No stipula tion

Time-Stamping
Certifica te

15 months 135 months

OCSP Certifica te 3 years 3 years

6.4 Activation Data

6.4.1 Generation and Installation of Activation Data

In order to protect the security of priva te keys , ce rtifica tes subscribe r genera ting and
ins ta lling activa tion da ta mus t ensure sa fe ty and re liability, so as to avoid the priva te key
compromised, s tolen, used unauthorized, tampered or disclosed without authoriza tion.

Activa tion da ta of CA priva te key mus t follow the requirements of the key activa tion da ta
segmenta tion and key management methods to make a s trict production, dis tribution and
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usage . Activa tion da ta for subscribe rs ' priva te key , including passwords for downloading
the certifica te (provided in the form of the password enve lope ), USB Key, landing
passwords of IC card, mus t genera te randomly in the sa fe and re liable environment.

Activa tion da ta genera ted by SHECA, including passwords for downloading the certifica te
(provided in the form of the password enve lope), USB Key, landing passwords of IC card ,
mus t genera te randomly in the sa fe and re liable environment .The activa tion da ta a re
de live red to subscribe rs by the sa fe ty and re liability way, such as offline in person to
submit, pos t courie r, e tc. For activa tion da ta of non-s ingle usage , SHECA sugges ts use rs
to modify by themse lves .

All the passwords protected should not be guessed eas ily, and should follow the following
principles :

 Eight characte rs a t leas t

 Conta in one characte r and one number a t leas t

 Conta in one lowercase le tte r a t leas t

 Not conta in many same characte rs

 And opera tor's name can not be the same

 Can not use birthdays , te lephone numbers

 The longer subs tring in the use r name information

6.4.2 Activation Data Protection

For the activa tion da ta of CA priva te key, mus t be segmented according to re liable way to
adminis te r by diffe rent people , and adminis te r mus t mee t the requirements of
segmenta tion.

Subscribe r activa tion da ta mus t be properly sa feguarded or des troyed, and can not be got
by others . If the ce rtifica te subscribe r uses a password or PIN to protect priva te key, the
subscribe r should take good care of password or PIN to prevent the leakage or the ft. If the
ce rtifica te subscribe r uses biologica l characte ris tics to protect the priva te key, the
subscribe r should a lso take a ttention to prevent its biologica l characte ris tics from illega l
obta ining. Meanwhile , in order to mee t the sa fe requirements of bus iness sys tems ,
activa tion da ta should a lways be modified.

6.4.3 OtherAspects of Activation Data

When activa tion da ta of the priva te key is trans fe rred, they should be protected from loss ,
the ft, modifica tion, unauthorized disclosure , or unauthorized usage during the
transmiss ion.

The priva te key activa tion da ta no usage should be des troyed, and protect them from los t
the ft, disclosure or unauthorized use during the process . The des truction result can not be
obta ined directly or indirectly some or a ll of the activa tion da ta by the remnants
information and medium, such as paper recorded passwords mus t be crushed.
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Cons idering sa fe ty reasons , the provis ions for the life cycle of the applica tion certifica te
subscribe r activa ting da ta s ta ted as follows :

1. The certifica te password applied for subscribe rs , becomes inva lid a fte r the applica tion
is success ful.

2. The password used to protect the password of the priva te key, or IC card, USB Key,
could be modified by subscribe r a t any time based on bus iness applica tion , and should
be modified afte r three months the us ing period .

6.5 Computer Security Controls

6.5.1 Specific Computer Security Technical Requirements

Information security management of SHECA certifica tion sys tem agrees " Certifica te
Authentica tion Sys tem Encryption Security Technica l Specifica tions" published by Sta te
Encryption Adminis tra tion， " Electronic Authentica tion Service Management Approach
"published by Minis try of Indus try and Information Technology, s tandards of information
security in ISO17799 and security s tandards of othe r re levant information. SHECA draws
up comprehens ive and perfect security management s tra tegies and s tandard, has
implementa tion, review and record within opera tions .

The main security technologies and control measures include :

 Identifica tion and authentica tion management

 Access rights control of resources and information

 Security audit and log

 Materia l backup and prese rva tion for sa feguard

 Decentra liza tion of personne l's respons ibilitie s , class ifica tion for the role of the CA job
to es tablish secure dis tributed and conta ined mechanisms

 Inte rna l opera tion control procedures for

 Recovery mechanism of disas te r backup

 Persona l compute r security management

 Encryption mechanism of Information transmiss ion

Through s trict security controls to ensure tha t the sys tem of CA software and da ta file s is
sa fe and re liable without unauthorized access . In addition, the ce rtifica tion authoritie s
should only a llow necessa ry personne l with work requirements to access the certifica te
se rver, and the genera l applica tion use r has not account in the certifica te se rver. Core
sys tem must be separa ted phys ica lly with other sys tems and the production sys tem
separa ted with other sys tem for logic isola tion.
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6.5.2 Computer Security Rating

SHECA certifica tion bus iness sys tems pass the re la tive eva lua tion, review and
certifica tion of the Sta te Cryptography Adminis tra tion, China Nationa l Information Security
Eva lua tion Cente r, the Shangha i Information Security Eva lua tion Cente r and other
departments .

6.6 Life Cycle Technical Controls

6.6.1 System Development Controls

SHECA deve lopment control includes credible personne l management, deve lopment
environment security management, product des ign and deve lopment assessment, the
use of re liable deve lopment tools , production sys tems des igned to mee t the requirements
of redundancy, fault tole rance and modula rity. Software des ign and deve lopment process
follow the following principles :

Verifica tion and review of third-party

The security risk ana lys is and re liability des ign

Meanwhile , the software deve lopment specifica tions deve loped by SHECA refe rs to
na tiona l re levant s tandards , implements s trictly re levant planning and deve lopment
control in the implementa tion.

6.6.2 Security Management Controls

Information security management of SHECA certifica tion sys tem follows s trictly the
re levant opera tion management specifica tion of the Minis try of Indus try and Information
Technology, the Sta te Encryption Adminis tra tion and other departments and SHECA
security management s tra tegy to opera te .

The usage of SHECA authentica tion sys tem is under s trict controls , and a ll the sys tems
may use through rigorous tes ting and verifying. Any modifica tions and upgrades will be
recorded for re fe rence and make a vers ion control, functiona l te s t and record. SHECA
also carrie s out regula r and irregula r inspection and tes t for ce rtifica tion sys tems .

SHECA accepts the s trict management sys tem to control and monitor sys tem
configura tion to prevent unauthorized modifica tion.

Hardware devices a re sa fe ty checked before from procurement to on-line to identify
whe ther the device is compromised and the exis tence of security holes . The procurement
and ins ta lla tion of encryption equipment is in a more s trict security control mechanism to
carry out inspection, ins ta lla tion and acceptance .

Afte r a ll the hardware and software equipment of SHECA authentica tion sys tems are
upgraded, SHECA must confirm whether the information for a ffecting authentica te
bus iness security is in was te equipment during the process .
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6.6.3 Life Cycle Security Controls

No stipula tion.

6.7 Network Security Controls

SHECA authentica tion sys tem accepts the protection of multi-leve l firewall and ne twork
control sys tems and implies perfect access control technology.

Authentica tion sys tem only opens the re levant opera tion functions with the certifica te
applica tion , checking the certifica te to opera te by ne twork for use rs .

In order to ensure ne twork security, SHECA authentica tion sys tem ins ta lls firewall,
intrus ion de tection, security auditing, virus protection sys tem, and upda te the vers ion of
firewall, intrus ion de tection, security audits , virus protection sys tem , as much as poss ible
to reduce the risk from the ne twork.

All CA and RA sys tems of SHECA must be protected in accordance with the Network
Security Requirements is sued by the CA/Browser Forum. Specific security control
measures include , but a re not limited to:

1. Deploy hardware firewalls for ne twork boundary protection;

2. Continuous ly monitor sys tem opera tion s ta tus and security incidents ;

3. Regula rly perform vulnerability scans and promptly apply security pa tches ;

4. Manage logica l access rights through formal processes ;

5. Implement multi-factor authentica tion mechanisms;

6. Review and monitor access right configura tions ;

7. Conduct regula r security tra ining for personne l in trus ted roles .

Vulnerability scans mus t be performed a t leas t once per quarte r, and pene tra tion tes ts a t
leas t once annua lly.

Vulnerability Handling Timeframes

SHECA's vulnerability handling framework is based on risk assessments , which are
grounded in documented security ana lyses cons ide ring principles including but not limited
to:

1. Asse t critica lity;

2. Maintenance of asse t confidentia lity, integrity, and ava ilability;

3. Regula tory requirements ;

4. Like lihood and impact of vulnerability exploita tion;

5. Dependencies and inte rdependencies ;

6. Resource requirements for remedia tion;
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7. His torica l da ta ;

8. Current threa t landscape .

Vulnerability Remedia tion Timelines

1. Inte rne t-facing vulnerabilitie s : High-risk: Remedia ted within 24 hours ,
Medium-risk: Remedia ted within 3 days ;

2. Non-inte rne t-facing vulnerabilitie s : High-risk: Remedia ted within 7 days ,
Medium-risk: Remedia ted within 14 days ; Low-risk: Remedia ted timely as
poss ible ;

3. For vulnerabilitie s tempora rily unrepa irable , formula te remedia tion plans and
security monitoring plans , and organize or urge vendors to rectify within a
specified period.

4. For vulnerabilitie s tha t cannot be fixed under specia l circumstances , implement
measures such as access control to mitiga te risks .

6.8 Time-Stamping

SHECA uses the Network Time Protocol (NTP) to synchronize sys tem time a t mos t every
e ight hours (de fault se tting), with time sourced from Coordina ted Universa l Time (UTC),
and upda tes during leap seconds based on authorita tive notifica tions . SHECA mainta ins
an inte rna l NTP server synchronized with ce llula r ne tworks to ensure time accuracy within
one second. All times tamps are synchronized with UTC, mee ting the precis ion
requirements of times tamp tokens (if de fined), and SHECA does not is sue times tamps
us ing inaccura te clocks .

The times tamp reques te r mus t send a reques t to SHECA, and upon rece iving the
response , ve rify the s ta tus is e rror-free and confirm the va lidity of the times tamp token's
fie lds and digita l s igna ture . Verifica tion includes da ta cons is tency, ce rtifica te identifie r,
da ta imprint, correctness of the hash a lgorithm OID, and timeliness of the response
aga ins t a loca l trus ted time source . If ve rifica tion fa ils , SHECA must be notified
immedia te ly.

Times tamp verifie rs mus t a lso va lida te the digita l s igna ture and confirm tha t da ta matches
the hash va lue in the token.



7. Certificates , CRL, and OCSP Profiles

7.1 Certificate profile

The SHECA certifica te de ta iled format mee ts the inte rna tiona l s tandards and follows the
ITU-T X.509 V3 (1997): information technology-- open sys tems inte rconnection--the
directory: authentica tion framework (June 1997) s tandard and RFC 5280: Inte rne t X.509
public key infras tructure ce rtifica te and CRL structure (May 2008).

7.1.1 Vers ion Number

Certifica te is sued by SHECA is in line with X.509 V3 certifica te format. The vers ion
information is s tored in the a ttribute column of certifica te vers ion.

7.1.2 Certificate Extens ions

The certifica te extens ions cons is t of a sequence of one or more certifica te extens ions . In
addition to the certifica te extens ions defined in RFC 5280, SHECA also supports cus tom
extens ions specified by SHECA.

 ne tscape certifica te type

The extens ion is used to decla re the approba tory type of ce rtifica te approved for a re lying
party who uses ne tscape . The extens ion is decla red as the following key usage : SSL
client authentica tion, SSL server authentica tion, S / MIME, the object s igna ture and so on.

 Certifica te policy

Certifica te policy issued by SHECA is in line with the X.509 certifica te format, which is
s tored in the a ttribute column of certifica te policy .

 Bas ic res trictions

Bas ic res triction is used to identify the certifica te holder's identity, such as fina l use rs .

 Precertifica te Poison

The Precertifica te MUST conta in the Precertifica te Poison extens ion (OID:
1.3.6.1.4.1.11129.2.4.3). This extens ion MUST have an extnValue OCTET STRING
which is exactly the hex-encoded bytes 0500, the encoded representa tion of the ASN.1
NULL value , as specified in RFC 6962, Section 3.1.

 Extended Key Usage

The extended key usage for othe r types of ce rtifica tes a re se t based on demand which is

compliant with RFC5280.

 CRL Dis tribution Points

The extens ion of CRL dis tribution point conta ins a URL which can obta in CRL and is used
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to verify the certifica te s ta tus .

 Seria l number

The se ria l number in a ll the ce rtifica tes is sued by SHECA is random.

2、Priva te extens ions

The content of priva te extens ions re fe rs to about ce rtifica te cus tom extens ion ins tructions
in CPS appendix.

7.1.3 Algorithm Object Identifiers

Keys and hash a lgorithms for SHECA’s TLS/ Code Signing/ Time Stamp/ SMIME
certifica tes mee t the requirement specified in /B Forum Base line Requirements and the
Applicable Requirements ,othe rs mee t the requirement specified of S ta te Cryptography
Adminis tra tion.

7.1.4 Name Forms

The certifica tes a re is sued by SHECA, whose format and content of name form meets the
X.501 dis tinguished name format.

7.1.5 Name Constraints

The certifica te is is sued by SHECA, whose identifie r name cannot be anonymous or
pseudo-name, mus t have a definite name. SHECA can specify a specia l name for the
use r in accordance with certa in rules and link unique ly the specia l name to a defined entity
(individua l, unit or device ) in some specia l requirements e -government applica tions . Any
particula r name must be approved by SHECA Security Certifica tion Committee .

Technica lly Cons tra ined Subordina te CA certifica tes a re is sued with an extended key
usage extens ion. The extens ion does not include the anyExtendedKeyUsage key usage
purpose . The extended key usage may conta in va lues permitted by the Applicable
Requirements but, in addition to other va lues , may only include one of the following:
se rverAuth, code s igning, emailProtection or times tamping.

7.1.6 Certificate Policy Object Identifier

An object identifie r (OID) is a unique number tha t identifie s an object or policy. OIDs are
included as appropria te in ce rtifica tes , including the re levant OIDs required by the
CA/Browser Forum.

The certifica te is is sued by SHECA in accordance with the X.509 s tandard, whose policy
object identifie r is s tored in the re levant topic of ce rtifica te policy.

SHECA discloses the OIDs included in publicly trus ted certifica tes used. P lease re fe r to
this CPS Section 1.2.
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7.1.7 Usage of Policy Constraints Extens ion

No stipula tion.

7.1.8 Policy Qualifier Syntax and Semantics

No stipula tion.

7.1.9 Process ing Semantics for the Critical Certificate Policies

Extens ion

No stipula tion.

7.2 CRLProfile

SHECACRL profile conforms to RFC 5280. CRLs conta ining revoca tion information about
TLS/ Code Signing/ SMIME Certifica tes conform to the CA/B Forum Base line
Requirements .

SHECA issues regula rly CRL for the use r to query.

Users can download the CRL through the URL indica ted in CRL extens ions issued by
SHECA.

7.2.1.Vers ion Number

SHECA currently is sues CRL of X.509 V2 vers ion, the vers ion number was s tored in the
columns of CRL vers ion format.

7.2.2.CRL

The CRLs issued by the SHECA certifica tion sys tem comply with the RFC 5280 s tandard.

7.3 OCSP Profile

SHECA provides use rs OCSP (Online Certifica te S ta tus Inquiry Service ), and the OCSP
response issued complies with the RFC6960 s tandard.OCSP, as an effective supplement
to CRL, facilita te s ce rtifica te use rs to query certifica te s ta tus information in time .

7.3.1.Vers ion number

RFC6960 defines the OCSP V1.



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 112 / 135

7.3.2.OCSP Extens ions

SHECA’s OCSP Extens ions a re cons is tent with RFC6960.

The s ingleExtens ions of an OCSP response sha ll not conta in the reasonCode (OID
2.5.29.21) CRL entry extens ion.

An OCSP reques t conta ins the following da ta :

 Protocol Vers ion

 Service Reques t

 Targe t ce rtifica te identifie r

 An optiona l extens ion may be handled by OCSP responder

Afte r rece iving a reques t, OCSP server response to the following tes ts :

 Information correctly formatted

 The response se rver is configured to provide the reques ted se rvices

 The reques t conta ins the information needed by response se rver. If any
pre -conditions a re not met, the OCSP server will genera te an error message .
Otherwise , it re turns a de te rmina te response .

All de te rmina te response is encrypted digita l s igna ture by SHECA certifica te is suer. The
main response s ta tus includes tha t the ce rtifica te is va lid, revoked, and unknown. The
response message cons is ts of the following components :

 Reply syntax vers ion

 Response se rver name

 Reply to the reques t client ce rtifica te

 Optiona l extens ions

 Signa ture Algorithm object identifie rs

 The s igna ture a fte r replying message hash

If an error occurs , OCSP server will re turn an error message , which doesn't conta in
ce rtifica te key s igna ture issued by SHECA. Error messages include :

 Malformed Reques t

 Inte rna l Error

 Try la te r

 Signa ture required

 unauthorize



8. Compliance Audit and OtherAssessments

SHECA, as the opera ting body of UNTSH, conducts inte rna l cons is tency audits and
opera tiona l assessments on a quarte rly bas is , and takes a t leas t 3% of SSL digita l
ce rtifica tes for assessment each time to ensure the re liability, security and controllability of
the certifica te se rvice ..

In addition to inte rna l audit and assessment, SHECA also hires an independent auditing
firm in accordance with WebTrus t audit for exte rna l assessment.

8.1 Frequency orCircumstances of Assessment

1、SHECA accepts the assessment and inspection authoritie s once a year under the
"Electronic S igna ture Law", "Electronic Authentica tion Services" and other requirements .

2、In accordance with the requirements of na tiona l authoritie s , re levant na tiona l s tandards
and the opera tions and services of the CPS provis ions , inte rna l eva lua tion and auditing
s tandards crea ted by SHECA ,SHECA performs an inte rna l assessment audit annua lly.
Audit contents towards authorized agencies mainly include spot check of ce rtifica te
formats and va lida tion prcedures .

RA, RAT and other SHECA authorized certifica tion se rvice agencies mus t follow the CPS
and the corresponding CP, and accept a ll of its processes and opera tions audit by
SHECA, tes t whe ther it is compliance with this CPS and re la ted to SHECA license
agreement or othe r publicity of the trus t se rvice policy . SHECA assess the a ffilia te s
genera lly once a year. In the licens ing agreement SHECA and a ll agencies clea rly define
this . Auditors a re appointed according to requirement by SHECA, who should be familia r
with re la ted knowledge of SHECA norms and trus t se rvices , unders tand the bas ic sa fe
knowledge , and perform audit according to SHECA norms , agreement to provide se rvices ,
to make conclus ion on SHECA and other authorized agencies independently and
impartia lly .

3、SHECA employs an independent auditing firm, according to the audit rules ofWebTrus t
to CA , annua l exte rna l audits and assesses .

4、SHECA performs risk assessment annua lly to discrimina te threa ts from inte rna l and
exte rna l, and es tima tes the poss ibility of occurrence of the threa ts and the loss tha t may
be caused. Meanwhile , SHECA es timates if the current company policy, technologies ,
sys tems and other re la ted measures a re able to cover a ll the risks .

8.2 Identiy/ Qualifications of Assessor

1、SHECA unconditiona lly rece ives the assessment from information indus try department.
SHECA is implemented eva lua tion by those who have the qua lifica tion and experience
which depend on the competent departments .
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2、During the inte rna l assessment audit, SHECA requires a assessment s ta ff a t leas t have
the re la ted knowledge of ce rtifica tion and information security audit, more than two years
re levant experience and are familia r with the norms of the CPS, and should have a
knowledge and practica l experience of compute r, ne twork and information security .
Inte rna l assessment is organized and implemented by SHECA Stra tegy Deve lopment
Department.

3、If SHECA deems tha t it is necessa ry to hire exte rna l auditors to implement inte rna l
assessment, then the auditors should have the following qua lifica tions :

 Must be licensed, the ra ting agencies have a bus iness license , a good

reputa tion in the indus try;

 Unders tand compute r information security sys tem, communica tions ne twork

security requirements , PKI technology, s tandards and opera tions

 Have the expertise and tools to check the sys tem performance .

8.3 Assessor's Relationship to Assessed Entity

1、The exte rna l auditors (information indus try department or its de lega ted entitie s ) and
SHECA are independent , the re is no bus iness , financia l transactions , or any other
inte res t could affect the objectivity of the assessment, and assessors should eva lua te
SHECA with independent, impartia l and objective a ttitude .

2、 It is re la tionship independent be tween SHECA inte rna l assessors and the object
eva lua ted , without any inte res t enough to affect the objectivity of the assessment, and
assessors should eva lua te object with independent, impartia l and objective a ttitude .

SHECA could choose a profess iona l, impartia l, objective and profess iona l audit ra ting
agencies as needed to ass is t inte rna l eva lua tion.

8.4 Topics covered by Assessment

1、SHECA accepts the assessment of any content in accordance with requirements and
specifica tions ra ised by information indus try department.

2、SHECA inte rna l assessment audit include :

 Whether SHECA deve lops and publishes CPS

 Whether SHECA deve lops the re levant practices and opera tion agreement in

accordance with CPS

 Whether it opera tes in accordance with CPS and re la ted bus iness practices and
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opera tiona l protocols

 Service Integrity: the key and certifica te life cycle sa fe ty management, ce rtifica te

revoca tion opera tion, sa fe opera tion of bus iness sys tems , bus iness practices

review

 Phys ica l and environmenta l security controls : information security management,

pe rsonne l security controls , security control of building facilitie s , security

controls of hardware and software equipment and s torage medium , sys tem and

ne twork security control, security controls of sys tem deve lopment and

maintenance , disas te r recovery and backup sys tem management , audit and

archive security management .

3、The third-party auditor firm audits independently SHECA in accordance with WebTrus t
specifica tion requirements for CA .

8.5 Actions Taken as a Result of Deficiency

1、Afte r the information indus try department assessment has comple ted, SHECA must
inspect de ficiencies and shortcomings based on the results of the assessment . According
to the requirements of its proposed rectifica tion, SHECA submits modifica tion and
prevention measures and corrective plans , and accept its review of the corrective plan as
well as reassess the s itua tion.

2、Afte r SHECA comple tes the inte rna l assessment , the auditors need to lis t the de ta iled
lis t of a ll the problem projects . The auditors and the object eva lua ted should discuss the
issue and the written results should be noticed to SHECA Safe ty Certifica tion Commiss ion
and the person eva lua ted for furthe r process ing.

The object eva lua ted mus t inspect de ficiencies based on the results of assessment,
submit modifica tions and preventive measures and corrective plans , and accept the
assessment of the corrective plan and the eva lua tion of rectifica tion once aga in.

3、Afte r the assessment from a third-party auditor firm is comple ted, SHECA will rectify in
accordance with its work reports and accept the audit and eva lua tion once aga in.

If the authentica tion agencies confirms tha t the accident and no action found in the audit
will re sult in threa t immedia te ly to the cons is tency or integrity of ce rtifica te security
sys tem,then the certifica tion agencies will deve lop corrective action plans within 30 days
and execute within reasonable time .
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8.6 Communication of Results

1、Afte r the assessment , the information indus try authority will dea l with assessment
results in accordance with laws and regula tions . The audit results will be published by the
webs ite https ://www.sheca .com.

2、Afte r SHECA's inte rna l assessment result is de fined by the object re levant person
eva lua ting , result will be trea ted as confidentia l information to handle . Only the object
eva lua ted and the auditor as well as SHECA Safe ty Certifica tion Committee can
unders tand. Non-ce rtified by the SHECA security committee approva l or authorized by
object eva lua ted, the auditors can not disclose to any other unre la ted third partie s . If
necessa ry, the notifica tion method of assessment results associa ted with SHECA entitie s ,
which will be s tipula ted in agreement SHECA and eva lua ted entity.

3、Afte r the assessment from a third-party auditor firm is comple ted, the audit results will
be published by the webs ite https ://www.sheca .com.

Any third-party notices the assessment results or s imila r information to eva lua tion entity ,
which mus t be clea r in advance tha t the purpose and manner of notice will be shown to
SHECA and obta in SHECA consent, except othe rwise provided by law; SHECA re ta ins
the lega l authority in this a rea .



9. OtherBusiness and Legal Matters

9.1 Fees

SHECA charges subscribe rs for ce rtifica te . The subscribe rs have the obliga tion to pay
SHECA under prices SHECA published or specified in agreement s igned by SHECA.

The price of the certifica te and re la ted se rvices will be published on the webs ite
https ://www.sheca .com . Published price will e ffect in accordance with SHECA specified
time , if the re isn't specified effective time , it will be e ffect a fte r seven days from the da te of
price publica tion. SHECA can a lso notify subscribe rs the change of prices in othe r ways .

If the price specified in SHECA agreement is diffe rent from the one published, the
agreement price preva il.

Certifica te se rvices agencies authorized by SHECA should have financia l ability to
mainta in its opera tions and fulfill its respons ibilitie s , and it should afford to subscribe rs ,
re lying partie s who caused risks .

9.1.1 Certificate Issuance and Renewal Fees

The fees of SHECA issuing and renewing certifica tes a re published in the webs ite
https ://www.sheca .com for use r to query.

The announcement price is approved by the Shangha i Price Bureau.

If the price specified in SHECA agreement is diffe rent from the one published, the
agreement price preva il.

9.1.2 Certificate Access Fees

At present SHECA doesn't charge for ce rtifica te inquiring. Unless the use r asks for specia l
demand, which need SHECA pays extra charge , and SHECAwill charge to negotia te with
use rs .

If charging policy of the certifica te query has any change , SHECA will promptly pos ts on
the webs ite https ://www.sheca .com.

9.1.3 Revocation or Status Information Access Fees

SHECA currently does not charge any fees for ce rtifica te revoca tion and s ta tus inquiry.
Once charging policy changes , SHECA will promptly pos t this change on webs ite
https ://www.sheca .com.

If the specified price s igned in SHECA agreement is diffe rent from the price published, the
agreement price preva ils .

http://www.sheca.com
http://www.sheca.com
http://www.sheca.com
http://www.sheca.com
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9.1.4 Fees forOther Services

1、When the use r reques ts to SHECA for CPS or other paper re la ted documents , SHECA
needs to charge fee for pos tage and handling.

2、If SHECA provides these se rvices of the certifica te recovery, key escrow, s igna ture key
backup and recovery se rvices , then SHECA will re lease re la ted cos ts in time for use r to
query . If the specified price s igned in SHECA agreement is diffe rent from the price
published, then the agreement price preva il.

3、Other se rvices cos t tha t SHECA will or may provide will be re leased

9.1.5 Refund Policy

Fees charged subscribe rs by SHECA, except the certifica te applica tion and renewal fees
can be re funded because of specific reasons , SHECA does not re fund any fees .

In the process of the certifica te opera tion and the certifica te is sued, SHECA complies with
s trict opera ting procedures and policies . If SHECA viola tes its respons ibilitie s under this
CPS or other mate ria l obliga tions , subscribe rs can reques t SHECA to revoke certifica tes
and re fund. Afte r SHECA revokes subscribe rs ce rtifica te , SHECA will full re fund
immedia te ly to subscribe rs tha t apply for the certifica te . Subscribe rs need to fill out a
re fund applica tion form and submit to SHECA and its authorized se rvice agencies to
reques t a re fund.

Refund policy does not limit use rs to obta in other repara tion.

Afte r accomplishing re fund, SHECA sha ll inves tiga te its lega l respons ibility, if subscribe r
continues to use the certifica te .

9.2 Financial Respons ibility

9.2.1 Insurance Coverage

SHECA sha ll de te rmine the insurance policy according to bus iness deve lopment.

Currently, SHECA se lf-insures for liabilitie s a ris ing from its performance and obliga tions
under this CPS.

9.2.2 OtherAssets

SHECA ensurs it has sufficient financia l s trength to mainta in normal opera tions , fulfill
corresponding obliga tions , and reasonably assume respons ibilitie s to subscribe rs and
re lying partie s .

9.2.3 Insurance orWarranty Coverage for End-Entities

If SHECA is judicia lly de te rmined to bear compensa tion and/or indemnifica tion liabilitie s , it
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will assume the corresponding compensa tion liabilitie s in accordance with the ruling of the
re levant a rbitra tion ins titution or the judgment of the court.

9.3 Confidentiality of Bus iness Information

9.3.1 Scope of Confidential Information

1. Confidentia l information includes the agreement, le tte rs and bus iness agreement e tc.
be tween SHECA and its authorized certifica te se rvice authority, SHECA and subscribe r,
SHECA and other participants offe ring certifica te se rvices , SHECA and its corre la tive
entitie s . Unless laws has clea r provis ions and SHECA offe rs explicitly written permiss ion,
genera lly confidentia l information is not a llowed to be published without the other’s
permiss ion.

2. The priva te key corresponding to subscribe r holder public key is confidentia l, and
certifica te subscribe r keeps the priva te key properly complying with the provis ions of this
CPS and could not publish it to any third-party which are not authorized. If ce rtifica te
subscribe r discloses the priva te key, a ll re spons ibilitie s sha ll be borne by subscribe r.

3. Confidentia l information conta ins auditing report, audit results of SHECA or its re levant
entitie s and other re la ted information, and confidentia l information could not be disclosed
to any one , except for the authorized and trus ted personne l. These information could not
used in other functions but audit or laws and regula tions .

4. Under the circumstance where the information re la ted with SHECA certifica tion sys tem
opera tion has been des igna ted, and the information could only be offe red to the personne l
authorized by SHECA, but the authoriza tion does not mean the information is open to
public. For SHECA, a ll information involved in sys tem opera tion sha ll be within the scope
of confidentia lity.

5. Unless the law provides explicitly, SHECA has no obliga tions to, and sha ll not publish
or disclose any information excluding the information conta ined in subscribe r’s ce rtifica te ;
a lso, when SHECA signs agreement with its authorized certifica tion authority, or othe r
re levant entitie s , above a ll sha ll be regarded as the requirements to mee t.

9.3.2 Information not Within the Scope of Confidential Information

1. The applica tion process , applica tion procedure , applica tion opera tion and other
information re la ted with certifica te could be opened. And SHECA could utilize the
information including the above information transmitted to the third party to handle
applica tion bus iness .

2. Non-confidentia l information includes re levant subscribe r information involved in
certifica te . The subscribe r information involved in certifica te could be opened.

3. Certifica te and the public key conta ined in certifica te a re a fforded for use rs to publish,
check and verify.
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4. The information of ce rtifica tion revoca tion is open to public, and SHECA sha ll publish
the information on directory se rver.

5. The non-confidentia l information could not be used by any unauthorized third-party, and
SHECA and information holder sha ll rese rve re levant rights of the information.

9.3.3 Responsibility to Protect Confidential Information

SHECA, any subscribe r, re levant entitie s and partie s involved in certifica tion bus iness ,
sha ll have the obliga tions to assume appropria te respons ibility of keeping confidentia l
information in accordance with this CPS.

When facing with any requirements of laws and regula tions or any demands for
undergoing lega l process of court and other agencies , SHECA must review confidentia l
information in this CPS, and could publish the re levant confidentia l information to
law-enforcing department according to requirements of laws , regula tions , or court
judgments . SHECA sha ll not assume any respons ibility. The revea l sha ll not be regarded
as a breach of confidentia l requirement and obliga tions .

When confidentia l-information holder requires SHECA to publish or revea l a ll his /he r/its
own confidentia l information due to some causes , SHECA sha ll sa tis fy his /he r/its
requirements ; Also, SHECA sha ll require the holder’s applica tion and authoriza tion in
writing to express his /he r/its own will of publishing or revea ling.

If compensa tory obliga tions sha ll be involved in the behavior of revea ling confidentia l
information, SHECA sha ll not assume any damage re la ted with it or caused by the
publishing of confidentia l information. The confidentia l-information holder sha ll a ssume
compensa tory respons ibilitie s re la ted with it or caused by the opening confidentia l
information.

9.4 Privacy of Personal Information

9.4.1 Privacy Plan

SHECA respects for a ll use rs and the ir privacy, if the re is an announcement associa ted
with this explicit privacy protection laws (such as the Persona l Information Protection
Law) , it will automatica lly be re fe renced in this CPS and its privacy protection will become
a fundamenta l bas is to perform.

Anyone who choose to use any services of SHECA, has agreed to accept SHECA about
the privacy s ta tement.

9.4.2 Information Treated as Private

As SHECA manages and uses re levant information offe red by subscribe r, in addition to
the information in the certifica te , the bas ic information and identifica tion information sha ll
be cons ide red as privacy, and the information sha ll not be published without subscribe r’s
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agreement or the lega l requirements of laws and regula tions and other agencies .

9.4.3 Information Not Deemed Private

All information made public in a certifica te he ld by subscribe r and the s ta tus information of
the certifica te e tc, is deemed not priva te , and sha ll not be regarded as privacy information.

9.4.4 Responsibility to Protect Private Information

SHECA, any subscribe r, re levant entitie s and the participants involved in certifica tion
bus iness , sha ll have the obliga tions to assume corresponding respons ibilitie s of
protecting privacy information according to the provis ions of this CPS.

At the reques t of laws and regula tions or in any court and the public power sector through
lega l procedures or the owner or the information written authoriza tion, SHECA can
re lease to specific objects about the re levant privacy information. SHECA do not assume
any respons ibility, and such disclosure can not be cons ide red as a viola tion of privacy
obliga tions . If this privacy disclosure leads to any loss , SHECA should not bear any
respons ibility.

9.4.5 Notice and Consent to Use Private Information

Any subscribe r information SHECA obta ining within the scope of ce rtifica tion bus iness
can only be used for identifying, managing and serving subscribe rs . As us ing the
information, no matte r the privacy is involved or not, SHECA has no obliga tions to notify
subscribe rs , and doesn't ge t subscribe r consent.

Under any requirements of laws and regula tions , and demands for undergoing the lega l
process of othe r agencies , or under the circumstance where priva te information holder
submits the written authoriza tion to certa in object for publishing the information, SHECA
has no obliga tions to notify subscribe r, and to obta in the consent from the subscribe r.

If ce rtifica tion authority and regis tra tion authority sha ll apply use r’s priva te information to
other purposes beyond the functions agreed be tween two s ides , CA and RA sha ll notify
subscribe r to obta in his /he r/its agreement and authoriza tion, and the agreement and
authoriza tion sha ll be a rchived with the form (such as fax, le tte r, e -mail e tc).

9.4.6 Disclosure Pursuant to Judicial orAdminis trative Process

SHECA sha ll be entitled to disclose Confidentia l/Priva te Information if, in good fa ith,
SHECA believes tha t:

 Submitting the applica tion through the lega l process required by re levant

agencies pursuant to the provis ions of laws and regula tions .

 Court and other agencies handle the lega l applica tion submitted because of the

dispute of us ing certifica te .
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 The formal applica tion of a rbitra tion agency with lega l jurisdiction.

 Certifica te subscribe r authoriza tion in writing

9.4.7 Other Information Disclosure Circumstances

If ce rtifica te subscribe r sha ll authorize SHECA to offe r the priva te information to certa in
object in writing, SHECA could afford the information to the object des igna ted by
subscribe r. Not written authorized by the subscribe r himse lf, SHECA will re ject any
disclosure reques t of third partie s .

In addition to the legitima te reques t of government regula tions and the re levant
departments , and a ll written authoriza tion information, or othe r than SHECA legitima te
purposes , SHECA currently doesn't exis t any other priva te information disclosure
circumstances .

9.5 Inte llectual Property Rights

1. The s ta tement of SHECA owning the inte llectua l property rights .

SHECA holds and rese rves a ll software offe red by SHECA, and a ll sys tem, inte llectua l
property rights including ownership, name right, inte res t-sha ring rights e tc. SHECA sha ll
de te rmine certifica te se rvice software sys tem used by entitie s re la ted with SHECA, to
assure the compatibility and inte rcommunica tion.

According to the provis ions of this CPS, a ll copyright, trademark and other inte llectua l
property rights involved in a ll ce rtifica tes and software , sys tem, documents offe red by
SHECA belongs to SHECA, these inte llectua l property rights including a ll re levant
documents , CP, CPS, s tandard document and user manua l and so on. Re levant entitie s
within SHECA certifica tion sys tem could use inte rre la tive documents and manua ls , and
have the respons ibilitie s and obliga tions to make some sugges tions of amendment, a fte r
obta ining the agreement from SHECA.

The inte llectua l property rights of key which was genera ted by subscribe r be longs to the
subscribe r, but the public key becomes certifica te through the issuance of SHECA, tha t is
to say, SHECA owns the inte llectua l property rights of the certifica te , and sha ll only
provide the right to use for ce rtifica te subscribe r and re lying party.

Without the written agreement of SHECA, users could not use or accept any names ,
trademark, transaction form or its confused name, trademark, form of transaction or
bus iness title .

2. The s ta tement of SHECA using other inte llectua l property rights

The software and hardware equipment, supporting facility and re levant opera tion manua ls
used by SHECA in the certifica tion bus iness sys tem, inte llectua l property rights be long to
re la ted supplie rs , SHECA ensure tha t it is lega l to own corresponding rights , and SHECA
sha ll not infringe the third party rights on purpose absolute ly.
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SHECA respects the regis te red trademark s tored in “DN”of certifica te , but the ownership
of regis te red trademark is not assured. If the Certifica te subscribe r’s regis te red trademark
has been occupied by the former applicant, disputes se ttlement resulted from regis te red
trademark and inte llectua l property rights is not in the SHECA respons ibility.

9.6 Representations and Warranties

Unless SHECA makes specia l agreement in the agreement, if the provis ions of this CPS
conflict with the re levant provis ions of othe r SHECA deve loped, the use r mus t accept the
cons tra ints of the CPS .When the s igning agreement is only binding both s ides be tween
SHECA and other partie s , including subscribe rs , if the agreement is not agreed upon the
content, then both s ides should implement the provis ions of this CPS. If the agreement is
diffe rent from the provis ions of the CPS, then the two s ides should implement the
agreement.

9.6.1 CA Representations and Warranties

1. SHECA warrants tha t

 Crea te Certifica te Practice S ta tement(CPS) and other necessa ry specifica tions
ins titutiona l sys tem, for ce rtifica tion se rvices .

 Provide infras tructure and certifica tion se rvices within re la ted CPS provis ions ,
comply with the provis ions of this CPS.

 SHECA ensure tha t the priva te key will be sa fe ly s tored and protected, the
es tablishment and implementa tion of SHECA security mechanisms is in line
with na tiona l policy.

 And activitie s re la ted with certifica tion bus iness a re in line with laws , regula tions
and department requirements .

 The re la tionship be tween SHECA and subscribe r as well as the re la tionship
be tween the subscribe r and re lying party is not the re la tionship be tween the
agent and the principa ls . Certifica te subscribe r and re lying party haven't the
right to le t SHECA assume fiducia ry respons ibilitie s with the methods of contract
form or other ways . SHECA can not express , implied or othe rwise , contra ry to
the provis ions of the above s ta tements .

2. SHECA warrants to subscribe rs

Unless othe rwise provided in this CPS or otherwise agreed be tween the issuing authority
and subscribe rs , SHECA warrants to subscribe rs named in the certifica te :

 Without mis representa tion tha t is suing authority knows or deriving from the
issuing agency in the certifica te .

 When genera ting the certifica te , ce rtifica tion agencies will not lead to da ta
convers ion errors ,it means they will not cause tha t ce rtifica tion agencies
rece ive incons is tent information in the certifica te because the issuing agency
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errors .

 Certifica tion agencies is sue certifica tes to subscribe rs , which is in line with a ll
the subs tantive requirements of this CPS.

 The certifica tion agencies will revoke the certifica te time ly according to the
provis ions of the CPS.

 The issuing agencies will inform subscribe rs any events , which will
fundamenta lly a ffect the va lidity and re liability of the certifica te .

These s ta tements a re only to guarantee the subscribe rs inte res ts , and not for the benefit
of any other party or othe r partie s enforcing. If the issuing authority's behavior mee t the
lega l and re levant provis ions of the CPS, which sha ll be deemed tha t the issuing agency
make a reasonable e ffort as described above .

3. The issuing authority warrants to the re lying party

The issuing authority warrants to the re lying partie s who trus t the s igna ture (the s igna ture
can be verified by the public key conta ined in the certifica te ) reasonably in accordance
with this CPS:

 In addition to unauthentica ted subscribe r information, a ll the information in
certifica te or ce rtifica te merger re fe rence to is accura te .

 The issuing authority is in full compliance with the provis ions of the CPS to issue
certifica te .

4. SHECA warrants about the publishment

By re leas ing certifica te in public, is suing authoritie s prove to the re lying party of SHECA
repos itory and reasonably depending on certifica te information: the issuing agency has
issued subscribe r a ce rtifica te , and subscribe r has accepted the certifica te in accordance
with the provis ions of the CPS.

9.6.2 RA Representations and Warranties

Afte r obta ining SHECA authoriza tion according to the procedures of authoriza tion,

RA warrants tha t:

 Follow the license agreement of CPS and SHECA and other specifica tions and
procedures published by SHECA, rece ive and process the applicant's ce rtifica te
se rvice reques ts , and manage a ll subordina te ce rtifica tion se rvices agencies
based on authoriza tion including RAT, e tc.

 RA must follow the norms , sys tems opera tion and management requirements
crea ted by SHECA. According to specifica tions published by the SHECA and
CPS, RA has the right to decide whe ther to provide appropria te se rvices for
applicants .

 In accordance with SHECA requirements and specifica tions to de te rmine the
se tting up mode , management and audit methods of subordina te ce rtifica te
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se rvice ins titution , the de te rmina tion of these methods mus t be published with
written documents , which covers and sha ll not conflict, contradict or incons is tent
with re levant provis ions published by SHECA.

 According to the provis ions of the CPS to ensure opera ting sys tem in the
security phys ica l environment, and have the appropria te sa fe ty management
and quarantine measures . RA must be able to provide certifica te se rvices and
backup da ta , and in accordance with SHECA requirements to ensure tha t
information trans fe r be tween the subordina te se rvices agencies is sa fe . RA
promises to imply s trictly the obliga tion of providing privacy security to use rs ,
and is willing to bear the lega l respons ibility the re fore .

 Accept tha t SHECA manages RA under CPS and licens ing agreements ,
including the qua lifica tion s tandards and service performance review

 Recognize SHECA has the fina l discre tion se rvice to applicants for a ll
ce rtifica tes se rvice reques ts .

 Sha ll not re ject any s ta tement, change , upda te , upgrade from SHECA ,
including but not limited to s tra tegy, s tandards and modifica tion and de le tion of
ce rtifica tion se rvices .

 Provide the necessa ry technica l advice for subscribe rs to protect subscribe rs to
success fully apply for and use certifica tes .

RAT Warrants tha t:

 Provide certifica tion se rvices and its own management, RAT must complies with
the re levant provis ions of the CPS and the authorized opera tion agreement.

 As Certifica te Services agencies authorized, accept authority qua lifica tion and
management assessment.

 Priva te information will be kept confidentia lity, regardless whe ther this
applica tion is approved.

 Comply with a ll provis ions of this CPS, fulfill the respons ibility of identifica tion
and services .

 Sha ll not re ject s ta tement, change , upda te , upgrade from SHECA, including but
not limited to modifica tion of s tra tegy, s tandards and additions and de le tions of
ce rtifica tion se rvices .

 Provide necessa ry technica l advice to subscribe rs , enable subscribe rs to
success fully apply for and use certifica tes .

9.6.3 SubscriberRepresentations and Warranties

Once subscribe r accepting a certifica te is sued by the issuing authority, from the moment
of acceptance until the end of the va lida tion of the certifica te , if the subscribe r does not
notice , then the subscribe r is cons ide red reasonably trus t a ll information conta ined in the
certifica te and made the following guarantees :
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 All s ta tements and information filled in the certifica te applica tion form must be
comple te , accura te , true and correct, and can be examined and verified by
SHECA and its authorized se rvice agencies , and subscribe r is willing to take
lega l respons ibility for any fa lse , forged information.

 If the re is an agent, then both subscribe r and the agent take jointly respons ibility.
Subscribe r is respons ible for notifying SHECA and its authorized certifica tion
se rvice agencies about any fa lse s ta tements or omiss ions the agent makes .

 The priva te key s igna ture corresponding to public key conta ined in the
certifica te is the subscribe rs own s igna ture , during the s igning, and the
certifica te is va lid and has been accepted by the subscribe r (the ce rtifica te has
not expired, revoked).

 The one unauthorized has never vis ited the subscribe r's priva te key.

 Subscribe r warrants to the issuing authority tha t a ll the re levant information
conta ined in the certifica te is true . If the subscribe r finds some errors in the
certifica te , but does not notify the issuing authority, then the issuing authority
regards subscribe r information as true .

 Subscribe r only use certifica te for the authorized or othe r lawful purpose in line
with the provis ions of the CPS.

 Subscribe r ensures tha t they don't take the bus iness worked by the issuing
agency (or s imila r ins titutions ), such as use the priva te key in corresponding
with public key conta ined in the certifica te to s ign any certifica tes (or ce rtified in
any other form of public key) or ce rtifica te revoca tion lis t ,unless the subscribe r
and the issuing authority have a written agreement.

 Once accepts ce rtifica te , it means tha t subscribe r is aware of and accept a ll the
te rms and conditions in the CPS, and are aware of and accept the
corresponding subscribe r agreement.

 Once accepts ce rtifica te , the subscribe r should assume the following
respons ibilitie s , a lways mainta ins control of the ir priva te key, uses trus tworthy
sys tems , and takes reasonable precautions to prevent the loss , disclosure ,
a lte ra tion, or unauthorized use of the priva te key.

 Once accepts ce rtifica te , it means tha t subscribe r agrees to the following liability
and losses resulted from SHECA direct or indirect action: Subscribe r (or
authorized agent) s ta tes fa lse ly or incorrectly the facts . Subscribe r fa ils to
disclose key facts , and the intentiona l or unintentiona l miss ta tement or omiss ion
of the subscribe r caused any trus t of SHECA and the re lying party of its
ce rtifica te to dece ive ; subscribe r does not use the necessa ry and reasonable
measures to prevent the priva te key from compromised, los t, disclosure ,
a lte ra tion, or unauthorized used. If it causes any liability, loss and a ll cos ts
associa ted with litiga tion, the subscribe r will pay financia l compensa tion.

 Sha ll not re ject any s ta tement, change , upda te , upgrade from SHECA, including
but not limited to s tra tegy, s tandards , and modifica tion and de le tion of
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certifica tion se rvices .

9.6.4 Relying Party Representations and Warranties

When the re lying party trus t any certifica tes is sued by SHECA, it means to ensure :

 Relying party is familia r with the te rms of this CPS, and unders tands the
purpose of the certifica tes usage .

 Before the re lying party trus ts ce rtifica tes is sued by SHECA , re lying party
inspects and audits reasonably, including: checking the la tes t CRL announced
by SHECA , verifying whe ther the certifica te is revoked; checking a ll the
ce rtifica tes re liability appeared in the certifica te trus t pa th ; checking the va lidity
of the certifica te ; and checking other information tha t could affect the va lidity of
the certifica te .

 The re lying party is willing to compensa te SHECA for the losses caused and
bear the resulting loss of se lf or othe rs ,due to negligence or othe rwise viola ting
the te rms of a reasonable inspection,.

 The trus t behavior to ce rtifica tes indica tes tha t re lying party has accepted a ll the
provis ions of this CPS, particula rly the discla imer, re jection, and the te rms of the
limiting liability.

 The re lying party sha ll not re ject any s ta tement, change , upda te , upgrade
published from SHECA, including but not limited to modifica tion of s tra tegy,
additions and de le tions of ce rtifica tion se rvices .

9.6.5 Representations and Warranties of Other Participants

Advance vendor warrants :

 Advance vendor is required to bear a ll the cos t of the certifica te and pays a ll
according to the provis ions provided by SHECA.

 Advance bus iness 's behavior of advance vendor means advance vendor is
willing and able to assume respons ibility of guarantee ing applicant authenticity
based on this CPS.

 Advance vendor sha ll not re ject any s ta tement, change , upda te , upgrade from
SHECA, including but not limited to modifica tion of s tra tegy, s tandards and
additions and de le tions of ce rtifica tion se rvices .

9.7 Disclaimers of Warranties

SHECA can't bea r liability in the following circumstances :

1. Don't a ssume any liability of an objective accidents or othe r force majeure event caused
by fa ilure or de lay .These events include , but a re not limited to, labor disputes , a party of
transaction behavior intended or not, s trikes , riots , dis turbances , war, fire , explos ion,



Shanghai Electronic Certifica tion Authority Co., ltd

Shanghai, North Sichuan Road 1717, JaJe Interna tiona l
Plaza F18

Tel:（021）36393100 fax : (021)36393200

https ://www.sheca .com/ 128 / 135

earthquake , flood or othe r ca tas trophe .

2. Due to equipment fa ilures , line break caused by reason out of SHECA, leading to error,
de lay, inte rruption or fa ilure of the issuance of digita l ce rtifica tes , SHECA doesn't a ssume
any liabilitie s .

3. No information in the CPS can be implied or cons trued, and SHECAmust assume other
obliga tions or othe r acts promised by SHECA , including but not assume any guarantees
and obliga tions of any other form, and no guarantee for a particula r purpose .

4. If the applicant provide intentiona lly or unintentiona lly incomple te , unre liable or
outda ted, including but not limited to forgery, tampering, fa lse information, but applicant
a lso provides the necessa ry review documents based on the normal process and ge ts
digita l ce rtifica tes is sued by SHECA. The lega l problems , the applicant result from above
should be assumed full respons ibility for the economic disputes , and SHECA doesn't
a ssume the lega l and economic respons ibility associa ted with the content of the certifica te ,
but can provide inves tiga tion and evidence based on victim's Inves tiga tion and proof he lp.

5. SHECA does not assume lega l liability for any other unauthorized person or
organiza tion on beha lf of the SHECA compiling, publishing or dis tributing unre liable
information.

6. For ce rtifica tes , s igna tures or any other transaction or des ign se rvices to use , is suance ,
authoriza tion, execution, or re fuse provided under this CPS, resulting in or re la ting to any
indirect, specia l na ture , with na ture , or consequentia l damages , or any loss of profits , loss
of da ta or othe r indirect, consequentia l or punitive damages , whe ther reasonably
foreseeable , SHECA will not assume respons ibility, even if SHECA had been warned of
the poss ibility of such damage .

7. SHECA has clea rly defined the scope of various types of ce rtifica tes , if the ce rtifica tes
subscribe r uses ce rtifica tes for othe r purposes which is not a llowed, and SHECA does not
assume any respons ibility, regardless of whe ther the usage caus ing any losses .

8. In the extent pe rmitted by law, according to the law, policy, and the victim's reques t,
SHECA provides truthfully e -government, e -commerce or othe r ne twork opera tions based
on non-repudia tion e lectronic s igna tures , but SHECA is not required to bear the
respons ibilitie s outs ide lega l or policy.

9.8 Limitations of Liability

Under the "Corpora te Law of the PRC ""Electronic S igna ture Law of the PRC" and other
laws and regula tions , as a limited liability company es tablished by law , SHECA assumes
any respons ibility and obliga tion limited liability within the law .

SHECA doesn't a ssure and perform any furthe r obliga tions , in any party agreement
be tween CPS and SHECA.
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9.9 Indemnities

9.9.1 The Scope of Compensation

Compensa tion genera ted in the certifica tion activitie s based on the provis ions of the CPS,
unless it is othe rwise prescribed by any law or regula tion.

1. Indemnifica tion by SHECA

 When issuing the certifica te , if not in accordance with the provis ions of the CPS
for process ing or in viola tion the requirement of laws and regula tions caus ing
the certifica te subscribe r losses , SHECA should bear the liability.

 Because the opera tor is malicious , willful or negligent, who is not in accordance
with the provis ions of this CPS to certifica te reques t of the issuance and
revoca tion resulting in the loss of the certifica te subscribe r, SHECA should
compensa te the loss of subscribe rs .

 Because of SHECA root key problems , resulting in subscribe r ce rtifica te
problems , SHECA should compensa te re la ted losses .

 Certifica te subscribe rs or othe rs who have the right to reques t for the certifica te
revoca tion , during the period tha t SHECA publishing the certifica te revoca tion
information , if the ce rtifica te is used for illega l transactions or a ris ing from
transactions disputes , once SHECA conducts re levant opera tion in accordance
with this CPS , SHECA will not assume any liability for damages .

 The re troactive expira tion da te of subscribe r compensa tion is opera ted in
accordance with re levant laws and regula tions .

2. Indemnifica tion by regis te r authoritie s (including RAT)

 If the regis te r authoritie s and the ir opera tors do not take good care of
subscribe r's regis tra tion and authentica tion-re la ted priva te information, caus ing
subscribe r information leakage , fraud, tampering with or resulting in any loss ,
the regis te r authoritie s sha ll bea r liability for damages .

 Because of the opera tor intentiona lly malicious or negligent and doesn't transact
ce rtifica te regis tra tion se rvice in accordance with the provis ions of the CPS , or
viola tion of laws and regula tions tha t caus ing subscribe rs loss , regis te r
authoritie s should compensa te the use rs direct loss , and other colla te ra l
damage and the corre la tion compensa tion.

 Sys tem or software e rrors caused because of regis try , if regis te r authoritie s
haven't sent subscribe r ce rtifica te reques t, revoca tion, and renewal reques ts
information to SHECA within the CPS specified time , which led to the loss of
subscribe rs or re lying partie s , regis te r authoritie s should pay a ll liability for
damages .

 The compensa tion re troactive expira tion da te is opera ted in accordance with
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re levant laws and regula tions .

3. Indemnifica tion by subscribe rs

 When subscribe rs apply for regis tra tion certifica te , due to de libe ra te , negligent
or malicious provide fa lse information, leading to SHECA and its authorized
se rvice providers or third party suffe red damage , the subscribe r should
compensa te for a ll damage liability.

 Subscribe rs priva te key leakage , loss , knowing the priva te key has been leaked,
los t caused due to intentiona lly or negligently don't te ll SHECA and its
authorized se rvice agencies , and don't give others to use ,which causes
suffe red damage of SHECA and its authorized se rvice agencies , third-party, the
subscribe r sha ll bea r a ll liability for damages .

 The behavior of subscribe rs us ing the certifica te or a re lying party trus ting
certifica tes , which viola ting the CPS and re la ted practices norms , or ce rtifica te
is used for non-bus iness scope of the CPS, the subscribe r or re lying party sha ll
bea r a ll liability for damages .

 When subscribe rs use or trus t ce rtifica te , if not in accordance with the CPS to
audit reasonable , resulting in SHECA and its authorized se rvice agencies or a
third party suffe ring damage , subscribe r should assume a ll liability for damages .

 Subscribe r or othe r entity who is entitled to reques t for ce rtifica te revoca tion,
during the period tha t SHECA publishes the certifica te revoca tion information, if
the ce rtifica te is used for illega l transactions or a ris ing from transactions
disputes , once SHECA conducts re levant opera tion in accordance with this
CPS , subscribe r will a ssume any liability for damages .

 If the re a re provis ions in the agreement be tween SHECA and otherwise
compensa tions , subscribe rs re fe r to its regula tions .

9.9.2 Limit of Compensation

The tota l liability of SHECA and its authorized issuing authority for a ll pa rtie s (including but
not limited to subscribe rs , the applicant, recipient or re lying party) can not exceed the cap
on the amount of compensa tion of these certifica tes as described following:

All tota l about s igna ture and transaction process ing of a particula r ce rtifica te , SHECA and
its authorized certifica tion se rvice authority for any person (or othe r entity) ,the aggrega te
compensa tion of the specific ce rtifica te should be limited to an amount not exceeding the
scope of the following (unit: RMB):

1. Individua l ce rtifica te , no more than RMB 2,000

2. Unit ce rtifica te , no more than RMB 50,000

3. Device certifica te , no more than RMB 80,000

4. The SSL certifica te , no more than RMB 100,000

The limita tion of te rms applies to some form of damage , including but not limited to any
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person or entity (including but not limited to subscribe rs , the ce rtifica te applicant, recipient
or re lying party) because trus t or use the certifica te of SHECA issuance , management,
use or revoca tion or ce rtifica te is expired due to direct, compensa tory, indirect, specia l,
consequentia l, exempla ry or incidenta l damages .

The te rms a lso apply to other respons ibilitie s , such as contractua l liability, tort liability or
othe r form of respons ibility. Each certifica te limits compensa tion regardless of s igna ture ,
transaction process ing or othe r cla ims re la ted to the compensa tion number. When
compensa tion limit is exceeded, unless the re is a judgment by the law or a rbitra tion rule ,
the ava ilable limits of liability will be ass igned to the firs t pa rty who is the firs t to cla im
compensa tion. SHECA has no respons ibility for the payment of higher than compensa tion
limit for each certifica te , regardless of the sum of compensa tion limit higher than the limits
of liability how to dis tribute be tween the cla imants .

9.10 Term and Termination

9.10.1 Term

This CPS is e ffective s ince it is published, ve rs ion number and re lease da te sha ll be
specified by the document, as new vers ion is published, and takes e ffect, the origina l
ve rs ion sha ll lose e ffectiveness automatica lly.

S ince the necessa ry reasons , SHECA may decla re ea rly to end the va lidity of CPS afte r
obta ining the approva l of the na tiona l authoritie s .

9.10.2 Termination

This CPS as amended from time to time sha ll remain in force until it is replaced by a new
vers ion.

If the subscribe rs end the usage of the ir ce rtifica tes , or a re lying party end the trus t of
ce rtifica tes , the subscribe r ce rtifica te has been revoked and not re -apply for a ce rtifica te ,
then in addition to CPS provis ions of the audit, a rchiving, confidentia l information, privacy,
inte llectua l property, compensa tion and limited liability, for the subscribe r or re lying party,
the CPS will no longer binding to them. If SHECA has other agreement, then opera tes in
accordance with the provis ions of the agreement.

9.10.3 Effect of Termination and Survival

Afte r this CPS te rmina tes , the audit, confidentia l information, privacy protection, a rchiving,
inte llectua l property involved in this CPS, and indemnifica tion and limited respons ibility
involved in te rms sha ll exis t e ffective ly.
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9.11 Individual Notices and Communications with Participants

Unless the re a re specia l provis ions in laws and regula tions or agreement, SHECA sha ll
communica te with each other with the reasonable way, and sha ll not take individua l way.

Whenever any person intends or requires to publish any services , specifica tions ,
opera tion of the notice , demand or reques t mentioned in this CPS, this information will be
communica ted in documents .

Written communica tions mus t be de live red with written documenta tion by the courie r
se rvice , or by regis te red mail confirmation, accompanied by re turn mail and write back.
Mailing address is as following:

18F, NO.1717，Sichuan North Road ,Shangha i, People 's Republic of China (200080)
Shangha i Electronic Certifica tion Authority Co., Ltd.

If pa rticipants send notifica tion to SHECA by e-mail, then it will be va lid only when SHECA
rece ives written confirmation mate ria ls within 24 hours a fte r SHECA rece ived e-mail
notifica tion.

Sent to othe rs from SHECA via the following address :

The la tes t address in SHECA’s pos ta l record

9.12 Amendments

SHECA has the right to revise this CPS. SHECA has the right to publish revis ion results
with the form of revised edition on https ://www.sheca .com, or in SHECA repos itory.

9.12.1 Procedure forAmendment

Through the authoriza tion of SHECA Security Certifica tion Committee , SHECA Stra tegy
Deve lopment Department sha ll review this CPS once a year a t leas t, to ensure tha t CPS
meets the requirements of na tiona l laws and regula tions , and sa tis fy the actua l
requirements of ce rtifica tion bus iness opera tion.

This CPS must be revised through the approva l and verifica tion of SHECA Security
Certifica tion Committee ——the highes t policy management agency of SHECA afte r
S tra tegy Deve lopment Department puts forward the revis ion report。Afte r the revised
CPS sha ll be published formally, should be submitted to information indus try department
to record.

9.12.2 Notification Mechanism and Period

SHECA has the right to revise and modify any te rminology, conditions and clauses of this
CPS within the proper time , and sha ll not notify any party in advance .

SHECA publishes the revis ion results on www.sheca .com and SHECA repos itory.If

http://www.sheca.com
http://www.sheca.com
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modifica tion of this CPS is placed in SHECA repos itory (check www.sheca .com), it equa ls
to modify this CPS. These modifica tions sha ll take place of any conflicting and des igna ted
te rms in CPS origina l ve rs ion.

All CPS modifica tion in writing to subscribe rs should be send according to the following
rules :

 If the recipient is company or othe r organiza tion, the message is sent to the

address recorded in SHECA and its authoriza tion certifica te se rvice agencies .

 If the recipient is pe rsona l, the message is sent to the address recorded in

applica tion.

 These notifica tions may be sent by express de live ry or regis te red le tte r

 SHECA can send the message to subscribe rs by e-mail or othe r way, and the

e-mail is de fined when the subscribe rs apply for a ce rtifica te .

Comment Period:

If ce rtifica te applicant and subscribe r have not decided to revoke the certifica te within 7
days afte r revis ion was published, they sha ll be deemed to agree the revis ion, and a ll
revis ion and modifica tion sha ll take effect.

9.12.3 Circumstance underWhich OID Must Be Changed

No stipula tion.

9.13 Dispute Resolution Provis ions

As an expert agency of ce rtifica te dispute resolution, SHECA Security Certifica tion
Commiss ion expert group collect re levant evidence to promote dispute resolution,
coordina tion the re la tionship be tween SHECA and the partie s , and as a fina l write r of
controvers ia l recommenda tion report.

Whether the expert group comple te the proposed report and convey recommenda tions ,
and how ruling decis ions to form and does not prevent SHECA, partie s and other
s takeholders to take cons is tent way re la ted to the CPS and the law ,and find other
solutions .

9.14 Governing Law

This CPS accepts “Electronic S igna tures Laws of People ’s Republic of China”, “Electronic
Certifica te Service Management Measures” and other laws and regula tions of jurisdiction

http://www.sheca.com
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and explana tion of People ’s Republic of China .

No matte r choose of contracts or othe r clauses or whe ther commercia l re la tionship is
es tablished in People ’s Republic of China , the implementa tion, explana tion, inte rpre ta tion,
e ffectiveness of this CPS sha ll apply to the laws of People’s Republic of China . Choice of
law is to ensure tha t a ll subscribe rs have uniform procedures and inte rpre ta tion,
regardless of where they live and where to use the certifica te .

9.15 Compliance with Applicable Law

All participants of e lectronic ce rtifica tion activitie s mus t conform “Electronic S igna ture Law
of People’s Republic of China”, “Electronic Certifica tion Services Management Measures”,
“Electronic Certifica tion Service Encryption Management Measures” and other laws and
regula tions of People’s Republic of China .

9.16 Misce llaneous Provis ions

9.16.1 Entire Agreement

The CPS impacts directly on SHECA terms and provis ions of rights and obliga tions ,
unless is sued by the affected partie s through the information or documents identified, or
othe r provided, othe rwise can not be verba l amended, given up, supplied, modified or
ended.

When the CPS and other rules , norms or agreements conflicts , a ll pa rtie s involved in
certifica tion activitie s will be bound by the provis ions of this CPS, but except the following:

 S igning before the e ffective da te of the CPS.

 The contract shows express ly the re levant partie s to replace the CPS matte rs , or the

provis ions of this CPS are prohibited to performed by law.

9.16.2 Ass ignment

The respons ibility and obliga tion be tween CA, subscribe r and re lying party could not be
ass igned to other partie s .

9.16.3 Severability

If any clause or applica tion of this CPS is inva lid or unenforceable in any reason or in any
scope , the remainder of the CP sha ll remain va lid. Re levant partie s unders tand and agree
the limita tion of liability, warrantie s or othe r te rms or res trictions exemption or exclus ion of
damages specified in this CPS are individua l provis ions independent of the other te rms of
the and implementa tion.
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9.16.4 Enforcement

Not applicable .

9.16.5 Force Majeure

In the extent pe rmitted by applicable law, subscribe r agreement and CPS formula ted in
accordance with the CP sha ll include force majeure clause to protect each party. SHECA
isn't re spons ible for the following force majeure events , the viola tion, de lay or inability to
perform tha t CPS regula ted beyond its ability to control.

Force majeure including war, te rroris t a ttacks , s trikes , epidemics , na tura l disas te rs , fire s ,
ea rthquakes , supplie r or vendor fa ilures , pa ra lys is of the Inte rne t or othe r infras tructure
and other na tura l disas te rs .

9.17 Other provis ions

Unless othe rwise agrees , the following - information and da ta re la ted security is
cons ide red to partie s property, indica ted as the following:

 Certifica te : Certifica te is SHECA's property. Unless those certifica tes tha t isn't in
any directory or repos itory without SHECA expressed written permiss ion, the
ce rtifica te can be a comple te non-exclus ive , roya lty-free reproduction and
dis tribution. On copyright notice , you can consult to SHECA.

 CPS: The CPS is SHECA priva te property.

 Dis tinguished name: dis tinguished name is owned by a ll the named entitie s .

 Priva te key: Priva te key is owned by priva te subscribe rs (or the ir representa tive
organiza tions , agencies or any other entitie s ), regardless of the medium of
s torage and protection be ing used.

 Public key: Public key is owned by subscribe rs (or the ir representa tive
organiza tions , agencies or any other entitie s ), regardless of the medium of
s torage and protection be ing used.

 SHECA public key: The public key owned by SHECA is SHECA 's property, and
SHECA is a llowed to use these public key.

 SHECA priva te key: Priva te key is SHECA's priva te property, whe ther partia l or
whole .
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